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Renquest | Respense | Trap |

FOST hiip:fjanaina8180MebGoatiattack?menu=410 HTTRM 1

Host janaina:g180

User-Agent. Mozillals. 0 (Windowves, U, Windows NT 5.2, en-US, ne1.8.1.4) GeckalZ0070351 3 Firefow2.0.0.4 Paros/3.2.1
2
Becent: texthonl zppllc ationfxmi applicationfhimi+eml lestihimlo=0.9 texiiplain,g=0.8,imageipng, ™ =0 5
Becept-Language: en-us eng=05

teceptCharset 150-8258-1 utt-2,q=0.7 *gq=0.7

Keep-Alive: 300

Froxy-Connection: keep-alive

Feferer. htlpfanaina:@ 80AVehGoaliatiack? Screen=57 &menu=410

Cookie JSESSIONID=B33154ET0ABATE249F 1 DE3ECT1 B3BE9E

Buthorization: Basic Z3VIc306Z3VIc30=

Content-Type: applicationt-waw-form-urlencoded

Conternt-Length; 21

OTV1=BE0TYI=6R0TYI=6R0ATYVA=6Nald2=4128+3214+0002+1 998 &0eId1=111 &5 UEMIT=Furchase
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source IP: 1921680101
Source MAC: TZ:02:02:T2:12:12

Target IP: 192.168.0.1

Target MAC: 000000 (M 0000 .
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ARPULlga

Source IP: 192168001
Sowurce MAC: 02:02:02:02:02:02
Target Pz 1921650101
Target MAC: F242:72:F2:42:72
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MAC Address Scanner &J

-Target

(* Al hasts i my subet
" Range
1~ From-

]1?2.15.15.1

—Ta
|1?2.15.15.254

- Promizcuous-Mode Scanner
[ &RP Test [Broadcast 31-bit)
I~ ARP Test [Broadcast 16-hit)
[ &RP Test [Broadcast S-bit)
[ &RP Test [Group bit]
[ A4RP Test Multicast group 0]
[~ ARP Test (Mulicast group 1)
[~ ARP Test (Mulicast group 3)
[ Al Tests

Cancel J
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[ New ARP Poison Routing ——

WARMING I

BPR enables you to hijack 1P iaffic between the selected host on the left ist and sl selected hosts on the right kst in both
diechons. If & selected host has roubing capabiliies WAN trafic will be intercepted as well, Flease note that since your
|machine has not the same performance of a router you could cause DoS f you set APR between your Default G ateway and

all ather hosts on pou LAN,

IP addiess | MALC | Hostriame IP addiess | MAC I Hostriame
17216161 00055021994C 17216.16.148 oUiAADS2ZETF [ |
17216.16.2 DM DYEZDE4SE 17216162 DM DTEZDE4AIE

1721616143 001 AADSZZETF

3l poame Sllos £3,8 Cuz o b3 Ol ¥ S

Jeoe plamlead SISo s 092 il A jo0 (S 90,5 dadl S0 45 a5 (g0l (59, 0 «Silw poome il )3
Olgie 4 a8 o3le oo 0 1) Lt 80iS 50T pitacw 9 98,5 (o0 ile paeme 158l o5 5509 DLl (g3l Jlad el

Wil 00y ey OlL o a3l sl 4 oSS aSi 90 0 S e S8 g0 Olbla )l sled jo gl adeds
|) JL.’:.o).i )| 03 LJJJS =3 Sleds| ng)l.«a P gowmo Q'))S JLQB ﬁ&.ﬁjcb;w |) Wireshark )‘)3‘ f’f J.:J‘ygo
39 O 2L Ceps b aS ARP Sledlbl 51 oYL o> )5 o)l Lol o381 0 5 (ol sl oolain] & a0 j0 .0uaS csalin

oS ssalicn |, L o bl alss (oo alolidl 5 35 onlys Wigh (oo s, Sby3

Fig, Tomae Sowe Destwnation Frotecel  Info
121 28. 711849 O0:Fli6a:ShiTd da OO la w052 aiTr ARP whea has 172, 06,16, 1487 Tell 172.16.16.1
324 FB.TI1E5%4 O0:X1:Ba:ShrFdrda 0055 30 r 994 ARP who has 172.16.16.17  Tell 172,16, 16,149
323 X8, 711950 00:X1:bazsb:Tdida 00 1A a0 R2 e T ARP 172.16.186.1 93 ar 00:X1:6a:5%b:7d:4a
126 28. 712037 O0:21:6a:5hiTd da G005 M g ARR 177.16.16.140 15 at O0i21:GaiibiTd:da
337 T8.T12408 o0:Lacab:522e:7f D02 cba:ShiTdrda Ly 172.16.16.149 1s at 00:la:a0:52:2e:7f
128 2. TLYAR0 G005 Ml i ae G0 i6a: SiTdida ARP 172,16, 16.1 18 ar 00:05:5d:21c90idc

ARP Sélg 5,5 A S

pooms Sldos a3 U aaS SIS conl (S 90,5 dndl IS0 4y a5 (golad (59, 2 0,Lg0 Canc 8 )5 plas! 51 ey
Q2o doil> ARP S dladl> g5le
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:ARP uMS ALY IN ‘_g)’l.w ©gommo pl 3 4D ilo o &9)

A Comd gaslase U Loyl o Lol 3 a8 slo 4o g, (ol b B oS ablae wuo 5l (g5l paoms g, baalin b
Loy olg oo oyl &Bly alem 5,90 51 SIS Dyge 10 Ll o la 0s2 g OMes () b ablie gl (IS o9, il
3,5 ablie SMas> pl b o2iS Ty g 0aisS (6 iy Slaladl 51 &

oo 45.5) LAN ] clablocs

39 Oy Sledol Jols aS” 0,5 solatwl alem> Cpz (s3le paome (g, 5l Hled oo Sloj U Lead ¢ lowe 4l S o
el OISl 5 3l5e 5 (o 985 Dyg0 50 o AL Sy )0 gsdse (nl @ Az basl 85 S8
Lol adls dlas dald deize 0,5 G il 48,5 )13 ales 050 4SS [0 oSl SO 8T 10090 095 pitanus
35 yod Al slad coel baa> el Lo ax I abl anilo 1) oSl 1o iedas pid e G coal duad  oadeds
o)l.,)oLa;6;1)1;Qaﬁwj\gm.i\;;@‘wm‘gﬂmlewlobjk}:}logl%q@ﬁlﬁ=\.19L5.algu_|5‘m)|¢
oS S8 SVl ol jo o0l S8 s

APR 8 il ¢ IS

Sanlins cools oS ARP Sewly g wlss o le aiws b g el cands pl o ablie sla ol 51 SO
o 51 45 (Glze a5 555 50 ate S 1) S plsie 4 Gl oo |y ) cnl ol oo Lo s Gl 0 Sllee
L osilys oo Lo aid oo 095 (1S dladl> 4y 1) Solwl SLol sl ools 595 o5l caisS oo oolainl jeaisg Jule

DS oaslice 1) e SO j9aiug ARP 1S dladl> carp-a le 8 ol g jeiws dxan G 09l

B Administrator: Windows\system32\cmd exe _FﬂllEﬂﬁ"

ht <« a7 ft Corporation. ALl rights reseprved,

ARP _:S alail> sumlie A JS5
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Pamled Lol g5 Cand 1 o 6l (69959 ) Heiwd Jawgd ailel oo Lads
arp —s <IP ADDRESS> <MAC ADDRESS>

ARP Sliwl sl (69959 5| (sind 45 055 ddlem 0l (S oy O 4 (LS Lol 4SOl JLiS L aSKS a0 o

150055 o o pladl (pl S Jloyl Gljee 4 Silogil (6 gaalS (550 Lawsi 1) o (539,5 (nl 5 00,5 g

aload ARP  Sruly 5 sy 1o slo aiws 4 sleiel sbm aSll slo JgnalS a5 00,5 Jols liebl £4.540

1l 4ol § bowgy ARP 30 ol wleMbl el

Jo ol ol sl oo 2255 Ty > ol Gl eolitul ARP S Aladl> g3le pyenme ol 55 ablie [3g, 5]
b 3685 i dix awgd g, pl 5l ookl ol oo aSl 5o Ul Jaw gy ool Jols Sledbl ed el
(XARP silo)as! oo >yl Gaw ol 4y s Cgz By a5 s3obils LB (sla I3l L3 b (Snort asle) ciltises

3 Py il (oo s Bl (ol 4 Al 5o liee So L Jels R o ol ol sl eslitul Bl (oo dy IS

Bl (0 ,le00 (oS s,y (nl (650 Sl sla it (led b (o axlge O g0
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:DNS Co,8

B oaS das ol (g, (pl Lawgs Al o MITM) Sl aseds Oex 51 S50 295 DNS yols o )8
e 55 et Sl el ilos oll (G 59mal) lesen yisesslS (8l (s ol DNS Al oo
Colw o @dly ,o s (pl 03,5 XXXXXXXXX : IP o] L www.bankofamerica.com asile colw 8,lg 8 ,ls
Log e Colo 0l 0gd (o 00l BYYY.YY.YY.YY D IP 00T L www.bankofamerica.com  Sislo § e
sl (Sb 8 ased Olus Sledbl § DT SSb @l Ll 60350 (pased (pl Bon g oads axsle oS dle> asd

390 SS9 o yiege DNS b "ol g (6,13K6b aias” JSGg,0 RFC 1034/1035 ;0 sois a8l i 5 3o
Jogd an > g9, 2T iy me JgB 4 aS 00,5 e el ol 40 DNS 0929 |y 5 il oo iyl Jawgs eolal
b oS oo ol ;5,90 dmio o |, http://www.google.com aile ool e of 1o ciS g5 oo ads gl
Cawds |y ol TIP 00T Loty 5900alS b 098 o Jluo )l DNS gm0 as DNS Celgs 10 S5 ey g Sl 41 5l
oasseis | google.com asile (cw ol o 5 il Slbls | 0 slol slo olKiws a5 Col cde ot 45 .0

P slo oyol olwly g 00g Ll (74.125.95.103 siile) b cols g IP )0l b s o olfiws oyl .osmd oo
S Codlad 4y 0l

SMEN IP sl oy0T 4 bgspo (39,5 SleMol 5,055 205l (o0 a3 (2l 4 DNS 9500 S 0 Shae Sl

LS23 DNS gla gm0 b oMbl ol Jol g ol )lS iasls b oSl ol Jols DNS (63885 piiapas 5 (g yo

BL otz (6099 B WilsS oo by S50 e b (Ul SbLS ) S DNS g Sy LSl

DNS gesly 5 s jo )+ S
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wasin IP g DNS L ulo g o)l oyls dad a5 60,5 .aiS o Joe (Frwl [ gwlsm 0 &0 4 DNS STy

JL«J)‘ )..)15 UT 6‘)" |) 03 w‘j?)é uLG)Uo‘)a)m Uy JJGQJLAJ‘ DNS )5)...444‘) (5»*;‘9?)& ‘M‘ u)é;

IR RRCPE AN CE] JE ) IS W PR o) PESR- LIRR IR SUON-S S SPSUR L S W Lt VIR V] DN

m

- 20031164 205.152.37.23 1921680114 DNS Standard queny response & 128121500122

I — o
[ @ 0000000 192.168.0.114 205,152 37.23 DNS Standard query & wireshariong Bl @8 O
i Frame 1: 73 bytes on wire (584 bits). 73 byres captured (584 bits)
¥ Ethernet II, Src: 00:16:ce:6e:Bb:24 (00:16:ce:fe:fb:24), Dst: 00:05:5d:21:99:4c (00:05:5d:21:99:4c)
¥ Internet Protocol, Src: 192.168.0.114 (152.168.0.114), Dst: 205.152.37.23 (205.152.37.23)
i User Datagram Protocol, Src Port: 1060 (1060), Dst Port: 53 (53)
= pomain Mame System (query)
Transaction ID: Oxlg0f
% Flags: 0x0100 (sStandard gquery)
Questions: 1
Answer RRs: O
Authority RRS: O
additional RAs: ©
o Queries
@ wireshark.org: type A, class IN
I
Q010 O0 3b 1f 27 00 00 80 11 67 cl cO aB 00 72 cd 98 : ¢ Gevsalus *
G020 25 17 04 24 00 35 00 27 03 &4 18 of 01 00 00 01 | ] e 1
@030 00 00 00 0D 00 00 i £ - i BY b AR k] !El
Goa0 ERC T |
§ o B = 8 B

[% Frame 2: 89 bytes on wire (712 bits), 89 bytes caprtured (712 bits)
@ Ethernet IT, Src: 00:05:5d:21:99:4c (00:05:5d:21:909:4c), Dst: 00:16:ce:Ge:8bi24 (00:16:ce:be:8b:24)
# Internet Protocol, Src: 205.152.37.23 (205.152.37.23), Dst: 192.168.0.114 (192.168.0.114)

i User Datagram Protocol, Src Port: 53 (53), Dat Port: 1060 (1060)

= pomain Mame System ([response)

[Request In: 11
[Time: 0.091164000 seconds]
Transaction I0: Owlsof
i Flags: OxB180 (Standard query response, No error)
questions: 1
AMSwer RRS: 1
Authority RRs: 0
additional mRs: O

queries
| AMswers
@ wireshark.org: type A, class IN, addr 128.121.50.122
0020 00 72 00 3504 24 00 37 3Fc 2018 OF BLBO 0D 01 .r.5.8.7 < ...... -
0030 00 01 OO0 OD OO0 0D 09 77 69 72 65 731 68 61 72 6h cereasaw Treshark
ﬁ;g 02 &F 72 67 00 00 01 00 Ol HINSCTENTETNTENE .org.... . £l

Foduzmy (o5 (Pl g Swlg o e aws Jlo)l 0l 8 DNS (slo j9 w0 (o 99290 DlbLS )| (28,5 (a5 o b

G5 4 (Sl &ws Loyl 6l DNS (sl 5w B 00,5 oo o Sy, o DNS il alidis o Slos 00,5 oo
e yoym pbaS clls SUal JS1s DNS g SO 51 len auls canddS ol 51.050,5 55086 L bl )l 4 )l>b

Colo 4y bgy o IP (gl ;o7 a5 cuils JUasil (6 9 iz 5l lo5 (oo Lok Jg il |, aseios IP b il ]

Ol 5o soee S DNS (6l g (4 bl )l a5 Consl gz o 45 a0 aseis |y Dell | Google asle ole
4 G Byb 5 s95m So Sl (Pl & S Jlujl Gosbo SEDNS sl 95 o BLS,aLS (o0 53k a2
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ABSID 508 g ouy

(AIBSH0 598 § oy

<
<

S

98 § g awly sa g uuy Awly  |EE Gl
AT s DNS joue &ayla DNS jgm
S 9 42 x93 3 9 sam 4 (e ] ol 5 CeslgS e JLuyl Y S
:DNS yal> o ,9

S o (6032 sl ui"ﬂ))" Q‘BSGA‘Q;..\.:.LESU “-.’)f‘—i.’.d"'\*" Q‘}-”.gg‘g;a-h-’.“’é‘b ui:j)dgdf)}laiw
p....S = oolatw! dlo> g "DNS awlis Qab s.,\.l)ﬂ o9 3l Lo .09 oolazul “DNS w)_e &9 3l ale> sl,2]

Wl (pl abl o0 (69,8 4 pastie Aulil 8 )leds glyls e oo Jlo,l Al )0 a5 DNS  oiulgs jo dws o

A ol 3 SpmralS 4 g ol 2l alid ol Jols o5 ez Sl

Sl poams a4y pladl Lo ol 10,5 oo ploxil gy09, al> 0 90 (sly2 | Jawsd g 41581 05 SO 5l eolainl b cadas oy
P gasle Byma ) SaalS o] g o adole Dledlbl i 0B b osges (Sb 8 5gunalS ARP 1S dladl>
S SipesnlS 4 e el 2d e oS 300 1 nel8 T 51 )| DNS ol Bis 4t

9 d ol Gl las e aST ol 4y 09,9 b (GLSL,E) o8 oS caul cpl ailyd 5l Bas oiST o Jle)l

el 00l VY S j0 alo ol 5l (5] diged pum o 995 pods Blaal ay Lo b aigd o)ls Lo e ol

adel piri : injectOr.ir



0L )3 5338 Ollan b (kT

(A yyum (TAV')
DNS aulis <o, 5l oolaxwl LDNS o )8 g, a5 ale> VY JSS

sokate oyl @ Ettercap Sl580 o 5 5l Le a5 lo 0929 "DNS o 37 s, 4 ales lyzl g alisee slo 58l 0 5
38y 8,b50 Gado Lol oo Linux g Windows ;o |yl LB sla asend slyls 1581 o 5 ol ouiS oo ool

50 90093 DNS o 3" alosil 51 5158 Sla ool glyls 1381 5 ol a8 Wgds o az gt Culs g (ol o Ettercap
GUI G slylo 51580 o 5 ol a5 el (0 4z g cdiS el jeding Jule g o | Ettercap 1331 0 5 S
8 oS 0 oolainl do> (gly>! Cy> command-line Jlw 5 5l L (Jle ol jo Lol aiST 0,5 o950 S ol
g S Jeol jo 58l p 5 cpl ol oo Olendas S ploxil 5 (605,50 4 5L Ettercap [l38l o 5 gl >
ol e Ao bl 3o oo oolainl des glyal Cya alizs (o axLige) slo plug-in 5l as ail o uwss
Nl 1, plug-in cpl s bgs e b gow S Wb b wyles o 211, dlo> dns_spoof « L, 1o plug-in . Jte
gd 0B 5 sla poyol 1o Wlg o b enl Geaky Jele s b S 50 )0 oS

C:\Program Files (x86)\EttercapNG\share\etter.dns

Jusr/share/ettercap/etter.dns

aS ol k)"‘ Lo LB J.wL: <° “DNS ;.Ag‘)é”” 02’9) o oalaiwl Sy90 DNS &leds| 65L> 9 00gs oolw )Lw JALS k)"‘
oS Jaise g Colan o A0 50 )l Cole SO a4 s yahoo.com ol 4 fyals o)lg wad aST 1) 6 )5 1o

osbos BlOl 1,V F IS5 o oads aseiie (0395 el U

adel piri : injectOr.ir



0ls ) 5330 Olas b 3GibT

e |i:i-gr:|xn TiEs Umm-,,r_;.igjEﬂplauplui:‘u‘:ii.:m.‘ilu = Jiﬂ;ti.i:ll;i" + = 4 o

tie gmt }uﬂ:ﬂ Yiew m:umg i 1
FIEISESTRISESS =
#
H
-
s
R #
% W H'Fﬁ'ﬁﬁqi I‘ Ed-ﬂ-'; l-l';;‘l %
£ # mither warasion 2 of £
F Ler yeraion F
1 = £ o
12 iiiiiiiiiiiiii#iiiiiiii!'iiiiiliii-ﬁl'iH‘iﬂ‘iii!’iiiiii-ﬁiiiiiii‘iiﬂiiiﬂiiiiﬁ
14 H
5 ¥
e - : $
Vi # T A +11.22.33 #
e s . foo.com 2 1£8 44 EE £C £
g # H
20 % or for PTR query: #
21 % www.bar.com A 10.0.0.10 -
2 & 2
23 # or for HMX query: §
24 & domain, com B M., HMHLORNE, KK &
25 # ]
26 ¢# or for WINS query: £
27 ¥ workgroup WINS 127.0.0.1 2
28 ¢ BC* WINS 127.0.0.1 &
29 & L3
30 # NOTE: the wildcardsd hosts can't be used vo poison the PIR reguescs £
3 ¥ ac if you want To reverse poison you have to specify a plain 2
32 # host. (look at the www.microscft.com example) §
i3 ¢ &
TG BRI ERRESIAS PSRN ERR SRR SRR
35
36 il“llﬂﬂﬂﬂlﬂ‘ﬂﬂﬂl FEESEES
==y ey
<35
39
40
41 -
546 chars 3525 bytes BOlines Ln:36 Col:1 Sel:118 122 bytes)in 1 ranges UNDX ANSI NS

etter.dns « oas ool o 3 DNS &y by o 584,5 S5 (40,5 adlol N F S

3045 XS oo ,9iwd ANS_SPoOf a4y by o plug-in 4y s (689,5 ol il O jgan] 4 b (699,9 (p) 9, Sles ulul
SS A IS 2> e ledbl) www.yahoo.com | yahoo.com (gl DNS  siwlgs jo dws G saaliv & g0

) e ol SO P o)oT ol 10 89790 FgunnlS ¢ o 0S5 0Jg5 172.16.16.100 : IP o 0T b  Sewly &

S8 oo GbyE FalS ulad o yme po

adel piri : injectOr.ir



0L ) 53)8 OlLas b (G

ooty ol jsiws puwd (0B L il 0,33 B ol g apn; plasl 4y L1 o Sy Oldos aSly) Lo 4

Dg05 ool g5 co o>l j5ws jeduo lp 5 0,50 lensS LT, alas g 00905

-T a2 oo i |y (Se Jlue i 0 )8
-Q ails o Gioles a4 8L 50 e o U oS ezl oo gy o b o 1) Ol jgiws
-P dns_spoof el T a0 bogs e (M )15 (6 oaims ol

900,85 oo ARP S aladl> gile pgamme’ £o3 517 Sle ased” e S plil Eelb M arp jgiws e g
il g0 o231 GLSL,E o 0als Juu g0, Sledlbol saslive o il yo Sl Al o

/11]- WS e e dle> Ban lgie |y aSs S
g dles o dlex j0 ol jgws 3 ) giws
Ettercap.exe =T —q —P dns_spoof —M arp // //

OBLA Feeels 4y (o (el dnws JUI-Y g sl

BN Administrator: Command Prompt Lol || @ || o= | (B |t S

CiwFrogram Files {x86)“EttercapMGrettercap.exe -T —q —F dns_spoof -H arp ~~ /4

C:nProgran Files (xB863\EttercapHG>
ettercap NG-8.7.3 copyright 2001-2884 ALoR & MaGR

Listening on “Device“WPF_{1E45559D-F7D8-4835-BAF1-F395B1C786532 ... C(Ethernet?
Device NPF_{1E45559D-F7D8-4A35-BAF1-F3195B1C78653> > B0:50:56:CA:00:88 19
a8

2.168.126.1 255,255,255,

added to the ho

ARP poisoning victims:

GROUP 1 : ANY <all the hosts in the list)

GROUP 2 = ANY <all the hostz in the list)
Starting Unified sniffing...

ext only Interface activated...
it *h' for inline help

fctivating dns_spoof plugin...

aib o DNS ulgs )3 sl aws b ys Jb o Lils Bttercap 3 a5 N0 JSo

adel piri : injectOr.ir



0ls ) 5330 Olas b 3GibT

adel piri : injectOr.ir

Colw 4 il assls |, Www.yaho0.com colw 4 09,9 duad a5 (uS 0 ales 51T g &l jgiws opl sl 5l

Panic!

£, Most Visited @ Getting Started 5, Latest Headlines

§ e R

I'm in ur network, hackn ur packets...

(V8 JC0) as salgs colos Lo e
(@ Mot firton ESTS ==
File Edit View History Delicious Bookmarks Tools Help
F c X f'__g"_\: E Ll Ihﬁpcffmw.yahnn.:am I - = : -.',!' Google ﬁi

Done

SEE

b oEas IDNS o b g5 5l alo S amis

V8 s



0ls ) 5330 Oollas b (b1

:DNS CHos pl g9 43 dilio g,

Lot a8l b Basls .l Cdew Jlons 5T ol o alilie Wil oo oiSly s l)ls ala> g5 cpl aS glil
o aizr ol S50 55 lle gn  EI ( 355 DNS (5055 o 51 gl o ala () 3 WIS

Olejle Jol5 jekas a5 e 0 .0,ls glas apils Ul assl b oS a5 dugd oo axlge ule oy b Lot ¢!
03,5 3ylg e ol SO jo 1) 095 (SOL Clus Cledbl aS 0y gl azgin Lads S aS Conl (o il ol o2
Iy OUgs Jo g 53 00905 (5l 5 036 (185 ogad ;o Lo 5l g 855 (oled Lot b SSL B)b 51 asl B o]

105510 0529 o 0l b abiline 6l 0 38 (6,50 £l Clludl jain gy ol b oS

S 05 o0 Spge aSed 218 5l 3)lge el jo (GMex iz sl el ) 093 ASLS 3 35290 sl FgslS
Loty 4 alos plosl g o 5aualS cpl 515 0,10 5425 (6 5eS Jlodt olST ol ponl Lo a5y (sl 5 gualS
Bgd oolaiwl

PNl N PR S C U AR ON| PRIV IVE ] PL U ST K SPSVRTL Y CIUSWRRVELE I SN AL D)\ [S RPN P
solizul 6 58l o5 51 ST Jg 0nS sod ool b5 5,0 iz 5 Ygons Lok 0LS cod oolitul 595 o Slas
FB oy cws Dgar ]y (Ul ol pb S o oolatwl aSllls 1o Ll a3l 05 o Sles 10 a5 agles oo
S 0,255 (ke

ez BT lgs oo dIDS) 395 yanseid piwam ;| pusmo Boliiuwl 5 cual & g0 40 1S solaiwl IDS
Sges ablie"DNS o 3" 9 "ARP 15 dladl> g3les pooune”

o Jezus slasl sl)ls a5 DNS wledlb 51 as” ol oo DNS az &3 DNSSEC oS eolan! DNSSEC |
oolaiwl 8590 08 S jalay j9i i (] ST e eolatnl (Sl sle aws yog (ABlg 5l Lol e aiil
il S50 55 b il ol 428,513 (K J5:3 550 "ol DNS” ilyte 4 Jy ol 25,55 3

353 ol ;0 GOV g MIL Sig slyl a5 slo coli Oy coled a5 sl 00ls jgiws 1S 101 DOD 45 0l o
il o3ges eT 1) DNSSEC 5l sslitul ;Koo Jlo S b 55 Ta Gl (oo diind

adel piri : injectOr.ir



0L )3 5338 Ollan b (kT

adel piri :

:(Session Hijacking) auwds 344

sok il 48,5 IS8 galize sl (g, 5l ey ol ) (oo b BT 4 (B iz Sl e Tl (og)” sl
=5 ehled ooliiul e (S B) FopalS 99 G )l LS| g a5l aS gl alas g5 0 a5 LS g oo IS
03,5 (oo o g9y Dbl )Ty 4 el (bl )| Mandr " S jslite 09h (oo gme Tandz (05"

5o 1 bl wad fate o8 4 Jssls 50 ] (658 SIS gz o5 Ceol (b5l il S5 S0 O jle 4
o5 o5l (nl epeS oSS Manda" 83l 4y (5555 Bl ) 1000y plonil bl glad gl patmie Jolie cel (o0

020 )8 w0590 (dee sBus T oly (ol aBl yigr bl e ) (oo HaS 4 p il

3,90 HTTP Glid> ¢ g, (ol 50 auld (oo b cOOkie (6030 Jawss "aud 1090, (ig) o)y o cdllin cpl jo

5l es> sl Jle ol 5L password g username 4 Ll a4 89,5 sl a5 ol Cole g 05,5 o 1,8 oolarul
Dgd atlid pire Colw oy ol bwgy Lad cowl o3V ol (gl dd> i 580 sl osiwd ) ad> Slbls )
Sy leds wils Jlasl da cookie &b 5l cole oy o > 6,18, pKin o (password susername s ,b ;i)
and> L a0 0 polo e slp 1) Coles T 10 0930 molio 4 o sd S50 B alS o S 1) ol
Sl )5l Jlse SG LS ol iowsy (o0 0LL 4 and> g 00l S Loy password g username (Cole g 5l z5,5)
Ml LT 51 Lo aSCol (g0 96,8 co JSKb (65 lean Slad> e 2l j0 Lo codlad plKin o il (oo (5l and>

0yl so ool Slade ol (68 USE Bl il o lbls ) ST eadls axils

aali yhac! asly!
sl jlach sasls

Cile il Cumlgh)ys

A

s Lin aals BN

A

L sty ¢ JLESH

ole anl> 5 NV S

508 oS el yo ol jo eals Jau 50, Sledlbl s gad saslice " DNS o 37 g4 3l alax 0 a5 glailen
ol Tade o, e 5l OMas S BaelB o e 0aslE ol 5l 5 Slids o a8, 8 IS ol )l il
Ligi a5 04 aales 08 olSST S il o 1) ads> SO j0 e Jaugs, Gledlbl 5l cend ol e 5145 ol

oy 35 Al T SNl ol ds dol )0 9 0 Byre ded ol 8k 5 SO sl 1y 045 el ]

injectOr.ir



0ls ) 5330 Olas b 3GibT

adel piri :

O Al Sl o eolawl o 50 (sla cookie il o 4 (ol Lo ST aS ca gy oo o B Jlo 0,590 j0 0S8 oy
LgL?u ‘) b?jmbé d.fa‘)‘)j).wd.g‘)l.bCOOkie L)"‘ Sgs M‘}?- )éLé oLiST 6m°;)£3$)5£ wLA \7355;)3)4

D55 o0 Dyq0 @Lw—lwqi:.'éls &l dos iz Ll o lo

reald ylde ! ity

- aald yhac! sauls

Cilellin) cunlghys

L oaly ¢ Jlaas

\/

. 1
axib 59| gas Gusly

dd> og, VA S

R oo e sl Jle Bl 4 asged log @b A, (nl ) esliinl 990 (5,55 5l a5 5ST]
: Ferret g Hamster ¢ 133 0 5 lawgs b cookie (44,

) o mryiwd I j0 a8 cased Sledlbl (og, Goyb 5l e 0g, " Aes oy p s (doe e ol 5o
g pep b pased o] Gbu |y 0453 a5 04 peplys 0B Sledb] 1l 5 oolazwl b Lo 023105 oo cewl 395 Gmail

oS oy (g yiws gl GMail o yol @ ylesgs SealS

e 3l b 8l ey pl (690 ;2 euiS oo oolatul dlem> oy I (s>l Co> Ferret g Hamster 1381 s 5 o0 51 L

D9l 03 Abl wws BB SxlpaS $anelS o ol> 0 Hamster juleé U ail o command-line

injectOr.ir



0ls ) 5330 Olas b 3GibT

31 eBTA) 4ol o ol amles 1>l g 0gbils | Backtrackd dsb y clas ol ploeil (ol ol co Lol ¢ yuioran
5 ok sl sl ol el 00 ags b SgnalS (35,5 S LialesT g Cend Eg Bro g 0398 LiNUX Y gz

o bods el ol el 5l ey 0L oo Ferret g Hamster o3 5l SeaslS o ool cuad iy 5l sl 380 0

Awls /pentest/sniffers/hamster ,uJss jo |y Hamster |15 uilss

3,lg 8,15 el S8 aseds aSlin aS Cunl (pl Az o) Ol des 45 (] Gl jo pad sl
S 38 e 5 e Jawgy Sledbl ! (6050 Sl L pml 1) ol Jawgs ouls ddole Sledbsl 4.l Facebook <ol
009y 3l Gl (oo il Sledbl gla aws jogs ) gl Ll cawsl 3y Sl Wireshark L, TCPDump |3 5|

oS ool ARP 25 ALidl> (5l pyaas

File Edit \ew Go Capbure Analyze Statistics Help
SBudoe EExeaceswFilE Qe ML 8
EE*“‘-“I g 4 Expression j a gﬂ,] ; ."'SFP'?]

Destination

Infa

=)
-

k. 16.6.155 2089.85.225.83 HTTR GET / HTTR/L.Y
p.B5.225.63 172.16.6.135 TCR http = 39916 [ACK] Seqe]l Ack=387 Win=6784 Lens=d TSV=408943563
F.B5.225.83 172.16.6.135 HTTR HTTR/1.1 381 Moved Permanently [text/html)
P.16.8.135 209,65, 225,83 Tce 35510 = http [ACK] Seqe=387 Ack=537 Win=8612 Lensd TSY=23832 T5
.16.8.135 208.67.222.282 DS Standard guery A mall.google.com
L67.222.222 172.16.8.135 DRS Stendard quary response CHMAME googlemall.l.google.com A 269.65
P.16.6.135 209.95.225.683 TR 39411 = http [SYN] Seqed Win=5840 Len=H M5S5=1458 TSVe23038 TSE
85,225,683 172.16.06.135 Tee http > 35911 [S5YN, ACK] Seqed Ackel Win=567Z Lenwd M5Se1388 TS
B.16.6.135 2689.685.225.63 i= 39911 = http [ACK] Seqel Ack=1 Wins=SB8E Len=0 TSVs=23045 TSER=3
J16.6.135 269.65.225.83 HTTR GET /madls HTTRP/L.1
.B5.225.83 172.16.8.135 Tep http > 39911 [ACK] Segel Ack=523 WLn=6784 Lonsd TSVs395H20372 .|

Jizl

Teriir

@G0 ff ff ff ff 11 f 80 26 DB 05 a5 64 68 00 45 B8 .......» ...d..E.
5810 90 40 dB &0 89 93 43 11 49 14 ac 18 9@ G2 ac 18 o e DO ETERE Lo
joo2s B0 ff ca 7600 89 00 Ja df A5 TH OS5 01 1008 B1  ...v..il L ¥i..s.
B3 AR AR AR AR B3 69 70 4 &R &5 55 48 47 45 dr &5 F HFPECE] F
[File: “Tpantest/sniffersihamster.., ] Packets: 711 Displayed: 711 Marked: 0 {Profie: Defaut

| [ |

[

3yla 1, 545 GMail 4 54,5 suad 45 ased Sledlb] og, N JSb

$5S pls yo 1y aledbl Ll T casl (oo i, |y 090 395 GMail o)y aalss o a5 cased Sledbl asil;
B ol a0 I35 o U victim_gmail.pcap 1, Jliwe ol ;o eolaiwl 5,50 18 Lo .asles 0,55 Hamster
L IS plowS oo oolaznl BB cul S5ls  ce Ferret 158 o 5 5laail anils 1,8 095 paase Jow o
3,90 16 ferret &obiy 0,5 .o plxl ferret-rvictim_gmail.pcap jgiws 1>l g Hamster L a4 ol o)lg
ale Hamster doli » lawgs wilgs oo ool adgs b1 .auS™ oo odgs hamstertxt Ll <G g 0090 (o3lo, 1) s

D55 18 oolaiwl 850 Tads yog," sl

adel piri : injectOr.ir



0L ) 53)8 OlLas b (G

| B root@bt: /pentest/sniffers/hamster - Shell - Konsole
Session Edit View Bookmarks Settings Help

& Shell

Ferret loug oo oauoje Ll oilsy ¥ IS

s diled 095 Hamster 1581 o 5 .08 5T 1) alos 0uilys o cpuidls Lzl jo 009y, |, HTTP cledlbl asile;
o Hamster .S, gli>l sl 00,5 oo o cookie jloolainl cya Jloo,i oloul el g 1S o Jos STy

Swles 1>l command-line glo piol o ST yeau 1) 580 o5 ol asles

] B root@bt: /pentest/sniffers/hamster - Shell - Konsole
Session Edit View Bookmarks Settings Help

el s
@ Shell
[

Hamster «.l, sl,>1 ¥ s

adel piri : injectOr.ir



0L ) 53)8 OlLas b (G

By Lasss ol sl (s o |y 53 5l STy Slonkiss ol 3 o 5 1y iy ol (55
Sloslatwl 4y ol aS wws uss g eb 1) 095 STy Sledat el oo Lol 50 & jle 4 .0 20 35 Haster
5,y dnternet Explorer ,o Sloandass ol s 6l p 0lys oo 0wl 1234 & jgs 15 127.0.0.1 uyol oS 5 pe
Qg LAN Setting o,lg o)1 51 es g Suga Connections o1y o1 wuges Internet Options sy s oo ToOIS

Sy S5 0g> LAN box o | Use a proxy server oo o

Connection Settings

Configure Proxies to Access the Internet
O Mo proxy
O Auto-detect proxy settings for this network
O Use system proxy settings

() Manual proxy configuration:

HTTP Proxy: |127.0.0.1 Port: 1234 |-

se this proxy server for all protocols

Mo Proxy for: |localhost, 127.0.0.1

Example: .mozila.org, .net.nz, 192.168.1.0/24
O Automatic proxy configuration URL:

| _ @rsload |
I Help %Cancel‘ <ok ‘

Hamster aol , b STy oolatnl g oSy Slopdas s YV S

oy Hamster oyle,é 50 4y chttp://hamster ool 4 38, b o audles 0B STy Sleass 1o 5l
@ by IP la ool 5l s sloul cg Ferret &l awgs oo adgs b6 5l Hamster 1581 o 5 .aS logg

DB ans o lis ;55,0 Cenly Caons Connd (0 1) IP slo o ydT ol e (0S5 o eoliinl oad 0s00 &l

adel piri : injectOr.ir



0ls ) 5330 Olas b 3GibT

4o o JB 6L‘°“-~J-‘.’"QT<55))%~§=:J514.‘@‘;-3L‘4 Wil oo SL,8 5IIP u»)oT;S%JALSLe,u“Ml Sl b a5

g ______________________________________ Hewiw-BelaFieee_________________S&u
s [t bew Higtory Beokradn o Heig

¢ % @0 @ [Wromeme

R | ¥ %
o (Gring St

1?2.15.0.135 HAMETER 2.0 Side-lacking

| edapters | kel 1

BTEPS«In crder to mdnyjack wish mesicnn. follow thene steps. FIRST, click on the adapter mana and start sniffing. SECOND
wait a fow secorde and maks sure peckels are beang recerved. THIRD, wait urdi] tarpets appsar, POURTH, click oo thak target

b3 “clons”™ ' ebawion, FIFTH, purge the sooitme {ross your browser jJusl o maks sue nene of them cofiflict wilth tha siimed
Largats again

TIPS, ressembat 1o rafrash thie pags Sozascinally (o s updated, and mADs SUre to pusge &l cooime from e browss
WHEN SWITCHNG target. rambar b cloes all windown in your browese and pargs all cookise: fret
Status

Proocy: unkniown
Adaptors: pans
Packels O
Datalas 19
Targets: T

fL.0L3A8 - “chrissandarsiS@gmail.com®

Hamster asl ;4 by 0 GUI YY S

S9y 2SS L .o,lo 3939 ] ;o i facebook.com ol a5 5gi e 0dnlice )5 510 L o Coomd 4o

QS o Zolas Lol ,E facebook ilao 4 1y Lo 45 dugd oo (G0 dmio 3,5 o

] Gmail - Inbox - chrissanders88@gmail.com - Mozilla Firefox
Elle Edit \iew History Bookmarks Tools Help

- W v a o Q Ehttps:.f.frrlall.gu-ngﬂz.curn.fmail..l?sl‘n.ra-—.l#inhmt =1 jln]v
@ Getting Started

Cmall Calendar Docurments Web Reader more «

chrissande rsi8@gmail.com | Settngs | Help | Sign sut

‘ M il Soarchidal | | Searchithe Web | Hrissch siiien
—bd

Coapin & tlw

Compose Mail

Hationwide Cisco Tr aning - www knowledgeunited com « Notormsde mnd Vit

= ks UPdEiEd

Archive  Repon spam  Delete | Moveltow Lsbelsw | Moresctons ¥ | Relresh 1-1atl
Select: AN, Nons, Read, Linread, Starmed, Unstamad
[0 cChis Sanders Supar Secret St - Chiis Sanders CISSP, Bidfh am
Personal
e ]
B minfes
Contacts
Tasks
SRS Salect: AR, Nene, Read, Unend, Starmed, Unstaned
=BArCh, aad, of imite Arehive Feponspam Delere  Movelow  Labesw | Moeacona ¥ Feliesh L-laorl
@ Chrig Sanders

Sl stahus hare Ll = cionie f‘n_m:k:u.l Slgrl- up for fastat and sader shopping
@ Allison Clak "

coandiis You are currently using 132 ME (1%) of your 7440 MB. o]
I Done | mail.google.com i ||

ol 03830 Cuddge b as Gmail ol S YF S

adel piri : injectOr.ir



0ls ) 5330 Oollas b (b1

P (5392, ©Hlos b dblis

5 silize slo by, cnlply @)ls d92g Tad 00," g5 5l (e plml gl Alise o by, sl |
bolids 515 leds el o5, gs 5l (e L ablie 5 lolid .ol wnlss gy Siles al L abilis cg
i 5L eMa g9 ol &5 el T el ol e bl (oo 2l 03905 (o2 9T &S (e b b ablie
o s 0 1) 65500 Ko Jos 0aisS das jased 510500595 5 dilie 5 olulils ol o aaiSTly Cools
OMaz ol b yige dblie Cya ol oly () 10 0,5 aaless lag oMbl ales ol sl 5l oo Lads s ploxl

W P /5:)

DML )3 s s Loty Sb 8SL8 o e Sl Jleisl tumd sl Jiie o |y op Ml SSL cldes
ol ol ol cde asS Gpole Jos opl plonl @ Ll IS oo 50 (oS a5 Sl 151 eS8 0310 10 Leds 3o oo
Comd] e oSl wenl 10,95 15 (5508 Sl el SO FgumalS 1) ol 5 el e SO pgualS a5 o
ALY s a5 cal (pl S o g |y Lot a5 (g ke Lps cacsl asils Jiim 10 Jeusls g0 b G Loy ST4S
sle &bl o ol &) SBT3l e (6,5 & jo (Jg .aib saus YouTube o 1) 0,5 So g0l slo codS Lo
FomalS 4 gl dho> 4l Loz pl pl wuylas 13 0s5 Ll Voo 0 a8 5 Koo e s o L eS8 Ko

oo T (b Sldee Sand> o 37 g5 5l (Dl Bloal 1 5 Lol 51 S 0gd (e gl diz 008 O g bed
3,10 0,5 OMas 1l Blaal bl 050 0 llie ] o 00l )53 Allie bo ol g I Lol

So S ey ol b wi)ld8 o Bb ks (SOb sle Glas j0 543 51 6,51 heal FaisS ales> til jluia
s Sluds JSis Gl p a5 ol cole o 5 sl 51 .0ed o olai] Jloo 28 55 ol 48> sl
CBY Ay oo S A cuze 4S (63)lge 4 gl allae o S 09 5l Canl S il Hlie g o5T 0sS e

3975 GOle o a0 dugd ielae B aiS dazgi Jl3 0 )00 Cules g 4 093 0559 (ST Sl 4 (rizmes S

RYIRY

J3s 5l e iz 0)lge el o aS 5 o 1SS Iom 5k peol 1y dop ASd 39390 (sl yigmelS
mewls u.:‘ )‘st)‘b S99 ‘_g)MS JL«~>‘ oLi;‘ ‘Ml) u.o.:‘ Loy ASM (5LQJJ9MS ;‘ é)j ‘540&_))9»0 45.»«&
Do oolaiwl Leds 4y alas plosl Cye

adel piri : injectOr.ir



0ls ) 5330 Oollas b (b1

sloslainl egu (Sl gy (nl dawgi 115 998 (o0 Dgane (Sle (sl Sex (05 698 5 (Ko by o
bgiye 5o ()95 oy p L]y Alie (0l 005 (oo wold caiiens (el 0350 (leS 4 o5 (5l Sledd 5 o gy
g ol oo Slbls,l ol jo ol 50iS ol e ax a5 ols pales 7,8 (uimed 035 oo T SSL lbls )l
oS ooliiul € gun 093 o Blasl a4y o, cgz 40 DbLS 1 cpl 5l les oo 45K aS ol eales Las ()] 51

Gl a8l plaisl alas 45 cpl b ablie 5 ololils slo by, 4 allie ol SLL iso diven Gillae

:HTTPS 4 SSL

aS cul ol SS9, «TLS) osls Jlamsl yel JSGg, b (SSL) oo (6,185 e, Sledbol Jols JSGg, ¢y 0w pogie 0
S yiin yohay STy plolge Cdel joaiiS o o (6105 5, Jawgd g Wil sl e aSill o ol Syl e
Ao &)l aS gy o |y Codel all 0B B WS o Jee (HTTPS s IMAPS SMTP L35 [Soo sls JSTgp b

Al oo el b sl aSils jo el GLJBLS slw) (SS9 cpl (oles Bas agles u...oL,

S gy 51000 K allas e i 9929 5l wuli Lol asS oo 0ol HTTPS 51 55, 0 Lol Sl L
g_ig. :\.L\.wy w‘ygod‘.iw)b (_g)JJLfJ.Q PRCCIRY, S9>¢ H-I_I-PS].?| wgooél.&lw‘ Mdsaoé\j‘)‘buwsj.w

Wlphles (Ko 2w oledlbl g password 5 username « s dal p

Sy94 &Ji ua.?:.w &:5}:)5 Gy O @Lb)w é’)}’ L)"’L““")"‘ HTTPS .]a.wy oolawl S,y90 w‘ :\.wj].:
wain >l el (oo bl alils 1) 03 Gmail 4 09,5 wad (5,05 ST Jle lgie 4 .00 oo Joe licelb!
Lol 0l oole HLAS YO S 1o 4o ok o le ol ams sl |

adel piri : injectOr.ir



0ls ) 5330 Olas b 3GibT

Ay g HTTPS @b 11 cube oy Jbadl

v

HTTPS s pag)

W cnga g HITPS @aylo §1 Culw @ Jladl

v

1ope gmlga whl

4

bl el g Jbadl swls

v

HTTPS o solatwl 5,50 el dgy YO IS5

Jolis dsg oyl gzg I b cwl oauid [S8 dg p ol 0 Sloe S35 Y pgai [0 oud oolo lid dg p o
20,5 (0 25 IS S

Dgd oo Jeate As g0 4o http://mail.google.com ol 4 HTTP 5l oolawl b )5 5 500 .

HTTPS & 13,5 Lawsgs osliul 5,0 HTTP JUisl 5 culas cesly HTTP code 302 1 ool b aSis jgpm Y
80,5 oo

Sgd oo Jate FFY &) o https://mail.google.com ol as )5 Y

Bales Sldl Gz (al 00)5 a8l (o0 )5 Lz slasl (sl a5 S (oo &S] )5 0 (970 9 F
2l oo 5 0590 ol

QS oo dslie 0als jolo sla jemme ;00 L g ooged il 0 1) jemme (pl )5 O

23,5 oo )85 Jlose, bL3I £

Aalid wlsla joB s o590 Colu g &5 T G5 (o0 09h 99, CnSid b 920 cnl Jliel (o) 2 Joie ST
0 opbum ol 8L 0 5l s )5 el ge yole )T (6l jemme LT pas pliy (> ol jo il 004 09>
3590 Colw b ledbl Jols o o 5,5 a8 510 0929 Jlaix! pl 15 s aalol 1) o dled 095 cudginns b ailgs

ik

adel piri : injectOr.ir



0L )3 5338 Ollan b (kT

HTTPS consls

3l B o9 ISl a5 00 )5 plxil (gl e aSLI B 0l o il (yiadas g ol s i JLo si B as 13 (0l
SLs )| ol bl,l Uy oyt sl aSly 05,5 o3 SSL e ol ayl b ol ged pald 1, ool )|

Dgd 0 Sy € 9,050,

S A el 03,5 Glo |y as 8 ol w)ls &y sl Slidss pll s ,o 45 Moxie Marlinspike (sB1
HTTP 5,k 51 SSL bl )| G o)lge il jo )50 &jlie 4 058 sod )18 0 puliis & g0 oS SSL b |
Al b gl o JEle g Colaa HTTPS a4 HTTP code 302 alwgs o)l )5 a8 cowl 1 yol cpl cde 098 o )18
ol 5 oog) ol sled oo S HTTP (gl ol a1, LesT a8 il os,5 SIS (login wiile) S 55, 1 oLoolS
ot 59 4 s ool bl a4y oyel b bL3 1S 5l Uil s o ledol & Loy ST a8 ol 28,5 IS5 bl
oAl M S 0w 2leS 0B g wul eoged ales L3I L 4 jo Lol cid> (0 (HTTPS 4 HTTP 5 Jliss

Lzl 525 SSL bl | cnl (658 IS 51 A8 1) alam cpl oy (oo lads g caiS” Jlasl SSL LLS )| 5550 50 1) (Sle
53 ol 03505 SSLtrip L1581 o 5 adgs 4 aladl o, ol S50 (sl,>] Sl cg> Moxie Marlinspike (BT oS

w2 50 o 18l el ogmg 5l Lo ise

) J—hJ”‘)s UT'«‘ J....:La ) Jlse U"‘gs'l"ﬁ 6l.b u-o-mﬁ)b IR W) D5, uy.«.‘> )‘ L5'>)" )jiblﬂjoéj.g QL»T)LH.M.) J.u‘)S U"‘
el 00 o0alo ul.u.») \id JS....J

HTTPS b bl (5hay HTTPS L bl 5)hdy
- < HTTPS a3 jame pues . joj g algS arlyl 9 '
i S
L0 151000 T Eipt i oolys . Top 3G
ClearText cala js bl b a3l 5y bLIY!
> L

HTTPS cleslsl oog, Y8 S
WS oo Jee i cadyy 4 YU S (o ead eols lis ol )3

stnody) )5).\...»5):)‘5wow dJéL..o Sl )

adel piri : injectOr.ir



0ls ) 5330 Oollas b (b1

9 00905 Lagas HTTP St <G b 15T 08,5 aslge sslstrip L HTTP <G 4 bgs yo URL aSile; .Y
OS0BS5O Iy oads raL?u‘ Ol s
DS oo (Byre )5 Gl ]y 095 g aiS (e il ALl 95 ) ole jemee c0aiS Al FglS Y

20,5 o0 S ((SL,8) )5 a4 g o <l o a5 g0 colu 5l Oledbl F

‘) @SLQ" JSJMSEZANJ‘ MSL:)O JL>)~))JGJ»>)9ASSL Sl ‘}-.‘.-:’)5]'*’ OL?J.:O)‘ ‘JJS‘_,;O‘_J.ALU? )L.ma M‘ﬂd‘
A>gin g0 2 S 9 40 Oledbl flag yoed HTTP &) col (oo jlatiad b oo b o)l5 S5 000 cad auseis

:SSLStrip ;! sale!

o Ll Linux cod Lad 581 05 el o lo ol SSLStrip cojle oo b 1) 00l S sla o Slose Sl a5 (5 1580 0 3
=1 g oskils 1) Backtrack 4 asl ,y aly oo ciusnns 158 o 5 ol ceal Jlads Jolio b ol axlse a4 Jile STe0g

el 00l was 4ol ol o 8 51 SSLStrip 138l o 3 155 asS

ole pns el oo lail oo bl 1) (g5Ls o Sleladl el p3Y 038 )5 Touy oy SSLSErip @ aSClKin
shell)y Lawly &by 4o 1) 55 eyl ab I8 ool plosl gl oles (gan, S IP la ol Jlo,l cg 1) 545 Linux

MLN J)‘s

echo "1" > /proc/sys/net/ipv4/ip_forward

adel piri : injectOr.ir



0ls )3 (5338 OlLas U (T

&= Shell

P Jlo)l oISl (y3ges Jlad YY S
O 50 SSLStrip a5 5590 as | 00 0040, HTTP Siledbl  coled ol (o0 caudges Jad |y o 1P Lol 1S aSsle
(85,5 oyl Mol 6l 0 5 e plxl L iptabel Jlg 5l son S Mol lawgs Jos opl S Jiie Cowl Jlad

..\.».al.o..: O)‘j ‘) )J) )91..»0 w..;l) °

iptables -t nat -A PREROUTING -p tcp --destination-port 80 -j REDIRECT --to-port <listenPort>.

Session Edit View Bookmarks Settir

nt:-# iptables -t nat -A PRERDUTIMNG -p tcp --to-port G06a)

& Shell

HTTP wledbl momeo sl e iptable son S YA S

adel piri : injectOr.ir



0L ) 53)8 OlLas b (G

3l Oged dudlg> aygai Logs bl 4 Bolay O ey SG L) <listen port> (Jos opl plosl b Lo

g oulds Lastine Oye )0 et (5l 1531 g 0050l I | sslstrip aS 0g pusles 0B Lo o)lge 1l (g0, S

s oy Sy sslstrip -l <listenPort> giwo

Sessiom Edit View Bookmarks Settings Help

bt:-& ssistrip -1 GBOG

ssletrip 8.6 by Moxie Marlinspike running...

& Shell

SSLStrip 5,5, .v4 U
Lo ol oo (ob,8 g oo alolie oMbl (393, S "ARP Spoofing” (suus ;S «wisl,d ool 4o > o o 51
yobie ol sl arpspoof [l 5l eyl jo Ll qeul ools plxil | IS 31 Cain and Abel 1531 o 5 Lo gs ¢ 590004 50 M
Sl 1y p5 Hews Wb I cpl plol Cya el 0uls 4y Backtrackd Aol 1o 5o (1581 0 5 el oS oo ool
i Lo

arpspoof -i <interface> -t <targetIP> <gatewaylP>

adel piri : injectOr.ir



0L ) 53)8 OlLas b (G

@ Shell

ARP Spoofing uu S ¥+ S

220 oo pll 1 o 1y Sleladl ol e oS (gl 4t Jlse 5 s 1, <interface> Lo «jgiws ol 5l oolaiwl b
9B oo s SUyS el IP w0l sl |, <targetiP> ¢ yimen 040 ublss aiga (o8 g ethl eth0)

3,8 dles pae b8 el solaiwl 550 83190 IP oyl sl |, <gatewaylP>

Slg5 (oo Lo ST oyl 5 SSL 80 850 Dbl )l (o & AV jshay Sl (o0 Lol )3 cnl JooSS 5l
opé g g kil gla OIS 8 Ll ( cazd olulil bl da password (5830 gl gz 38l 055 S

0uS oolitul

adel piri : injectOr.ir



0ls ) 5330 Oollas b (b1

PSSL (3393, 152 55 abilio b 459,

ol LB gm0 Lansgs st gad 4 SSL 00, e 5l ala £33 ol s o)l ] 4 ot Sih 45 plailan
PSS (ol g9y S 09h (o0 (B ) by 5 sl Dbl plsie 4 o Dledbl Jobs onl 1 il (e
5 2ol Suz Gl 4SS slp by, vz @lizeded Sl LU s )5 L (oaSTn S5 &bl aS was
12,10 0925 SMes (pl b ablas

ol ]y ales g9 opl (B i les Juols liedol S o o3lanwl HTTPS jlas” sYLasl 54 el )
Jlie olore ool samlice B 515 55950 50 usd (ol 909, (o0 o 5l BLS, ol (slo ai> ] o o
T el 1,35 HTTP (sole Jlasl G o5 45 duin (oo g dugd (o0 995 (T (SOb Olidos 85 Loy aSalSn
BRIEINVFPRVEL P F3] P SYSOIE 5 ) PULIPL 8] I [ FOWP IR VEL SYE vy PESIUEE S 0 O PRSP PR VE Py iy

Ao jaseid cpel b OYlasl 5l el aYlas] asl

Sl 55 s 4 L (S5 3d 50 paded aSl Jloimliumd plodl Jiie 5 1) p T SOL clles

O ol ol cde oS & joles Joe ol plosl @ Lt )5 Joee 10 (nS a5 ol T 51 518 5500 10 Lo 80 dlolea
Sl e aSly el 10,55 51 (55508 Cial S Lo (S igeals a5 el 5 ol Lo (S5 jignal o8
o VF ey &S Conl cpl S o g 1) Lo a5 (6 das Lo canisl als Jiie )0 amalS 0 b G Ll STas
sl 561 0 ol 7, SBlast 5l L (g 5 8,0 (Jg bl sa oo YouTube jo 1, 0,5 Sa gl slo ol Lo
FomalS a4 (gl o a0l Jloza ! pl ol cy s s 095 L Ver 0 a8 ,08 Ko gl ands o b oS58 500
ST S5 Slilae SSL (95:,” 5 51 e Sanl 05 ol | (S 355 (oo il a5 S0 L

3,18 0,05 OMas (pl Blawl  sled 550 ;0 cllie 1l ;0 0als 53 Ablie b ol w9z g ol bl

J318 51 Mes iz lg0 el [0 aT 1S o 1S5 o 5Lt sl O.oi‘ ly Dot A )d dgge L;Lm)ﬁwlf
S oolaiwl Ll ade Oz (ol sl 2l e

adel piri : injectOr.ir



0ls ) 5330 Oollas b (b1

MITM Attack, Chris Sanders

adel piri : injectOr.ir

mohajem.war@gmail.com

tnx: Milad_Hacking - arf1372 - shabgard - b3hz4d - nlarash -Und3rground -ehsanc0d3r

adel piri : injectOr.ir



